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1. BBEOEHUE

Hactosiwasa KoHuenuus onpegensieT cucteMy B3rnsgos Ha npobnemy obecneveHuns 6esonacHocT nHbopMaummn B
aBTOMaTM3MPOBAHHOMN MHMOPMALMOHHON cucTeMe [0CyLapCTBEHHOTO GIOAXKETHOrO YUpEXAEHUs 34paBOOXPaHEHMS
AcTpaxaHckor obnactu «06nacTHasi KIMHUYecKas neuxmaTtpudeckas 6onbHuLa» (aanee «AVC») n npeactaBnser
cobol CMCTEMaTU3VMPOBAHHOE M3NOXeHWEe Lienel 1 3aiady 3aluThbl, @ TakKe OCHOBHbIX MPUHLMIMOB 1 CNocoboB
LOCTMXKEHWS Tpebyemoro ypoBHs 6e3onacHocTv nHdopmaummn B AUC.

HayuHo-MeToanyeckor ocHoBOM KOHLENUMN SBASIETCS MEXAYHAapPOAHbI cTaHaapT MCO/M3K 17799:2000
«MHdpopMaLmoHHas TexHonorust. MpakTnyeckue npasuna ynpasneHns nHdopMaumoHHon 6esonacHocTbio.» (ISO/IEC
17799:2000 «Information technology. Code of practice for security management»).

KoHuenuus sIBASIeTC METOA0IOMMYECKON OCHOBOM A1 (hOPMMPOBaHMS 1 NpoBeAeHNs! B F0CyiapCTBEHHOM
BIOKETHOM yUpexaeHUy 34paBoOXpaHeHnst ACTpaxaHCkol obnactu «ObnacTHasi KiMHu4eckast neuxmuaTpuyeckas
6onbHULA» (Aanee no TekcTy «OKMB») eanHol nonuTukn B obnactu obecneveHns 6e30nacHOCTM HGopMaLmm
(manee no TEKCTY - NONUTUKA 6E30MACHOCTW), AJ1st NMPUHATUS YNPaBIEHYECKUX PELIEHMI U pa3paboTKM MPaKTUYECKMX
Mep o ee BOM/OLLEHUIO.

1.1. OnpeaeneHune nHcopMauMoHHON Ge3onacHOCTU



VHdopMaums — 3TO akTUB, KOTOPbIN, MOAOGHO APYrMM akTMBaM OpraHv3aLmu, UMEET LIeHHOCTb W, ClieA0BaTeNbHO,
[OIKEH BbIThb 3alUMLLEH HaanexalnM o6pa3oM. MHdopMaLmnoHHas 6e30MacHOCTb 3almnaeT nHdopMaLmio oT
LUIMPOKOro AManasoHa yrpos C Le/blo 0becrnevyeHuns yBepeHHOCTU B HEMPEPLIBHOCTY BU3HECA, MUHUMM3aLUMK yiep6a,
MOJTyH4eHMS MaKCUMasbHOM OTAQuM OT MHBECTMLIMIA, @ TaKXKe peanun3aumnm noTeHUMabHbIX BO3MOXHOCTEN 6usHeca.

VHdopMaLmMs MOXET CyLLECTBOBATb B PasnivuHbIX (opMax. OHa MOXET BbiTh HaneyaTaHa WK HanvcaHa Ha bymare,
XPaHWUTLCS B 3/IEKTPOHHOM BUAE, NepeaaBaTthCs Mo NoyTe UK C UCMOSb30BaHMEM 37IEKTPOHHbIX CPEACTB CBA3M,
JAEMOHCTPUPOBATLCA Ha MIEHKE UM BbITb BblpaXKeHa YCTHO. Be30THOCUTENBHO (hOpPMbI BbIPaXXEHUS MHbOPMaLMK,
CpeacTB ee pacnpoCTPaHEHMS UM XPaHEHWS OHa [0/KHa BCeraa 6biTb aAeKBaTHO 3aluMLLeHa.

MHd)OpMaU,VIOHHaﬂ 6e30nacHOCTb — MEXaHM3M 3aLUUTI, obecneyvBatoLmii:

e  KOH(MMAEHUMANbHOCTb: AOCTYN K MH(OPMaLMKU TONBbKO aBTOPM30BaHHbLIX NONb30BaTenen;

®  LIEN0CTHOCTb: AOCTOBEPHOCTb U MOMHOTY MHMOPMaLMK U METOAOB ee 06paboTKy;

o AOCTYMHOCTb: AOCTYN K VIH(bOpMaLl,VIVI 1 CBA3AHHbIM C HEN aKTMBaM ABTOPM30BaHHbIX nosib3oBaTenen no
Mepe HeobxoanMoCTu.

MHbopMaLmoHHas 6e30MmacHOCTb 4OCTUraeTcs NyTeM peanu3aumnm COOTBETCTBYHIOLLENO KOMIJIEKCA MEPOMNPUSTHIA MO
YNpaBneHnio NHGOPMaLMOHHON 6e30MaCHOCTbIO, KOTOPbIE NPEACTAB/EHbI NOUTMKAMK, METOAAMM, MPOLeaypamm,
OpraHU3aLUMOHHbIMM CTPYKTYpaMm 1 yHKLMSIMU MPOrpaMMHOro obecredeHust. YkasaHHble MEPONPUSTUS AOMKHbI
obecrneunTb AOCTUXKEHME LieNein MHOPMaLMOHHONM 6e30MacHOCTY OpraHM3aLmnm.

1.2. Heo6bxogumocTb UH(pOpPMaLMOHHON Ge3onacHOCTU

MHbopMaums, noaaepXmBatoLime ee npoLecchl, MHHOPMALIMOHHbIE CUCTEMBI U CeTEBast MHPACTPYKTYpa SBASAIOTCS
CYLLECTBEHHbBIMM aKTUBaMM opraHu3aumny. KoHdbuaeHUManbHOCTb, LENOCTHOCTb M AOCTYMHOCTb MHGOpMaLmM MOryT
CYLLECTBEHHO CMOCO6CTBOBATL 06ECMEUYEHUNIO KOHKYPEHTOCNOCOOHOCTH, TMKBUAHOCTM, [JOXOAHOCTU, COOTBETCTBUS
3aKOHOAATENLCTBY U AENIOBON penyTaumny opraHu3aumm.

OpraHusaumm, nx MHPOPMALIMOHHBIE CUCTEMbI U CETW BCE Yallle CTANKMBAKTCA C PasfiMUHbIMU Yrpo3aMm
6€30MacHOCTM, TaKUMM KaK KOMMbIOTEPHOE MOLLIEHHWUYECTBO, LUMWOHAX, BPEAUTENbCTBO, BaHAAM3M, MOXapbl UK
HaBOAHEHWS. Takne UCTOYHUKM yllepba, Kak KOMMbIOTEPHBIE BUPYChl, KOMMbIOTEPHbIN B3/IOM M aTaky TuUMa OTKasa B
06CNy)XMBaHUM, CTAHOBATCSA BOJIEE pacnpoCTpaHEHHbIMM, 60/Ee arpecCc1BHLIMU 1 BCe 601ee N3O0LLPEHHBIMU.

3aBMCMMOCTb OT MH(OPMALMOHHbBIX CUCTEM M YCITYT O03HAYaeT, YTO OpraHn3aumum CTaHOBATCS BCe 6bonee ysa3BMMbIMU
Mo OTHOLLEHMIO K yrpo3am 6e3onacHocTu. B3aumopelcTBre ceTel obLero nonb3oBaHUs 1 YacTHbIX CETeM, a Takxke
COBMECTHOE MCMonb30BaHNe NHMOPMALIMOHHBIX PECYPCOB 3aTPYAHSET ynpaBneHve A0CTYNOM K MHOpMaLmnK.
TeHaeHUMs K UCMOMb30BaHUIO pacrnpeaenieHHon 06paboTku AaHHbIX ocnabnseT aphekTUBHOCTb LIEHTPaIM30BaHHOMO
KOHTPONS.

YpoBeHb 6€30MacHOCTH, KOTOPbI MOXKET BbITb AOCTUMHYT TEXHUYECKMMU CPEACTBAMU, UMEET Psifi OrPaHUYEHN U,
CneaoBaTesibHO, A0MKEH COMPOBOXAATLCS HaA/IEXKaLWMMU OPraHN3aLMOHHBIMM MepaMu. Bbibop HeobxoanMbIX
MEPONPUATUIA MO YNPaBieHWo MHHOPMaLMOHHON 6e30MacHOCTbIO TPEBYET TILATENbHOrO MIaHMPOBAHKS U BHUMaHWS
K AeTansm.

YnpaBneHue nHOOPMaLIMOHHON 6€30MacHOCTbIO HYXXAAETCS, Kak MUHUMYM, B Y4acTUM BCEX COTPYAHMKOB
opraHvsaumn. Takke MOXET NoTpeboBaTbCs y4acTMe NMOCTaBLUMKOB, KITMEHTOB MM aKLMOHeEpPOB. KpoMe Toro, MoryT

ﬂOTpesoBaTbCﬂ KOHCYynbTaunn cneymnanmncrtoB CTOPOHHUX OpFaHM3aL|,Ml7I.

MeponpusTus no ynpasneHuio B 06nactt MHhopMaLIMOHHON 6e30MacHOCTV 060MAYTCS 3HAUUTENbHO [eLleBne u
okaxyTcsi 6onee achdekTUBHbIMM, ecnv ByayT BK/IOUYEHBI B Crieumbukaumio TpeboBaHuii Ha CTaamMm NPOEKTUPOBAHWS
CUCTEMBI.

1.3. OnpeaeneHune TpeboBaHun K UH(popMaLMOHHON Ge3onacHOCTU

TpeboBaHMs K UHPOPMaLIMOHHON 6e30MaCHOCTY ONPEAENSOTCS C YYETOM CeayHoLLMX TPeX GaKkTopoB.



Bo-nepBbIX, OLIEHKa PUCKOB OpraHu3auuu. MNocpeacTBOM OLEHKM PUCKOB MPOUCXOAUT BbiSIBIEHME Yrpo3 aKTMBaM
OpraHu3aLmm, oLeHKa yS3BMMOCTY COOTBETCTBYIOLLMX aKTVBOB M BEPOSTHOCTU BO3HWKHOBEHWS Yrpo3, a TaKxKe
OLIEHKa BO3MOXHbIX MOCNEACTBUN.

Bo-BTOpbIX, OPUANYECKME, 3aKOHOAATENbHbIE, PETYIMPYIOLIME Y AOFOBOPHbIE TPeboBaHMUs!, KOTOPbIM A0SIKHbI
YAOBNETBOPSTH OPraHn3aLmsi, ee TOprosble NapTHepPbI, NOAPSAYMKA U MOCTABLUMKU YCYT.

B-TpeTbux, cneundunyecknii Habop NpUHLUMNOB, Lenel u TpeboBaHuii, pa3paboTaHHbIX OpraHM3aumneli B OTHOLLEHUN
06paboTkn MHdOpMaLmK.

1.4. OueHka puckoB MHcOpMaLUNOHHOW 6e30nacHOCTU

TpeboBaHus kK MHHOPMALIMOHHOM 6e30MacHOCTY ONPEeAENsIOTCS C MOMOLLBIO CUCTEMATUYECKON OLIEHKW PUCKOB.
PeleHuns o pacxoaax Ha MEPOMPUATUS MO YNpaBneHuio MHOPMaLIMOHHON 6€30MacHOCTbIO AOMKHBI MPUHUMATLCS,
UCXOLS U3 BO3MOXHOIO ylepba, HaHECEHHOro BU3HECY B pe3ysnbTaTe HapyLUeHUi UHOPMaLIMOHHOM 6e30MacHOCTU.
METO,El,bI OLIEHKMN PUCKa MOryT NMPUMEHATbCA KaK Ans BCEN opraHmsauunu, Tak n ans Kakon-nunbo ee 4acCTU, OTAENbHbIX
MH(OPMALIMOHHBIX CUCTEM, OMPEeAeSIEHHbIX KOMMOHEHTOB CUCTEM WU YCIYT, @ UMEHHO TaM, FAe 3TO NpaKTUYecKu
BbIMOMIHMMO 1 LienecoobpasHo.

OueHka pucka — 3To CUCTEMATMYECKMUI aHann3:

e  BepoATHOro ylwepba, HAaHOCMMOro 6usHecy B pesysibTaTe HapyLleHUi MHDOPMaLIMOHHONM 6e30MacHOCTH C
YYETOM BO3MOXXHbIX I'IOCﬂe,lJ,CTBVIﬁ OT noTepu KOHd)VI,Cl,EHLl,I/IaﬂbHOCTVI, L€TOCTHOCTU UNn AOCTYMHOCTU
MHbOPMaLMK 1 ApYrvX aKTUBOB;

e BEPOSITHOCTW HACTYM/IEHUS TAKOrO HapYLUEHMS C YYETOM CYLLECTBYHOLIMX YIPO3 U YS3BUMOCTEN, @ TaKKe
BHeZIPEHHbIX MEPOMPUSITUI MO YNPaBIEHWUIO MH(OPMaLIMOHHON 6E30MacHOCTbIO.

Pe3ynbTaTbl 3TON OLEHKM MOMOryYT B OMNpeseneHnn KOHKPETHBIX Mep 1 NPUOPUTETOB B 06/1aCTW ynpaBnieHust
pucKaMu, CBS3aHHbIMK C MHMOPMALIMOHHON 6e30MacHOCTbIO, @ TaKkKe BHEAPEHWIO MEPONPUSTUIA NO yNpaBneHUto
MHOPMALIMOHHOM 6€30MacHOCTbIO C LEMbIO MUHMMU3ALIMK STUX PUCKOB.

MoxeT noTpeboBaTbCs HEOAHOKPATHOE NPOBEAEHNE OLIEHKM PUCKOB 1 BbiGopa MepONpUsSTUI MO YrpaBieHUIo
MHOPMaLIMOHHOM 6€30MacHOCTbIO A1t TOr0, YTOBbl OXBATUTL Pa3fMUHbLIE NMOAPA3AENEHNS OpraHU3aLIMm U
oTAeNbHble MHDOPMALMOHHbBIE CUCTEMBI.

Ba)kHO nepuoaMyecky NpoBOANTb aHanM3 PUCKOB B 06/1aCTU MHGMOPMALIMOHHON 6€30MacHOCTU U BHEAPEHHDIX
MEPONPUATUIA MO YNpaBieHNo MHAOPMaLIMOHHON 6€30MacHOCTbLIO /s TOro, YTODObI YYECTb:

M3MeHeHus1 TpeboBaHWiM U NPUOPUTETOB BU3HECa;
MosIB/IEHWE HOBbIX Yrpo3 U ySI3BUMOCTEN;

e  CHWXeHWe 3PDEKTUBHOCTM CYLLECTBYHOLLMX MEPOMPUSTUIA MO YNPABIEHUIO MH(OPMALIMOHHOM
6e30MacHoOCTbHO.

YpoBeHb [eTann3aumy Takoro aHanunsa ciedyert onpeaesnsTb B 3aBUCMMOCTM OT Pe3y/bTaToB MpeablAyLmnx NpoBepoK
Y U3MEHSIIOLLErocs YPOBHS NpuemnemMoro pucka. OLeHka pUckoB 06bIYHO MPOBOAMTCS CHavana Ha BEPXHEM YPOBHE,
MpuW 3TOM pecypchbl HanpasnsoTCs B 061acTy HaMBOMbLIErO pUCKa, a 3aTeM Ha Gonee AeTanbHOM YPOBHE, YTO
NO3BOJISIET PACCMOTPETb CreLndUUecKue pucku.

1.5. BbiGop meponpuAaTUiA No ynpaBneHuto MHhpopMaunoHHON 6e30MacHOCTLIO

Mocne Toro, kak onpeaeneHbl TpeboBaHMs K MHAMOPMaLIMOHHOW 6e30MacHOCTH, CieayeT BbibpaTb U BHEAPUTL Takue
MEepOonpUaTUS MO YrNpaBieHnto NHMOPMaLMOHHON Be30MacHOCTbI0, KOTOpbIE 0becneyaT CHUXKEHNE PUCKOB [0
NMPUEMSIEMOrO YPOBHS. DTU MEPONPUATUS MOTYT 6biTb BblOpaHbl U3 CTAaHAAPTOB, APYIMX UCTOYHUKOB, a TakXe MOryT
6bITb pa3paboTaHbl COBCTBEHHbIE MEPOMNPUSITUS MO YNPABEHNIO MH(OPMaLIMOHHON 6630MacHOCTbIO,
YAOBNETBOPSOLLME cneumbryeckm NoTpebHOCTSM oOpraHm3aLuu.

Bbl60p MepOI'IpVIFITMl\/'I no ynpasBnieHunio MHd)OpMaLlMOHHOVI 6e30MacHOCTbIO A0/MKEH OCHOBLIBATLCS HA COOTHOLLEHUM
CTOMMOCTHN UX peannsaumm K B(deEKTy OT CHMXKEHNA PUCKOB N BO3MOXXHbIM Y6bITKaM B Cfly4ae HapyLleHuda



6e30MacHOCTU. Takxe creayeT NpUHMMaTh BO BHUMaHMe (DakTopbl, KOTOPbIE HE MOTYT 6bITb NPeACTaBeHb! B
JEHEXXHOM BbIPAXEHUM, HANpPUMep, NOTEPIO penyTaLum.

HekoTopble MEPOMPUATUS MO YNpaBieHWio MHOPMaLMOHHOW 6€30MacHOCTbIO, NPUBEAEHHbIE B HACTOSILLEM
CTaHAapTe, MOryT PacCMaTPUBaTLCS Kak PyKOBOASLUME NPUHLMMbLI AN YNpaBieHust MHhopMaLIMOHHOW
6€30MacHOCTbIO M MPUMEHSTLCS A1 6OMNbLUMHCTBA OpraHu3aumini. Bonee noapobHO Takue MeponpusaTus
paccMaTpUBAIOTCS HUXE.

1.6. OTnpaBHasa To4Yka AN BHeApeHUs UHPOopMaLMOHHOMN 6e30nacHOCTH

OTAenbHbIE MEPOMPUATUS MO YNPaBeHNI0 MHOPMALIMOHHON 6e30MaCHOCTLIO MOMyT paccMaTpUBaThCs Kak
pYyKOBOAALLME NMPUHLMMBI 4151 yrpaBieHnst MHhOPMaLMOHHOM 6e30MacHOCTbLIO M CYXXUTb OTMPABHOM TOUKOM Ans ee
BHeApeHus. Takue MeponpusaTisa 60 OCHOBBLIBAKOTCS Ha KIOUEBbIX TPEGOBAHMAX 3aKOHOAATENbCTBA, NGO
paccMaTpUBAKOTCS KaK OBLLENPUHATas NPaKTUKa B 061aCTU MHOPMaLMOHHON 6e30MacHOCTy.

KntoueBbiMn MepaMn KOHTPOJIA C TOUKU 3PEHUA 3aKOHOAATENLbCTBA ABMAKOTCA:

e obecneyeHne KOHMUAEHUMANBHOCTY NEPCOHANbHBIX AaHHbIX;
e  3alUMTa YYETHbIX AaHHbIX OpraHu3aumu;
e paBa Ha MHTENIEKTYasIbHYI0 COBCTBEHHOCTb.

MeponpusTus Mo ynpasieHuio MHHOPMaLMOHHON 6e30MacHOCTbI0, paccMaTpyBaeMble Kak 06LIEenpUHsTas NpakTuka
B 061acTV MHGOPMaLIMOHHON 6e30MacHOCTM, BKIKOYALOT:

Hannumne AOKYMEHTa, OMMChIBAOLLErO NOUTUKY MHOPMAaLMOHHONM 6e30nacHoCTy;
pacnpeaeneHve 0bsi3aHHOCTEN Mo obecneyeHno MHhOopMaLMOHHON 6e3onacHoCTy;
06yueHre BonpocaM MHMOPMALIMOHHON 6e30MacHoCTK;

MHOPMMPOBaHME 06 MHUMAEHTaX, CBA3aHHbIX C MH(OPMaLMOHHOW 6e30MacHOCTbIO;
ynpaB/eHne HemnpepbIBHOCTLIO 6u3Heca.

1.7. BaxHenwme dakTopbl ycnexa

MpakTvka NokasbIBaeT, YTO A/19 YCMNELHOro BHeAPEHUS VIHCI)OpMaLI,VIOHHOl‘/JI 6e3onacHocTn B opraHmsauunmn
pPEWaWNMKN ABNAKOTCA cneayrwne CbaKTOprZ

COOTBETCTBUE LieNen, NoUTYK 1 npoueayp MHGOPMaLMOHHOM 6e30MacHOCTL LiensM 613Heca;
COrNIaCoBaHHOCTb MOAX0AA K BHEAPEHMIO CUCTEMbI 6E30MACHOCTM C KOPNOPATUBHOM Ky/bTypoi;
BUAMMaS NoAAep)KKa M 3aMHTEPECOBAHHOCTb CO CTOPOHbI PYKOBOACTBA;

yeTKoe MNoHVMaHne TpeboBaHMii 6e30MacHOCTY, OLIEHKA PUCKOB M ynpaBfieHne puckamu;
obecrneyeHne NOHMMaHUs HE06XOANMOCTY MPUMEHEHNSI Mep MHAOPMALIMOHHOIM 6E30MacCHOCTH
PYKOBOZCTBOM U COTPYAHWUKAMU OpraHu13aumm;

e  repefaya VHCTPYKUMIA B OTHOLLEHWM MOIUTUKM MHAOPMALIMOHHOM 6e30NacHOCTH 1 COOTBETCTBYHOLLMX
CTaHAApTOB BCEM COTPYAHWUKAM W KOHTpareHTam;

obecrieyeHne Heo6XoaMMOro 0byYeHUs U NOArOTOBKY;

BCECTOPOHHSAS M cHanaHCMpoBaHHas CUCTEMA M3MEPSEMbIX MOKa3aTese, UCMosb3yeMbIX A4S OLEHKM
3P PEKTUBHOCTH YrpaBieHUst MH(DOPMALIMOHHON 6E30MACHOCTBIO M NPEASIOKEHMIA MO €€ YITYHLLIEHWIO,
MOCTYMMBLUMX OT UCMOSIHUTENEN.

2. OBJIACTb NMPUMEHEHUA

HacTosiwas KoHuenuus ycTaHaBnmMBaeT pekKoMeHAaLmMm No yrnpasBieHuto MHOpMaLoHHON 6e30MacHOCTbIO MuaM,
OTBETCTBEHHbIM 3a NNaHUPOBaHWE, Peanv3aumio UK NOAAEPXKKY pelleHnin 6esonacHocTy B «OKIMB».

3. TEPMUHbI U ONPEOENEHUA

B KoHuenumn ncnonb3yoTcs TEPMUHBI, ONPeAENeHns U COKpaLleHns, nepeyncrieHHole B «Crnmcke JOKYMEHTOB,
TEPMUHOB U COKpaLLl,eHMl‘/JI B obnactu MHd)OpMaLlMOHHOVI 6e3onacHOCT».



4. KOHUENUMA UH®OPMALIMOHHON BE3OMNACHOCTU
4.1. KoHuenuusa nHcdopmMmaunoHHoOM 6e3onacHOCTU
Llenb: obecrneyeHne peLleHnst BOMPOCOB MHGOPMaLMOHHON 6e30MacHOCTH.

Pa3paboTka v peanusaumns KoHUEeNUMn MHpopMaLmoHHo 6esonacHocTy «OKIMB» oCyLLeCTBNSIETCA NOCTOSIHHO
[eNcTBytoLen koMuccmen no nHbopMaLumoHHon 6e3onacHocTy (aanee no TekcTy KMB) nyTem BbipaboTku YeTKOW
MO3MLUMK B PELLEHUI BOMPOCOB MHMOPMaLIMOHHOM 6e30MacHOCTY.

4.1.1. JokymeHmarsnbHoe oghopmMiieHuUe

KoHuenumst nHcbopMaLIMOHHOWM 6e30MacHOCTM YTBEPXKAAETCS NPUKa30M raBHOro Bpadva «OKIB», nsgaercs u
Hagnexalumm obpa3oM [0BOANTCS A0 CBeAeHUs BCeX COTPyAHMKOB «OKIB». OHa ycTaHaBMBaeT OTBETCTBEHHOCTb U
u3naraeT NoAxoAbl K yrnpaBneHuto MHhOPMaLIMOHHOW 6e30MacHOCTbI0. KoHUEeNUMs BKIKOYaET creayoLlee:

e onpeaeneHve MHMOOPMaLIMOHHOM 6e30MacHOCTH, ee 06X Lenel u cchepbl AeNCTBUS, a TakXKe packpbiTue
3HaUMMOCTUN 6€30MaCHOCTM KaK MHCTPYMeHTa, 0becrneyrBatoLLero BO3MOXHOCTb COBMECTHOMO
1Crosnb30BaHust MHGopMaumuu;

N3M0XKeHWe Lienei U NPUHLMMNOB MH(OPMaLMOHHON 6e30MacHOCTH, CChOpMYIMPOBaHHbLIX PYKOBOACTBOM;
KpaTKoe M3noXeHne Hambosee CyLweCcTBEHHbIX A7 OpraHM3aummn nomMTuk 6e3onacHoOCTK, NPUHLMMOB,
npasBun 1 TpeboBaHWiA, BKIOYas:

o ) cooTBETCTBME 3aKOHOAATENbHbIM TPeboBaHUAM U AOrOBOPHbLIM 0bs3aTeNbCTBaM;

o @ TpeboBaHusi B OTHOLUEHMM 0By4eHusi Bonpocam 6e30macHoCTy;

o @ npepoTspalleHne NosiBneHns n obHapy>xeHne BMPYCOB 1 APYroro BPeAOHOCHOrO NPOrpaMMHOM0

obecneyeHusi;

o @ ynpaBneHue HenpepbIBHOCTbIO PaboTbl OpraHu3aunu;

o () OTBETCTBEHHOCTb 32 HapyLUeHUs NOAUTUKM 6e3onacHoCTy;

e ornpeaeneHne obLKMX U KOHKPETHbLIX 00513aHHOCTEN COTPYAHWMKOB B paMKax ynpaBneHust MHPOpMaLMOHHOM
6e30MacHOCTbIO, BK/ItOYasi MUHGOPMUpoBaHME 06 MHLUMAEHTaX HapyLleHns MHhOPMaLMOHHONM 6e30nacHoCTy;

®  CCbIIKM Ha AOKYMEHTbI, JOMOHSIOWME NOMUTUKY MHDOPMAaLIMOHHON 6e30nmacHoCTK, HanpuMep, 6onee
AeTasbHble MNOANTUKM U NpoLeaypbl 6€30MacHOCTM ANSt KOHKPETHBIX MHOPMALMOHHBIX CUCTEM, @ Takxke
npaBuna 6e30MacHOCTA, KOTOPbIM A0HKHbI ClleA0BaThb NOMb30BaTESNN.

Takas nonuTWKa fo/mkHa BbITb AoBeAeHa 0 CBefleHWs! BCeX COTPYAHUKOB OpraHv3aLummn B AOCTYMHOM U MOHSTHOM
dopwme.

4.1.2. NepecMOTp U OLIEHKa

MepecmoTp KoHuenuum ocyuiectsnsietcs KUB npy 3MeHeHUM PUCKOB, BbISIBAIEHWW CYLLECTBEHHBIX MHLMAEHTOB
HapyLleHns MHbOPMaLMOHHOV 6e30MacHOCTU, MOSIBEHWI HOBbIX YSI3BUMOCTEN WM U3MEHEHUSI OPraHK3aLMOHHON
UM TEXHOJIOrMYECcKomn MHMPACTPYKTypbl. Meproanyeckme nepecMoTpbl A0MKHbBI OCYLLECTBASATLCS B COOTBETCTBUM C
«[pacmkoM paboTbl KOMUCCUM MO UHGOPMALIMOHHON 6€30MaCHOCTH» 1 BKITIOYATb:

e npoBepKy 3chEKTUBHOCTY NOMUTUKU, UCXOAS U3 XapaKTepa, YMcia U NoCneacTBUA 3aperncTpupoBaHHbIX
VHUMAEHTOB HapyLLeHust MHGOpMaLmMoHHONM 6e30MmacHoCTY;

e  orpeaeneHve CTOMMOCTU MEPOMPUSTUI MO YNPaBIEHNIO MH(OPMaLMOHHON 6€30MacHOCTbIO U UX BAMSIHUE
Ha 3 heKTNBHOCTL Br3Heca;

° OLIEHKY BITUAHUSA WU3MEHEHUI B TEXHOMOrUAX.

5. OPFAHU3ALUUOHHBIE BOMNPOCbLI BE3OMNACHOCTU
5.1. OpraHusauMoHHas MHPaCTPYKTypa MHPOPMaLIMOHHOMN 6e30MacHOCTH
Llenb: ynpaBneHue nHdopmaLmoHHo 6e3onacHocTbio B «OKIMB».

CTpYKTYpy YnpaBneHusi cefyeT co3aaBaThb Tak, YToBbl OHa Croco6CTBOBasa UHULMALIMK U OCYLLIECTBIEHUIO
KOHTPONS Haf BHEAPEHWEM MHAOPMALIMOHHON 6e30MacHOCTY B OpraHu13aLmu.



B «OKIMB» co3paeTcsa NoCTosHHO AeicTBytowas KMB ¢ ydacTMeM BbICLLIEro pyKOBOACTBA ANA YTBEPXKAEHUS
KOHLenumun MHdopMaLMOHHON 6e30MacHOCTH, Ha3HAUYEHWsl OTBETCTBEHHbIX MWL B 061aCTW MHGOPMALIMOHHOM
6e30MacHOCTM, a TakXXe OCYLLECTB/IEHUS KOOPANHALMW BHEAPEHUS MEPOMNPUATIIA NO YNpaBieHUo MHMOPMaLMOHHOM
6e3onacHocTblo. B «OKIMB» npeaycMOTpeH Cneuuanuct no 3almrte MHdopMaumm, K KOTOpOMy MOryT obpaluaTtbes
3anMHTepecoBaHHble COTPYAHNKM. CneayeT HanaxmBaTb KOHTAKTbl C BHELHMMY Ccneumanuctamm no 6esonacHoctu ans
TOro, 4YTobbl 6bITH B KypCe OTpacneBblX TEHAEHLMIA, CNOCOBOB M METOAOB €€ OLEHKM, a TaKXe C LieSIbo aeKBaTHOMO
pearMpoBaHWsi Ha MHUMAEHTbI HAapyLUeHUst MHOPMALMOHHON 6e30MacHOCTY.

5.1.1. MNocTosAHHO AeNCTBYOLWAA KOMUCCUA NO BonpocaM MHOpPMaLMOHHON 6e3onacHOCTU

ObecneyeHne MHGOpMaLMOHHOW 6e30MacHOCTV — 3TO OTBETCTBEHHOCTb BbICLLErO PYKOBOACTBA OpraHv3aumnu,
pasgensieMast BCeMU ee COTpyAHMKaMK. Mo3ToMy npu hopMUMpPOBaHMKM KOMUCCUM MO BOMPOCaM MHOPMaLIMOHHOM
6e30MacHOCTV JOMKHbI 06ecneymBaTbCs YETKOE YNpaB/ieHMe 1 peasibHas NoAAepXKKa CO CTOPOHbI PYKOBOACTBA
MHULUMATMB B 06nacTu 6e3onacHocTv. KUB cnocobcTByeT yKpenaeHuio 6e30nacHOCTU B OpraHu3aumm nytem
HeMoCpeACTBEHHOIO y4acTUs PYKOBOACTBA U BblAeNeHMst HeobxoanMbix pecypcoB. KB BbINOMHAET creaytolime
yHKUMNK:

e  yTBEPXAEHME W NEPECMOTP KOHLIENUMM UH(DOPMALIMOHHOM 6€30MacHOCTM 1 COOTBETCTBYHOLIMX
06513aHHOCTEN MO ee BbIMOSHEHWIO;
OTCNEXMBAHWE CYLLECTBEHHbIX U3MEHEHWIA B BO3AENCTBUSX OCHOBHbIX Yrpo3 MH(OPMALIMOHHbBIM aKTVUBaM;
aHanM3 ¥ MOHUTOPUHI MHUMAEHTOB HapyLeHns MHAOPMaLMOHHOWM 6e30MmacHoCTK;

e  yTBEpPXAEHME OCHOBHbIX MPOEKTOB B 06/1aCTV MH(OPMaLIMOHHOM 6e30MacHOCTM.

5.1.2. KoopauHauusa BonpocoB MH(opMaLMoOHHON 6e3onacHOCTU
MocTosiHHO fencTytolast KUB:

COrMIAacoBbLIBAET KOHKPETHbIE PYHKLMM 1 06513aHHOCTM B 06/1aCTV MHOPMALIMOHHOM 6e30MacHoCTY;
COrNacoBbLIBAET KOHKPETHbIE METOAUKU M NpoLeaypbl MHOPMaLMOHHON 6e30MacHOCTY;

e  COrnacoBblBaeT M obecrneumBaeT NoAAEPXKKY MHMLMATMB M NPOEKTOB B 061aCTV MHMDOPMaLIMOHHOM
6e30nacHoCcTH

e obecrneunBaeT yyeT BKIOUYEeHUs TpeboBaHM 6e30MacHOCTH BO BCE MPOEKTbI, CBsSI3aHHbIE C 06paboTKoMN U
MCNonb30BaHNEM MHGOPMaLIMK;

e  OLEHMBaeT afleKBaTHOCTb M KOOPAMHWUPYET BHEAPEHWNE KOHKPETHBLIX MEPOMNPUSATUI MO YNpaBieHUIo
MHOPMALIMOHHOM 6E30MacHOCTbIO A1l HOBLIX CUCTEM WK YCIIYT;
NMPOBOAUT aHan3 MHLUMAEHTOB HapyLIEHWUs MH(OPMaLMOHHOW 6e30MacHOCTy;
CrMocobCTBYET AEMOHCTPALMM NOAAEPXKKU MHDOPMALIMOHHON 6€30MacHOCTH CO CTOPOHbI BbICLLEMO
PYKOBOACTBa OpraHu3aLuu.

5.1.3. PacnpepneneHue obs3aHHOCTEN NO o6ecnevyeHno MHOPMaLMOHHON 6e3onacHOCTH
OTBETCTBEHHbIM 3a 0becneyeHne MHd)OpMaLlMOHHOVI 6e30MacHOCTM Ha3HavaeTcsl HavanbHuK oTaena ACY.
KOHTpO)‘Ib 3a VIHd)OpMaLl,VIOHHOﬁ 6e30MacHOCTbIO BO3/1araeTcs Ha HavanbHWKa oTaena pexunma.

KWB oTBeyaeT 3a pa3paboTky n nepecMoTp KoHUEeNUMM 1 Apyrmx HOPMaTUBHBIX, METOANYECKMX U PYKOBOASLLNX
JOKYMEHTOB M0 MHOPMaLMOHHON 6E30MacHOCTH.

5.1.4. Mpouecc nony4YyeHNs paspeLleHnsi Ha UCNOoNb30BaHMe cpeaAcTB 0O6paboTkm nHopmMauum

B KMB onpegeneHbl npoueaypbl NOyYeHWsl pa3peLleHmnst Ha UCMoIb30BaHWe HOBbIX CpeacTB 06paboTkm
nHbopMaLmnu.

Mpy 3TOM OCYLLECTBASIOTCS Cleaytowme MEPONPUSTUS MO YNpaBIeHUo UHGOPMaLIMOHHOW 6e30MacHOCTbIO:

e  HOBble CpeACTBa A0/MKHbI COOTBETCTBOBATL TpeboBaHNUsAM 6e30MacHOCTH;
e  annapaTHble CpeacTBa M NporpaMMHoe obecrieveHune CrefyeT NpoBepsTb Ha COBMECTUMOCTb C ApYruMu
KOMMOHEHTaMW CUCTEMBI.



5.1.5. KOHCynbTauumn BHEWHNX cneLmuanucToB No Bonpocam MH¢opMaLuoHHOM 6e30MacHOCTH

Mepen OTBETCTBEHHLIM MO MB nocTaBnieHa 3a4aqa No obecrneyeHuno KOHCYIbTalmii Mo BceM acnekTam Wb, B ToM
yucne 1 C NpUBMeYEHNEM BHELLUHUX KOHCYNIbTaHTOB. OT KayecTBa MX OLEHKM yrpo3 6e30MnacHOCTY U pa3paboTku
peKoMeHZaLUmii OTHOCUTENIbHO MEPOMNPUSTUI MO YrpaBieHWo MHOPMaLIMOHHOW 6e30MacHOCTbIO CyLLECTBEHHbIM
06pa3oM 3aBUCKT ee 3PPEKTUBHOCTb B OpraHu3aLmm.

5.1.6. CoTpyAHMYECTBO MeXAy OpraHnsauusamMu B o6nactm MHopmMaunoHHoW 6e3onacHoOCTH

CoOTBETCTBYIOLLME KOHTAKTbl C OpraHaMu, OTBEYaLWMMU 3a COBIIOAEHUE 3aKOHOB, C PeryiMpyowyMn opraHamm,
MOCTaBLLMKaMM MHGOPMALIMOHHBIX YCITYT 11 orepaTopamm CBS3V NOAAEPXKMBAIOTCS Ast TOro, YTO6bl rapaHTMPOBATb,
YTO U B CJlyYae HapyLleHust MHOPMaLMOHHONM 6€30MacHOCTM MOXHO BbICTPO MPEANPUHSTL COOTBETCTBYIOLLME
[ENCTBUS M NOMYUUTb NPaBUMbHbIN coBeT. C aHaNOrMYHOM LIebio CriefyeT paccMaTpyBaTh yYacTue B
npoceccnoHasbHbIX COO6LLECTBAX U B OTPAC/IEBLIX MEPOMNPUSTUSIX B 06/1aCTV MH(OPMaLMOHHOW 6e30MacHOCTU.

Mpy 06MeHax MHGOopMaLMein No BONpocaM UHOPMaLIMOHHOW 6e30MacHOCTM CieayeT obecrnednBaThb 3aluTy
KOHUAEHLMANbHOW MHMOPMALIMM OpraHn3aLMmn OT HECAHKLIMOHMPOBAHHOMO A0CTYyMa.

5.1.7. He3aBucumas npoBepka (ayauT) MHdopmMaLMoHHOM 6e3onacHoCcTH

KoHuenuumst MHchopMaLMOHHOW 6e30MacHOCTM YCTaHaBIMBAET Lenn 1 06513aHHOCTM B 0611aCcTV MHGOPMaLMOHHOM
6e3onacHoCTW. Ero BbINMOIHEHME AOMKHO NPOBEPSATLCSA B MHTEpecax obecrneyeHnst yBepeHHOCTU B TOM, YTO
pa3paboTaHHble B OpraHn3auuyM MeponpusaTus AOMKHBIM 06pa3oM OTpaXaroT MOSIMTUKY U YTO OHa SBMSETCH
BbIMOMHUMOW U 3chHEKTUBHOM.

Takast npoBepka (ayauT) BbIMOSHAETCS HE3aBUCMMbIM CTOPOHHEN OpraHM3aumel, Creuuannsupyowencs Ha Takmx
npoBepKax, Npv 3TOM CreUManuncTbl, NPUBNEKAEMbIE K MPOBEPKE, A0/MKHbI 06/1aAaTb COOTBETCTBYHOLLMMU
cepTudrKaTamMmn, HaBblkaMu U OMbITOM.

5.2. O6ecneyeHne 6e3o0nacHOCTHU npun Hanu4ium gocTtyna K VIH(*)OpMaLIMOHHbIM cuncrtemam
CTOPOHHUX oprauusauuﬁ

Llenb: noaaepxueaTtb 6e30MacHOCTb CPeACTB 06paboTKM UHAOPMALIMK OpraHn3aLn U MHAOOPMALIMOHHBIX aKTUBOB
rnpwv AOCTYMe TPETbUX CTOPOH.

[JocTyn Kk cpeacTeaM 06paboTku UHGOPMALIMK OpraH13aLmMn TPETbUX CTOPOH KOHTPOSIMPYETCS.

Tam, rae ecTb NoTPebHOCTb B TaKOM AOCTYNE TPETLEN CTOPOHbI, MPOM3BOAMTCS OLIEHKA pUCKa, ONpeaensioTcs
nocneacTBust Anst 6e30MacHOCTY U YCTaHaB/IMBAOTCA TpeBGoBaHMS K MEPONPUSTUSIM MO YNPaBIeHNIO
MHbOPMALIMOHHOM 6€30MacHOCTbI0. Takme MEPOMNPUATUS COrNTACOBLIBAIOTCS U OMNPEAENSOTC B KOHTPAKTE C TpeTbel
CTOPOHOIA.

KOHTpaKTbl, pa3pelaroLime JoCTyn TPETbEN CTOPOHE, A0HKHbI BKIIKOYaTb NMpoLeaypy OnpeaenieHns npas v yCioBui
AOCTYyNa ApYyrux y4acTHWKOB.

HacTosiwas KoHLenuust MoXXeT UCMO/b30BaThCst Kak OCHOBA AJ1si COCTaB/IEHUS TaKUX KOHTPAKTOB, @ TaKXe Mpu
PacCMOTPEHUM W MPUBIEYEHNUN CTOPOHHIX OpraHm3auumii Ans o6paboTku UHbOpMaLmM.

5.2.1. OnpeaeneHne pUCKOB, CBA3aHHbIX C HANM4YMEM AOCTYNa CTOPOHHUX NNL, U
opraHusauum K UHopMaLMOHHLIM CUCTEMAM

Tunbl poctyna

OnpegeneHve TUMNa AOCTYNa, NPeAOCTaBIEHHOro TPETLEN CTOPOHE, MMEET 0co60e 3HaueHne. Tunamm AocTyna,
KOTOpble CrieyeT paccMaTpuBaTh, SBSAIOTCS:

o d)MBMLIECKMVII - K Oq)VICHbIM NOMELEHNAM, KOMMNbIOTEPHbLIM KOMHAaTaM, CEPBEPHbLIM;
o normyeckmin — k 6asam OaHHbIX, VIHCbOpMaLIMOHHbIM cucremam opraHmsauun.



O6ocHoBaHuA ans gocTtyna
TpeTbeli CTOPOHE MOXET 6bITb MPEAOCTaB/IEH AOCTYN MO PsiAY NPUYMH:

e  COTPyAHMKaM TpeTbel CTOPOHbI, OTBEYAIOLWMM 3a 06C/yXXMBaHWE anmnapaTHbIX CPeACTB M NPOrpaMMHOro
obecrneyeHusi, KOTOPbIM HEOOXOAMM JOCTYMN Ha YPOBHE CUCTEM MU 6oJiee HA3KOM YPOBHE MpUKIaaHON
(PyHKLUMOHANBLHOCTY;

e  TOProBbiM W [A€NOBbIM MapTHEPaM, KOTOPbIM MOXET MOTPeboBaTbCst 06MEH MH(OPMaLWEN, AOCTYN K
MH(MOPMALIMOHHBIM CUCTEMAM UK 06LWMM 6a3aM AaHHbIX.

e [PV HaIM4YMM NPOU3BOACTBEHHOW HEOBXOAMMOCTM KOHTAKTOB C TPETbEN CTOPOHOW, NPOBOAMTCS OLIEHKA
puycKa, YTobbl NAEHTUGULMPOBATL TPEOOBaAHMS U ONPEAENSIOTCS MEPONPUATUS MO YrpaB/ieHno
MH(OpPMaLIMOHHON 6e30MacHOCTbIO.

ﬂo,qp;l,qqum, BblMONHAKOLWME pa60'r|=| B NOMeLlleHndX B opraHnsaumm

TpeTby CTOPOHbI, pa3MeLLEeHHbIE B NMOMELLEHUSIX OpraHM3aLmumn 6onee cpoka, ONpeaeneHHoro B X KOHTPaKTe, MOryT
0CNabutb 6€30MacHOCTb. KaTeropuu coTpyAHUKOB TPETLEW CTOPOHBI, pa3MeLLaeMblX B MOMELLEHUSIX OpraH13aLmu:

®  COTPYAHWKM, OCYLLECTBASIOLME NOAAEPXKKY M COMPOBOXAEHNE anmnapaTHbIX CPEACTB U NPOrpaMMHOro
obecneyeHusi;

e  COTPYAHMKM, OCyLLECTBAsIOLWME YOOpKY, obecrneymBatoLime nuTaHne, oxXpaHy U apyrue ycnyru;

e  CTyAeHTbl U nuua, paboTatoLme no TpyAOBbIM COraLLEHUsIM;

®  KOHCYNbTaHTbI.

MpenycMOTpeHbl MeponpusTHsS MO yNpaBieHnto MHGOopPMaLMOHHON 6e30MacHOCTbO, HE06X0AMMbIE ANS YTPABIEHMS
[OCTYNOM K CpefcTBaM 06paboTku MHOpMaLmMM TPETbEN CTOPOHbI. Bce TpeboBaHMs 6e30MacHOCTH, CBS3aHHbIE C
[OCTYINOM TPETbeN CTOPOHbI TN MEPOMPUSTUAMI MO YTPaBAEHMIO MHPOPMALIMOHHOW 6E30MacHOCTbIO, OTPaXKEHb! B
KOHTPaKTe C TPETbEN CTOPOHOM.

HenonycTrMo npeaocTasnaTh TPETLEN CTOPOHE A0CTYN K MHAOPMaLMK U CpeacTBaM ee 06paboTkuM 40 Tex nop, noka
HE YCTaHOB/EHbI COOTBETCTBYIOLLME MEPONPUATHS MO YIPABIEHWUIO MHPOPMALIMOHHON 6E30MACHOCTbLIO U HE
MOAMMCAH KOHTPAKT, OMNpeaensiolwmii YCII0BYs NPeaoCTaBieHns CBA3W UK AOCTyna.

5.2.2. BkniovyeHune Tpeb6oBaHMi1 6€30MacHOCTM B [OrOBOPbLI CO CTOPOHHUMM NULIAMU U
opraHusauusamMm

Bce neiicTeuns, CBSA3aHHbIE C NPUBIEYEHMEM TPETbEN CTOPOHBI K CpeacTBaM 06paboTku MHMOPMaLMY OpraHM3aLmy,
OCHOBBIBAIOTCS Ha OULIMANBHOM KOHTPAKTE, COAEPIKALLEM MMM CChINAIOWEMCS Ha HUX, M 06eCcrneymBaloTcs B
COOTBETCTBUM C KOHLIEMLIMEN U perfaMeHTaMu MHGOopMaLIMOHHOM 6e3onacHocTn «OKIB». KOHTpaKT AomKeH
obecrneurBaTh YBEPEHHOCTb B TOM, YTO HET HUKAKOrO HEONOHUMAaHMA MeX/y CTOpoHaMu. Takke HeobXoanMo
NpeaycMOTPETb BO3MELLEHME BO3MOXHbIX YObITKOB CO CTOPOHbI KOHTpareHTa. B KOHTPAKT BK/IOUAOTCS CrieayoLme
NONOXKEHUS:

e  06LWas KoHUenuus HdopMaLMOHHOW 6e30MacHOCTY;
e  3alMTa aKTMBOB, BKJIOYas:
o @ npoueaypbl MO 3alWMTe aKTUBOB OpraHu3auum, B TOM Yncie nHdopMauum 1 NporpaMMHOro
obecneveHusi;
o @ npoueaypbl ANs onpeaeneHnst KOMNpPoMeTaLuy akTMBOB, HanpuMep, BCNEACTBMUE NOTEPU UK
MoAMMUKALMN JaHHBIX;
o @ MeponpusTUsi No obecneyeHnio BO3BPaLLEHNS MW YHUYTOXEHNS MHADOPMaLIMM U aKTMBOB MO
OKOHYaHWM KOHTpaKTa WM B YCTAHOB/IEHHOE BPeMsl B TEUEHME AENCTBUSI KOHTPaKTa;
o @ UenocTHOCTb U AOCTYMHOCTb aKTUBOB;
O @ orpaHMYeHns Ha KONMpoBaHWe U pacKkpbiTne nHdopMauum;
OMuCcCaHve Kaxkaon npeaocTaBsieMol yCnyru;
onpeaeneHve HeobxoAMMOro U HENMpUEMIEMOro YPOBHS 06CTY)XXMBaHUS;
YCNOBUWSI [OCTaBKN COTPYAHMKOB K MeCTy paboTbl, Npy He0bXoanMMocTy;
COOTBETCTBYOLWME 0693aTenbCTBa CTOPOH B paMKax KOHTPaKTa;
06s3aTensCTBa OTHOCUMTENBHO HOPUANYECKUX BOMPOCOB



e paBa WHTeNNeKTyanbHol cobcTBeHHOCTM (IPRS) 1 aBTOpCKME NpaBa, a Takxe NnpaBoBasi 3alumTa boi
COBMECTHOW paboThl;
e  CorfalleHusi No yrnpaBieHUIo [OCTYMNOM, OXBaTblBaloLLMe:
o @ paspeLleHHble METOAbI AOCTYNa, @ TaKKe yrpaBneHne 1 UCMONb30BaHWE YHUKabHbIX
UaeHTUUKATOPOB, TUNa nonb3oBaTensckux WU v naponein;
o @ npouecc aBTopM3aLMn B OTHOLIEHWM JOCTYrMa 1 NPUBUIErMIA NONb30BaTENEN;
o @ TpeboBaHWe aKTyanusauuy CrncKa N, MMeoLLMX NpaBo UCMOoMb30BaTh NpefoCTaBnsieMble
YCIyry, @ TaKkxke COOTBETCTBYIOLLEro CriMcka npas v NpuBMnerun;
e  onpeaeneHue n3MepsieMbIx nokasatenei 3chheKTUBHOCTY, @ TakKe UX MOHUTOPUHT U NPeAoCTaBNeHre
OTYETHOCTY;
MpaBO MOHWUTOPWHIra AENCTBUIA NOSb30BaTeNein 1 6rI0KMPOBKU A0CTYNa;
npaBo NpPOBOAUTL NMPOBEPKK (ayauT) AOrOBOPHbLIX 00513aHHOCTEN UKW enermpoBaTh NpPoBeAeHNe Takoro
ayauTa TpeTben CTOPOHE;
e onpeaeneHue npouecca MHGOPMMPOBaHKMS O BO3HMKAIOLMX MpobrieMax B Clyyae HemnpeaBuaeHHbIX
06CTOSATENLCTB;
e  006513aHHOCTH, KacaloLmMecst yCTaHOBKM M COMPOBOXAEHWS annapaTHbIX CPeACTB U MPOrpaMMHOro
obecneyeHusi;
e yeTKas CTPyKTypa NMOAOTYETHOCTU U COrNacoBaHHble (opMaThbl NpeACTaBIeHNs OTUETOB;
e  SCHbIV U ONpeaeneHHbIN NPOLLECC YNpaBneHUsl U3MEHEHUSIMU;
e  obble HeobxoaMMble Cnocobbl OrpaHMyeHns hU3nYecKoro AOCTyna v NpoLeaypbl Anst obecneyeHus
YBEPEHHOCTW B TOM, YTO 3TU Mepbl 3(PGhEKTUBHDI;
e  0byyeHue nonb3oBaTens U aAMMHUCTpaTopa MeToaaM U npoueaypam 6e3onacHoCTy;
e MeponpusaTMs Mo ynpasieHnio MHOpMaLIMOHHOM 6e30MacHOCTbIO AN obecneyeHuns 3almTbl OT
BPEAOHOCHOr0 NPOrpaMMHOro obecrneyeHus;
e  rpoueaypbl OTYETHOCTM, YBEAOM/IEHWS U pacciefoBaHns MHLUMAEHTOB HapyLleHns MHAOPMaLMOHHON
6e30MacHOCTM 1 BbISIBIEHWSI CNabblx 3BeHbEB CUCTEMbI 6e30MacHOCTy;
e  pyvBrieYeHNE TPETbEN CTOPOHbI BMECTE C CybrnoapsiavvKaMu.

5.3. MNpuBnevyeHne CTOPOHHUX OpraHM3aLMn K 06paboTke MHOpMaLMK (ayTCOPCUHT)

Llenb: obecrneyeHne nHbopMaLmMoHHOM 6e30MacHOCTH, KOraa OTBETCTBEHHOCTb 3a 06paboTKy MHOpMaLumMK nepeaaHa
APYroi opraHusaumu.

[loroBOpeHHOCTK, CBA3aHHbIE C MPUB/IEYEHNEM TPETLUX CTOPOH, YUYUTBLIBAKOT OLIEHKN PUCKOB, MEPOMPUSTHS NO
ynpaBieHnio MHHOPMaLMOHHON 6e30MacHOCTLIO M NMPOLEAYpPbl B OTHOWEHUN MHMDOPMALMOHHBIX CUCTEM, CETEN W/nn
HaCTOSIbHbIX KOMMBIOTEPOB M OTPAXaKTCs B KOHTPaKTe.

5.3.1. Bkno4yeHue TpeboBaHM 6e30MacCHOCTU B AOrOBOPbLI HA OKa3aHue ycnyr no obpabortke
MH(opMaLN CTOPOHHUMU OpraHU3aLMsIMU (ayTCOPCUHTY)

TpeboBaHus 6€30MacHOCTY B C/lyYae, Nepeaayn BCe UM HEKOTOPbIE U3 CBOMX MH(OPMALIMOHHbBIX CUCTEM, CETEN
U/WNn NepCcoHanbHbIX KOMMbIOTEPOB /1S YNIPAB/IEHUSI U KOHTPOSISI, YKa3blBAETCS B KOHTPAKTE, COrMIacOBaHHOM Mexay
CTOPOHAMM U YUUTHIBAIOLLEM:

BbIMOJIHEHME TPEOOBAHMI 3aKOHOAATENbCTBA, HAaNPUMEpP, B OTHOLLEHUW 3aLLUWTbI AaHHbIX;
[OCTMXKEHME AOrOBOPEHHOCTEN, 06ecrneunBatoLLyX YBEPEHHOCTb B TOM, YTO BCE CTOPOHbI, BK/ItOYas
cybnoapsaayunkoB, 0CBeAOMIEHbI O CBOMX 0053aHHOCTSX, Kacatowmxcs 6e3onacHocTu;

e  Kak byayT obecneumBaTbCs U TECTUPOBATLCA NAapaMeTpbl LEeNOCTHOCTM M KOH(PUAEHUMANBHOCT aKTMBOB
opraHvsaumu;

e TUMbl U3NYECKMX U JTOTUYECKUX METOAOB MO YMpPaBIeHMIO MHPOPMALIMOHHOWM 6e30MacHOCTbIO,
MCMONb3YEMbIX MNP NPeAoCTaBIeHUM HEOBXOAMMOro AOCTYNa K YyBCTBUTENbHOW CNyxebHoW nHdopMaLmm
OpraHmn3aumm CTOPOHHUM MOJIb30BATENSM;
obecneyeHne fOCTYMHOCTM CEPBUCOB B Cyyae 6eacTeus;

YPOBHU (br3nyeckolt 6€30MacHOCTH, KOTOpble A0KHbI 6bITb 06ecrneyeHbl B OTHOLLEHUN 060pya0BaHuUS,
MCNOb3yeMOro B paMKax ayTCOPCUHIa;

KoHTpakTOoM npegycMaTpyBaeTCs BO3MOXHOCTb JanbHeNWen geTanmsaumum n peannzauuun Tpe6OBaHm71 1 npoueayp
6e30MacHOCTM B COrNacoBaHHOM MexXay CTOPOHaMW MniaHe MepOI'IpVIFITVIVI B obnactu 6e3onacHocTy.



HecMOoTps Ha TO, YTO KOHTPAKTLI MO MPUBIEYEHNIO TPETBUX CTOPOH BKIOYAIOT Psif CIIOXKHBIX BOMPOCOB, Npasusia u
pekoMeHaauum no ynpasieHuto MHd)OpMaLlMOHHOVI 6630I'|aCHOCTbP0, BKJTIOYEHHbIE B HACTOSLLYHO KOHLENUUO, cnyxXaT
OTHpaBHOVI TOYKOM npu corsiacoBaHUK CTPYKTYPbl U COAEPXaHUA MJlaHa No ynpaBleHUo 6e30nacHoCTbIO.

6. KNACCUPUKALINA U YITIPABJIEHUE AKTUBAMU
6.1. YyeT akTBOB
LleJ'Ib: obecneyeHne COOTBeTCTBerUJeVI 3alnTbl aKTMBOB OpraHn3aunn.
Bce ocHoBHblIE VIHCbOpMaLI,VIOHHbIe AKTUBbl Y4YUTbIBAOTCA U 3aKPENNATCA 3@ OTBETCTBEHHbIMW BJlaAeNIbLIaMU.

YyeT akTUBOB 0becneynBaeT yBEPEHHOCTb B UX Haa/exallel 3awmte. HeobxoanumMo naeHTMbuLmMpoBaThb BrajesbLeB
BCEX OCHOBHbIX aKTMBOB W OMPEeAENuUTb MX OTBETCTBEHHOCTb 3a MOAAEPXKaHMe COOTBETCTBYIOLLMX MEPONPUATUI MO
ynpasneHuio MHhOpPMaLMOHHON 6e30MacHOCTbI0. OCyLLECTBIEHWE MEPOMPUATIIA MO YNPaBeHNI0 UHPOPMALIMOHHOM
6€30MacHOCTbIO MOXKET BbITb AENIErMpPOBaHO, HO OTBETCTBEHHOCTb OCTAETCS 3@ Ha3HAYEeHHbIM BafesbLeM akTUBa.

6.1.1. UHBeHTapu3auus akTMBOB

OnucaHne akTUBOB JaeT YBEPEHHOCTb B TOM, YTO obecneunBaeTcs apdeKTBHas 3alimMTa akTMBOB, Y OHO TakxKe
Tpebyetcs ans obecrneyeHns 6e30nacHOCTM Tpyaa, CTPaxoBaHUS UK PeLLeHns PUHAHCOBbLIX BOMPOCOB (yrpasieHue
akTBamu). MNpoLecc cocTaBneHMst ONUCU aKTUBOB — BaXKHbIM acnekT ynpaBieHns puckoM. OpraHv3aumns Ao/mKHa
6bITb B COCTOSIHUN MAEHTUMMUMPOBATL CBOM aKTUBbI C YYETOM UX OTHOCUTESIbHOW LIEHHOCTU U BaXKHOCTY.
OCHOBbIBasICb Ha 3TOM MHGOPMaLMK, OpraHM3aLmst MOXKET 0becrneumBaTb 3aaHHbIe YPOBHU 3aLUMThl,
COOTBETCTBYIOLLUME LIEHHOCTM M BaXKHOCTU akT1BOB. ONMCK COCTaBAAIOTCS M NOAAEPXKMBAIOTCSA ANS BaXKHbIX aKTUBOB,
CBSI3aHHbIX C KaXA0W MHPOPMALIMOHHOW CUCTEMON. KaxKabl aKTUMB YETKO MAEHTUMOULMPOBaH U KaccuduumMpoBaH C
TOYKM 3peHns 6e30MacHOCTK, ero BnagesbLibl aBTOPM30BaHbl, @ JaHHbIE O HUX AOKYMeHTUpoBaHbl. Kpome Toro,
[O/MKHO BbITb YKa3aHOo (haKTMyeckoe MECTOMOSOXKEHVE aKTMBa (3TO BaXXHO B C/lydae BOCCTAHOBJIEHMS] aKTMBOB Npu
noTepe 1nn NOBPEXAEHNN).

6.2. Knaccudmkauma nidopmaumm
Llenb: obecneyeHne yBepeHHOCTU B TOM, YTO MH(OPMALMOHHbIE aKTUBbI 3alUMLLEHbI HA HAANEXaLLeM YPOBHE.
NHdopmaumns knaccubuumpyetcs, 4Tobbl onpeaennTb ee NPUOPUTETHOCTb, HEO6XOAMMOCTb M CTEMEHb ee 3almThl.

NHdopMaumns uMeeT pasnmyHble CTeNeHW YyBCTBUTENBHOCTU U KPUTUYHOCTW. HekoTopble BUAbl MHGOpMaumm
TpebyloT AONONHUTENBHOMO YPOBHS 3aLUUTbl UK CneumanbHbX MeToaoB 0bpaboTtkn. CucteMy Knaccudukaumm
nHbopMaLUM CneayeT UCNonb30BaThb AJlsl ONPeaeneHns COOTBETCTBYHOLEr0 MHOXECTBA YPOBHEW 3alLUTbl U
noTpebHOCTM B CneumanbHbIX MeToaax 06paboTku.

6.2.1. OCHOBHbIe NPUHUMNbI KNaccudurkaumm

Mpu knaccudmkaumMm MHOPMaLMK 1 CBS3aHHBIX C HEI MEPOMPUSTIIA MO yNpaBneHUto MHOPMALMOHHON
6€30MacHOCTbIO yUYnUTbIBatOTCS TPEGOBAHMS B COBMECTHOM MCMOJb30BaHUM UM OFpaHUYEHUM JOCTyna K
MHdOpMaLMK, a TakKe NOCEACTBUS, CBSA3aHHbIE C TakMMK TpeboBaHuaMK Knaccudumkaums MHGOpMaLmm No3BonseT
onpenenuTb, kKak 3Ta MHdopMaums fomkHa 6biTb 06paboTaHa 1 3alumiLeHa.

WHbopMaums nepectaeT bbiTb YyBCTBUTENBHOM UM KPUTUYHOM K KOMIMPOMETaLIMM MO UCTEYEHUN HEKOTOPOrO
nepvioaa BpeMeHM, Kora OHa CTaHOBUTCS 0OLLe0CTYMHOW.

OTBETCTBEHHOCTb 3a OnpeAeneHune kateropum HdopMaLummn (HanpuMep, AOKYMEHTa, 3anucy AaHHbIX daiina um
AVCKETBI C laHHbIMW) 1 NEPUOANYHOCTb NEepPecMoTpa 3TON KaTeropum AomkHbI onpeaenstbes KUB ¢ y4eToM MHeHus
cosgartenemM, Bnagenbua unv cobcTBeHHnKa nHdopmaumnm.

6.2.2. MapkupoBka n o6paboTka nHcpopmauum



OnpegerneH COOTBETCTBYIOWMIA HABop npoueayp Ans MapKMpoBKM Mpu 06paboTke MHMOPMaLMK B COOTBETCTBUM C
CUCTEMON KnaccubUKaLmMm, NPUHATON OpraHu3aumeit. 3T npoueaypbl OTHOCATCA K MHCOPMALMOHHbLIM akTVBaM,
MpeacTaB/IEHHbIM Kak B (DU3MYECKON, Tak 1 B 3NEKTPOHHOW dopMe. [nsi Kaaon knaccubukaumm onpeaeseHbl
npoueaypbl MapkUpoBKU ANSt TOTO, YTO6bI YYECTb CleaytoLme Tunbl 06paboTki MHGOpMaLMK:

KOMMPOBaHKE;

XpaHeHue;

nepegayy rno noyte, GakcoM 1 31EKTPOHHON MOYTON;

nepeaayvy rosiocoM, BK/oYasi MOGUbHbIN TenedoH, rosocoByHO MOYTY, aBTOOTBETUMKM;
YHUUTOXEHME.,

Mpu OCyLLECTBNEHUN BbIBOAA AAHHbIX U3 CUCTEM, COAEPXKALLMX MHGOPMaLMIO, KOTopast KnaccuduumpoBaHa Kak
YyBCTBUTESNIbHASA WSIM KPUTWUYHAs, ClIeAYET UCMOMb30BaTh COOTBETCTBYIOLLYIO METKY Kinaccudukaumm (npu BuiBoAe). B
MapKMPOBKe A0JKHa 6bITb OTpaXkeHa knaccudukaums MHpopMaummn. MapKmMpyoTCst HaneyaTaHHbIE OTUETHI,
3KpaHHble GopMbl, HocuTenu nHdopMaumm (EHTbI, ANCKMU, KOMMAKT-ANCKU, KACCETbI), SNEKTPOHHbIE COOBLLEHUS U
annbil.

dusnyeckne MeTKM SBNAIOTCS, Hanbonee noaxoasiien GopmMont MapkupoBku. VIHOpMaLIMOHHbIE aKTUBbI, Takue Kak
[OKYMEHTbI B 3N1EeKTPOHHOM hopMe, hU3nyecku He MOryT BbITb MPOMapKUPOBaHbl, MO3TOMY UCMOMb3YeTcs
3M1EKTPOHHAs LUMpoBas NOANNUCH (3NEKTPOHHBIN aHaNor MapKMpPOBKM).

7. BOMNMPOCbI BE3OINACHOCTWU, CBA3AHHbIE C MEPCOHAJIOM
7.1. YuyeT BOonpocoB 6e30NacHOCTU B AOMKHOCTHbLIX 0653aHHOCTAX U NpU HaMe NepcoHana

Llenb: MMHMMM3aUnNS pUCKOB OT OWNBOK, CBA3AHHbLIX C YeNoBeYeCKUM CbaKTOpOM, BOPOBCTBA, MOLUEHHNYECTBa,
KpPaXXu Uin HeENpaBuUbHOIO NCMob30BaHUA CPEACTB 06pa6OTKVI VIHCbOpMaLIMVI.

06s13aHHOCTM MO cobntoAeHMI0 TpeboBaHMii 6€30MacHOCTU pacnpeaensoTcsa Ha CTaaum noabopa nepcoHana,
BK/1OYAOTCA B TPY/OBbIE OrOBOPbI U NMPOBOAUTCS X MOHUTOPUHI B TEUYEHWE BCEro nepuoaa paboTbl COTPYAHMKA.

OcyLLecTBNsSIETCS COOTBETCTBYHOLLAs NPOBEPKA KaHAMAATOB Ha paboTy, 0COBEHHO 3TO KacaeTcsl AO/MKHOCTEN,
npeanonaratoLmx JOCTYN K BaXHOW MHbOpMaLMu.

7.1.1. BKno4veHne BonpocoB MH(OpMaLNOHHOM 6e30NacHOCTU B AOMKHOCTHbIe 06513aHHOCTU

B AOJDKHOCTHbIE MHCTPYKLUMU BKIKOYAKOTCA KakK 06u.w|e 0653aHHOCTM NO BHEAPEHUIO NN CO6J'IPO,EI€HVIPO MNONTUTUKU
6e30MacHOCTH, Tak U cneumduyeckne ocobeHHOCTU MO 3alUMTe ONpeaeneHHbIX akTUBOB UMW AENCTBUMN, KacatoLwmxcs
6e3onacHoCTu.

7.1.2. poBepka nepcoHana npu Hanme 1 COOTBETCTBYIOLAA NONUTHKA

MpOBEpKM COTPYAHMKOB, NMPUHUMAEMbIX B MOCTOSIHHbIN LUTAT, BbIMOHATCA MO Mepe nofayn 3asiBfeHuit o npueMe
Ha paboTy. B HMX BK/OYAIOTCS CrieaytoLLee:

e HanMume NoNOXUTENbHBIX PEKOMEHAALIMIA, B YaCTHOCTU B OTHOLLEHWUM ENOBbLIX U JINYHbIX KAa4yecTB
npeTeHaeHTa;

e rpoBepka (Ha NpeaMEeT MOMHOThI U TOYHOCTU) pe3toMe NpeTeHAEHTa;
noATBEPXKAEHME 3as1BNSIEMOro 06pa3oBaHms U NPodeccoHanbHbIX KBanubuKaumii;
He3aBMCMMasi NPOBEPKa NMOAIMHHOCTY JOKYMEHTOB, YA0CTOBEPAIOLMX JIMYHOCTb (nacrnopTta unm
3aMEHSIIOLLEr0 ero AOKyMeHTa).

B cnyyasx, Koraa HOBOMY COTPYAHWKY HEMOCPEACTBEHHO MOC/E NpUeMa Ha paboTy WK B ee NpoLecce NpeacTouT
[OCTYN K CPeACTBaM 06paboTKu BaXKHOM MHOPMaLMK, BbINOHAETCS CrieumasnbHas «npoBepka Ha aoBepue». B
OTHOLLUEHWW COTPYAHUKOB, MEIOLLMX 3HAYNTENbHbIE NMOIHOMOYMS, 3Ta NPOBEPKa NMPOBOANTLCS NMEPUOANYECKH.

AHanornyHbIn npoLuecc NpoBEPKN OCYLLECTBAAETCA ANa noapsaA4YMKOB U BPEMEHHOIO NepcoHasna.



PykoBOACTBO OLIEHMBAET HEOBXOAMMbIN YPOBEHb HABIOAEHMS 338 HOBBIMU U HEOMbITHBIMU COTPYAHMKAMK,
o651afaloLWmMMM NpaBoM AOCTYMNa K BaXKHbIM cMCTEMaM. BHeapsoTca npoueaypbl No NepUoaMyeckoMy KOHTPOSIO 1
YTBEPXKAEHWIO AEMCTBUI BCEX COTPYAHMKOB CO CTOPOHbI BbILIECTOSLLMX PYKOBOAUTENEN.

PykoBOAWTENSAM CNELYET YUUTbIBaTb, YTO SIMUHbIE NMPOGIEMbI COTPYAHWMKOB MOTYT CKa3biBaTbCA Ha UX paboTe.
JInyHble nnn durHaHcoBble NPO6IEMbl COTPYAHMKOB, U3MEHEHWSI B UX MOBEAEHWM UM 06pase XW3HWU, Nepuoamnyeckas
pacCesiHHOCTb U NpU3HaKy CTPecca U Aenpeccum MoryT BbiTb MPUYMHAMU MOLIEHHUYECTBA, BOPOBCTBA, OLUMOOK
WY ApYruX HapyleHnin 6e3onacHoCcTU. 3Ty UHGOPMaLMIO CliefyeT paccMaTpuBaTh B COOTBETCTBUM C AENCTBYHIOLMM
3aKOHOAATENbCTBOM.

7.1.3. CornaliueHus o KOHPMAEHLMANBHOCTH

CornalweHust 0 KOHPUAEHLUMANBHOCTM UK COTMALLEHNSI O HEPA3raLLEHUU UCTIONb3YIOTCS ANS YBEAOMIIEHNS
COTPYZAHMKOB O TOM, YTO UH(OPMaLUS ABASETCS CY>XEBHOMN, KOHMDUAEHLMANBHOW, CEKPETHOM UMW 3aLUMLLAEMON.
COTpYyAHVKM MOANMCHIBAOT TAaKOe COrMalleHne Kak HEOTbEM/IEMYIO YacTb YCI0BWIA TPYAOBOro AOroBopa.

BpeMeHHble COTPYAHUKM 1 NpeaCTaBUTENN TPETbMX CTOPOH, He NonajatoLwme noj CTaHAapTHBIN TPYAOBOW A0roBOP
(comepyalumin cornatleHme o coboAeHUN KOHPUAEHLUMANTBHOCTI), NOAMUCHIBAIOT OTAENbHO COralleHne o
cobnoaeHn KoHbuaeHUManbHOCTK A0 TOro, Kak UM byaeT npegocTaBneH A0CTYN K cpeacTsam 06paboTku
MH(opMaLmn.

CornalleHus o cobnoaeHN KOHDUAEHUMANBHOCTM NEPECMaTPUBAIOTCS MPYU U3MEHEHUM YCIIOBUIA TPYAOBOTO
[0roBOpa, 0COBEHHO B C/lyyae M3MEHEHMs 06513aHHOCTEN COTPYAHMKA UM UCTEYEHUI CPOKOB TPYAOBbIX AOrOBOPOB.

7.1.4. YcnoBua TpyaoBOro cornatieHus

YcnoBusi TPyAOBOro JOroBopa OMNpeaesnsitoT OTBETCTBEHHOCTb CY>KALLEro B OTHOLIEHUM MH(OPMaLMOHHOW
6e3onacHocTu. TaM, rae HeobxoaNMMo, 3Ta OTBETCTBEHHOCTb COXPAHSIETCS B TEYEHME ONPeAEeeHHOro Cpoka nocne
YBOJIbHEHUS C paboThl. YKa3biBAOTCS Mepbl AUCLMMIMHAPHOIO BO3AENCTBUS, KOTOpble 6yayT NPUMEHUMbI B Clyyae
HapYLLEHUS COTPYAHMKOM TpeboBaHuit 6e30MacHOCTy.

OTBETCTBEHHOCTb U MpaBa COTPYAHUKOB, BbITEKAIOLME U3 AEWCTBYHIOLLEro 3aKOHOAATENbCTBA, HanpuMep B YacTu
3aKOHOB 06 aBTOPCKOM MpaBe WK 3aKOHOAATENbCTBA O 3alLWTe NEepPCOHasbHbLIX AaHHbIX, PA3bsCHAIOTCS NepcoHany v
BK/1OYAOTCS B YC/I0BMSI TPYZAOBOrO A0roBopa. Takxke yKasbiBAeTCsl OTBETCTBEHHOCTb B OTHOLLEHWUW KaTEropupoBaHus
1 YNpaBeHns AaHHbIMK OpraHu3aumnm-paboToaaTens. Bcsakuii pas, npy Heo6X0AMMOCTY, B YCIIOBUSIX TPYAOBOIO
[I0roBOpa YKa3blBaeTCsl, YTO 3Ta OTBETCTBEHHOCTb PACMpPOCTPaHSETCs U Ha paboTy BHe nometlueHmin «OKMB», u
BHepaboyee BpeMsi, HAaNpuMep, B C/lydae UCMOHEHUS paboTbl Ha AOMY.

7.2. Oby4yeHue nonb3oBaTenewn

Llenb: obecrieyeHne yBepeHHOCTM B OCBEAOM/IEHHOCTM MOMb30BaTeNei 06 yrposax 1 npobnemMax, CBA3aHHbIX C
MHOPMaLIMOHHOW 6E30MacHOCTbIO, U MX OCHALLEHHOCTM BCEM HEOBXOAMMBIM A/18 cobnoaeHNs TpeboBaHmi
MOSUTUKM BE30MACHOCTM OPraHM3aLymn Mpu BbIMOSHEHUM CIYXEBHbIX 0653aHHOCTEN.

Monb3oBatenu obyyatoT npoueaypam 6e30nacHOCTM 1 NPaBWUIbLHOMY MUCMONb30BaHUIO CPEACTB 06paboTkm
nHdopmaumm, 4Tobbl CBECTU K MUHMMYMY BO3MOXHblE pUckn 6e30MacHOCTW.

7.2.1. O6y4eHune n nogroToBKa B o6nactm mHopmMaLMoHHON 6e3onacHOCTU

Bce cOTpyAHWKM OpraHu3aumu 1, nNpu HeobXoAMMOCTY, NONb30BaTENN TPETbEN CTOPOHbLI MPOXOAST COOTBETCTBYHOLLEE
06yyeHue 1 NonyYatoT Ha PerynsipHO OCHOBE O6HOBJIEHHbIE BapUaHTbl MOMMUTYK M Npoueayp MHMOPMaLMOHHON
6e30nacHOCTU, NPUHSTLIX B «OKIBE». ObyyeHne COTpyAHUKOB 0becrneunBaeT 3HaHue UMmn TpeboBaHuii
6e30MacHOCTM, OTBETCTBEHHOCTM B COOTBETCTBMM C 3aKOHOLAATENIbCTBOM, MEPOMPUSITUIA MO YNpaB/EHMIO
MH(OPMaLIMOHHOV 6e30MacHOCTbIO, @ Takxke 3HaHWe NMPaBWUIIbHOMO UCMOMb30BaHWS CpeacTs 06paboTkn nHdopMaLmm,
npexae 4yem uMm 6yaeT npegocTasieH A0CTYN K MHAOPMaLMn Unu ycnyram.

8. PEATUPOBAHME HA MHUWAEHTbI HAPYLUEHUA UH®OPMALN-OHHON
BE3OMNACHOCTU U CBOM



Llenb: cBegeHune K MUHUMYMy yliep6a OT MHLMAEHTOB HapyLUeHWst MHOPMaLIMOHHOM 6e30MacHOCTM 1 CH0eB, a
TaKXKe OCYLLECTB/IEHNE MOHUTOPUHIA U PearMpoBaHme Mo CyuasiM UHLMAEHTOB.

06 nHUMAEeHTax HapyLueHUs MHGOPMALMOHHON 6e30MacHOCTU PYKOBOACTBO MH(OPMUPYETCSt B COOTBETCTBUM C
YCTaHOBJIEHHbIM MOPSAKOM, MO BO3MOXHOCTU, HE3aMeANUTENbHO.

Bce coTpyAHUKM U MOAPSIAYMKMA OCBEAOMASIOTCS O Npoueaypax MHGOPMUPOBAHUS O Pas/MYHbIX TUMAX MHUUAEHTOB
HapyLLeHus MHdopMaLMoHHON 6e3onacHoCTU (HapylueHne 6e30MacHOCTH, Yrpo3a, YSa3BUMOCTb CUCTEMbI UK COOA),
KOTOpble MOr/IN 6bl Oka3aTb HEraTUBHOE B/IMSIHME Ha 6€30MacHOCTb aKTMBOB OpraHu3aummn. CoOTpYAHWKA 1
noapsAAYMKN HEMEAJIEHHO COOBLLAIOT O JItobbIX HABIOAAEMBIX U MPeanonaraeMblX MHUMAEHTaX ONpeaenieHHOMY
KOHTaKTHOMY /L WUSIM OTBETCTBEHHOMY 3a MH(OPMALMOHHYI0 6€30MacHOCTb. YCTaHOBIEHbI MEPbI ANCLMMIMHAPHOM
OTBETCTBEHHOCTU COTPYAHWUKOB, HapyLalowmx TpeboBaHmst 6e30MnacHoCTU. 18 TOro YTobbl UMETb BO3MOXHOCTb
pearvpoBaTh Ha MHLUWAEHTbI HapyLleHMst MHOPMALIMOHHOM 6E30MacHOCTM AO/MKHLIM 06pa3oM, cobuparoTcs
CBWAETENLCTBA U A0Ka3aTeNbCTBa BO3MOXHO ObICTpee nocie o6Hapy)XeHUs MHLMAEHTA.

8.1.1. UHdpopmupoBaHme 06 MHUMAEHTaAX HapyLLEeHUs1 UH(POPMaLMOHHOM 6e3onacHOCTU

06 MHUMAEHTax HapyLUeHUst MHGOPMALMOHHON 6e30MacHOCTU PYKOBOACTBO UHDOPMUPYETCS HE3aMeANUTENBHO, B
COOTBETCTBUM C YCTAHOB/IEHHBLIM MOPSAAKOM.

PaspabaTtbiBaeTca 1 BHeapsieTcs (hopMann3oBaHHas npoueaypa MHhOOpMUpoBaHus 06 MHUMAEHTAX, a Takke
npoLeaypa pearmpoBaHusi Ha MHUMAEHTbI, YCTaHaBMBAOLWME AENCTBUS, KOTOPbIE A0MKHbI 6bITb NPEANPUHSTHI
rnocrne nonyveHust coobLleHnst 06 nHUMaeHTe. Bce cOTpyAHMKM U NOAPSAAYMKM 03HAKOMAISIOTCS C NpoLeaypow
MHOPMMPOBaHKS 06 MHLUMAEHTaX HapyLueHust MHOPMaLIMOHHON 6e30MacHOCTH, a Takke UHOPMUPYHOTCS O
HeobXoAMMOCTH He3aMeANUTENbHOro CoobLieHMst 06 MHUMAEHTax. Takxke npeaycMaTpyBaloTcs npoueaypbl obpaTHou
CBSI31 MO pe3y/bTaTaM pearnpoBaH1sl Ha UHUMAEHTbI HapyLleHnst MHhopMaLUMOoHHOWM 6e3onacHocTv. VHdopMaums 06
MHUMAEHTaX MCMOJb30BaThCs C Lie/bio MOBbILEHWS] OCBELOMIIEHHOCTY MOJIb30BATENEN, MOCKOMbKY MO3BOSET
[AEMOHCTPMPOBaTh Ha KOHKPETHBIX MPUMEPax BO3MOXHbIE NOCNEACTBUS MHUMAEHTOB, pearvpoBaHMe Ha HUX, a TaKkxe
Cnocobbl MX UCKNOYEHNS B ByayLuem.

8.1.2. UHcpbopmmpoBaHue o npobnemax 6esonacHoCcTU

OT nonb3oBaTenel UHPOPMaLIMOHHBIX CEPBUCOB TPEBYETCS, UTOObI OHM 0bpaLlany BHUMaHWe 1 coobLianu o Ntobbix
3aMeyeHHbIX WY MpeanosiaraeMblX HeoCTaTKax M yrpo3ax B 06/1acTi 6e30MacHOCTM B cUCTEMaX Unmn cepBucax. OHK
AOJDKHbI HEMeAJIeHHO CoobLLaTh 06 3TUX NPUUMHAX ANS MPUHATUS PELUEHWI CBOEMY PyKOBOACTBY MK
HEenocpeacTBEHHO NOCTABLUMKY ycyr. Mo/1b30BaTeNIN MHPOPMUPYIOTCS O TOM, YTO OHM HE AO/MKHbI HU MPU KaKnxX
06CTOSATENBCTBAX CAMOCTOATENIbHO UCKATb NMOATBEPXKAEHMS MOAO3PEBAEMOMY HEAOCTATKy B cucTeMe 6€30MacHOCTM.
3T0 TpeboBaHWe NPeabsBSETCS B MHTEPECAX CaMMUX MOJIb30BaTeNel, MOCKO/bKY TECTUPOBaHUE Clabbix MecT
3aLUMTbl MOXET 6bITb MHTEPNPETUPOBAHO Kak HEMPABOMOYHOE UCMO/b30BaHWE CUCTEMBI.

8.1.3. HdpopmmpoBaHue o cbosix nporpammHoro obecneveHus

Ans nHbopMUpoBaHUs 0 c60sIX MPOrpaMMHOro 06ecreyeHmst MCMOsb3YIOTCSl COOTBETCTBYHOLIME NpoLeaypsbl. Mpu
3TOM MpeaycMOTPeHbI Creaytolme AeicTBUS:

e  CMMNTOMbI Npo6nemMbl U Ntobble COOBbLLEHMS, MOABNAIOWMECS Ha SKPaHe, AO/HKHbI PUKCMPOBATLCS;

® 10 BO3MOXHOCTW, KOMMbIOTEP HEOOXOAMMO M30NMPOBaTh M MOJIb30BaHMe UM npekpatuTb. O npobneme
cnegyeT HeMeAneHHO U3BECTUTb COOTBETCTBYHOLLEEe KOHTaKTHOE INLO MK agMuHMCTpaTopa. B cnyyae
Heo6Xx0AMMOCTM MPOBECTU UCCNeA0BaHMsT 060pPYAOBaHNS, KOTOPOE AOMKHO ObITb OTCOEANHEHO OT BCEX
ceTel OopraHmsaumnn. ﬂ,VICKeTbI He cneayeT nepeaaBaTb A5 UCMOMb30BaHUA B APYrX KOMMbOTEPAX;

e 0 (pakTe cbosi NporpaMMHOro obecneyeHns cneayeT HEMeAIEHHO M3BeLLaTb PyKOBOAUTENS CIyXX6bl
MHhOPMALIMOHHOM 6€30MacHOCTH.

Monb30BaTeNN He A0MKHbI NMbITaTbCs CAMOCTOSATENLHO YAANUTL MOAO3PUTENILHOE NPOrpaMMHOe obecreveHne, ecim
OHM He YMOIHOMOYEHbI Ha 3TO. JIMKBUAMPYIOT NMOCeACTBUS C60EB COTPYAHUKM OTAENa aBTOMATU3MPOBAHHbIX CUCTEM
ynpasnexus (ACY) nnbo cneumanucT o 3awmte HbopMaumum oTaena pexuma.

8.1.4. Vi3Bne4veHne ypoKoB 13 MHLUMAEHTOB HapyLleHNs MHOpPMaLVOHHOM 6e30nacHOCTH



YcTaHaBNVBaEeTCS NMOPSAOK MOHUTOPUHIA U PErUCTPaLMM MHLUMAEHTOB M C60EB B OTHOLLEHUM UX YMCTIA, TUMOB,
NapaMeTpoB, a TakXe CBA3aHHbIX C 3TUM 3aTpaT. JTa MHMOPMaLMs UCMONb3YeTCs ANs MAEHTUDUKaLMK
MOBTOPSIOLLUMXCS UM 3HAYUTESIbHBIX MHUMAEHTOB MW c60eB. [aHHas MHhOpMaLMs yKa3blBaeT Ha HEO6XOAMMOCTb B
COBEpLLEHCTBOBAHNUM CYLLECTBYIOLUMX WU BHEAPEHUN AOMOMHUTENBHBIX MEPOMPUSTUI MO YNpaBNeHUIO
MH(OPMaLMOHHOM 6€30MacHOCTbIO C LEMbIO MUHUMK3ALIMM BEPOSTHOCTY NOSIBNIEHUS! MHUMAEHTOB HapyLUeHUs
MHOPMaLMOHHOM 6€30MacHOCTM, CHUXKEHUS BO3MOXKHOTO yllepba 1 pacxodoB B 6yayLleM, KpOMe TOro, AaHHYLo
MHdOpMaLMIO CiefyeT yunTbIBaTb MPU NEPECMOTPE MOMUTUKU UHGOPMALIMOHHON 6e30MacHOCTY.

8.1.5. MNpouecc ycTaHOBNEHNS ANCLMNINHAPHOW OTBETCTBEHHOCTH

PaspabaTbiBatoTcst (hopMann3oBaHHbIE NPOLEAYPbI, YCTaHaBNMBatoLLMe ANCUMMNIMHAPHYIO OTBETCTBEHHOCTb
COTPYAHMKOB, HapyLwMBLUMX KoHuenuuio 1 npoueaypbl 6e3onacHoCTM. Takne npoueaypbl OKasbiBaloT CAEPXMBatoLLEe
BO3MENCTBME Ha COTPYAHMKOB, KOTOPbIE CKJIOHHbI K MTHOPMPOBaHUIO Npoueayp obecrneyeHnst HhopMaLOHHOM
6e3onacHocTi. KpoMe Toro, noaobHble npoueaypbl Npy3BaHbl 06ecneunTb KOPPeKTHOE 1 CrpaBeasiuBoe
PacCMOTPEHME AeN COTPYAHUKOB, KOTOPbIE NOA03PEBAOTCS B CEPLE3HBIX WM PETYNSAPHbIX HapyLLEHUsIX TpeboBaHMM
6e3onacHocTu.

9. ®U3NYECKASA 3ALLMTA U 3ALLMUTA OT BO3OENCTBUINA OKPYXXAIO-LLEN
CPE[bI

9.1. OxpaHsieMble 30HblI

Llenb: npenoTtBpalleHne HeaBTOPU30BAHHOMO AOCTYMA, MOBPEXAEHUS U BO3AENCTBUS B OTHOLLIEHWM MOMELLEHMIA 1
MHOpMaLMK opraHu3auum.

CpenctBa 06paboTKy KPUTUYHOWM WU BaXKHOW CITY>KeBHOM MHADOPMALIMM Pa3MELLaloTCsl B 30HaxX 6e30MacHoCTy,
0603Ha4YeHHbIX OrnpeaeneHHbIM NepuMeTpoM 6e30MacHOCTH, 0bnaZalolyM COOTBETCTBYIOLMMM 3aLLUTHBIMU
6apbepamu 1 cpeacTBaMy KOHTPOSS MPOHUKHOBEHWS. ITU 30Hbl (OU3NYECKMN 3aLUMLLAIOTCA OT HEaBTOPWU30BaHHOIO
[OCTYyna, NOBPEXAEHNSI 1 BO3AENCTBYS.

YpoBeHb 3alLMLLEHHOCTV COpa3MepeH C MAEHTUMULMPOBAHHLIMU pyUckaMm. C Liefiblo MUHMMK3aLMK pUcKa
HeaBTOPW30BaHHOIO AOCTYyMa WK NOBPEXAEHNUs ByMaXkHbIX JOKYMEHTOB, HOCUTENEW AaHHbIX U CpescTB 0bpaboTku
MHdbOopMaLmK, pa3pabaTbiBAETCA U BHEAPSIETCS MOMMTUKA «4YUCTOrO CTOM@» U «UYUCTOrO KpaHa».

9.1.1. MepumeTp OXpaHAEMOWN 30HbI

dusnyeckas 3almTa JOCTUIAETCS CO34aHUEM HECKObKMX (huanyeckmux 6apbepoB (Nperpas) BOKPYr NMOMELLEHNI 1
cpeacTB 0bpaboTky MHbopMaumn. bapbepbl yCTaHaBIMBAOT OTAENbHbIE NEPUMETPbI 6e30MacHOCTM, KaXabli 13
KOTOPbIX obecneumBaeT YCuUneHue 3aliunTbl B LIESIOM. VlCI'IOJ1b3YIOTCﬂ NepPUMETPLI 6e3onacHocTn Ansa 3alnTbl 30H
pacrnonoxeHusi cpeacts 06paboTkn nHpopmaumm. Mepumetp 6e3onacHoCTM — 3T0 rpaHuLa, co3aatowwas bapbep,
Hanpumep, NpoxoaHasl, obopyaoBaHHas CpeaCcTBaMM KOHTPONS BXoda (Bbe3aa) no MAEHTUMUKALMOHHBIM KapToyKaMm
WM COTPYAHWUK Ha CTOWKE pPerncTpaumn. PacrnonoxeHne 1 ypoBeHb 3aluThl (CTOMKOCTU) KaXkaoro 6apbepa 3aBUCAT
OT pe3y/IbTaTOB OLEHKW PUCKOB.

PaccMaTpuBaloTCA M BHEAPSOTCS CEAYIOLIME MepPONpUATHS Mo obecrneyeHnio MHOPMaLIMOHHON 6e30MacHOCTy:

nepumeTp 6e30nacHOCTM JO/MKeEH BblTb YETKO OMNpeaeneH;

NepVMETP 3AaHUS UM MOMELLEHWIA, TAE PaCroNIOXEHbI CPeACTBa 06paboTky MHOPMaLMK, AOMKEH BbITb
pu3nyeckn cnaowWHbIM (TO eCTb He AO/MKHO BbiTb HUKAKMX MPOMEXYTKOB B NEPUMETPE UM MECT, Yepes
KOTOpbIe MOXHO 6bI10 Bbl TErko NPOHUKHYTh). BHELLHME CTeHbI MOMELLEeHU AOMKHbI UMETb JOCTAaTOYHO
MPOYHYO KOHCTPYKLMIO, @ BCE BHELUHWE ABEPU AOMKHbI 6bITb COOTBETCTBYIOLMM 06pa3oM 3alumiLeHbl OT
HEeaBTOPM30BAHHOIO A0CTYMa, HaNpUMep, OCHALLEHbl YCTPOWCTBAMM KOHTPOJISt AOCTYNa, WwiarbayMamu,
CWrHanv3aumen, 3amMkamu u T.1.;

e [0/DKHa 6bITb BblA€NEHHas M YKOMIIEKTOBaHHAs MePCOHaNoM 30Ha perucTpaummn noceTuTenein unm AomKHbI
CyLLeCTBOBaTb Apyrve MeponpusaTUs No ynpasieHno r3NYECKUM JOCTYNOM B NMOMELLEHUS UAW 3AaHUS.
[JocTyn B NOMeLLEHNS 1 3AaHUS AO/MKEH bbITb NPeAoCTaBeH TOMbKO aBTOPM30BaHHOMY NepcoHany;

e usnyeckne bapbepsbl, B cydae He0ObXo0ANMOCTH, A0MKHBI ObITb pacluMpeHsl OT nona Ao NoToskKa, ANs
NpeaoTBpaLleHnst HEaBTOPU30BaHHbIX MPOHUKHOBEHW;



o BCE NPOTMBOMNOXapHbIE BbIXOAbl B NEPUMETPE 6e30MacHOCTM A0MKHbI ObITb O60pY.U.OBaHbI aBale\/'IHOI‘;I
CWUrHanM3aumen 1 NIoTHO 3aKpbIBaTbCA.

9.1.2. KoHTpornb JOCTyna B OXpaHsiE€Mble 30HbI

30HbI MH(OPMaLMOHHON 6€30MaCHOCTY 3aLLMLLAIOTCS C MOMOLLbIO COOTBETCTBYIOLLMX Mep KOHTPO/S BXoAa Ans
obecreyeHuns yBEPEHHOCTM B TOM, YTO AOCTYN MO3BOJIEH TONbKO aBTOPU30BaHHOMY MepcoHany. PaccMaTtpuBatoTcs
cnepyioLime Mepbl KOHTPOSS:

e  roceTuUTenu 30H 6e30MacHOCTU CONPOBOXAAIOTCS UM 06M1aaloT COOTBETCTBYIOLMM [JONYCKOM; AaTa U1
BPEMsi BXOAa U BbIxo4a perncTpupyetcs. [JocTyn nNpeaoCcTaBnseTcs TOMbKO AN BbIMOSHEHNS
onpeaAeneHHbIX aBTOPU30BaHHbIX 3afay. Takxke NoCeTUTENEN 3HAKOMAT C TPeboBaHMSAMI 6e30MACHOCTM 1
[ENCTBUSIMI Ha CNyYalt aBapunHbIX CUTyaLWid;

e [OCTYN K Ba)kHOM MHMOPMaLMK 1 CpeacTBaM ee 06paboTKM KOHTPOIMPYETCS U NPeAoCTABISIETCS TOIbKO
aBTOPU30BaHHbIM NINLAM. Takxke HageXHbIM 06pa3oM MPOBOAMTCS ayAWT XKYPHASIOB PErUCTpaLmmn AoCTyna;

e  TpebyeTcs, 4Tobbl BECb MEPCOHAN HOCW NMPU3HAKU BUAUMOI MAEHTUMMKALIMM, NOOLLPSETCS €ro BHUMaHWeE K
HE3HaKOMbIM HECOMPOBOXXAAEMbIM MOCETUTENSAM, HE MEIOLLUM MAEHTUMMKALMOHHBIX KapT COTPYAHWUKOB;

e paBa [OCTyrna COTPYAHMKOB B 30HbI MH(OPMaLIMOHHOW 6€30MacHOCTV PEryNisipHO aHaU3MPYIOTCs 1
nepecMaTpu1BatoTCA.

9.1.3. BesonacHOCTb 3A4aHUiA, MPOU3BOACTBEHHbIX MOMELLEHUA U 06opyaoBaHUA

30Ha MHGOPMaLMOHHON 6€30MaCHOCTY 3aLLMLLAETCS MyTEM 3aKPbITUSt HA 3aMOK BHYTPU (U3MYECKOro NepuMeTpa
6e30MacHOCTM, KOTOpbIE 3amnepThbl M UMEOT 3anupaeMble celidbl. MNpu BbIGOpe 1 NPOEKTMPOBaHMM 6e30MacHOM 30HbI
NPUHNMaAETCA BO BHUMaHME BO3MOXXHbIE NOCNEACTBMA OT NoXapa, HaBOAHEHWUA, B3PbiBa, YTUMYHbIX 6ECI'IOpF|£lKOB n
Apyrvx opM NpUPOAHOIO WK UCKYCCTBEHHOMO 6eacTBuMs. Takxke NPUHMMAOTCS B pacyeT COOTBETCTBYIOLME
npaBuia U CTaHAapTbl B OTHOLUEHUM OXpaHbl 340pOBbsi M 6€30MacHOCTM Tpyaa. PaccMaTpuBaloTcs Takxke Nobble
yrpo3bl 6€30MaCcHOCTU OT COCEAHMX MOMELLEHWI, HanNpUMep 3aTOMNEHWIN.

Mpu 3TOM crieayeT npeaycMaTpuBaTh Cleaytolmne Mephb:

e  OCHOBHOE 060pyAOBaHME AOMKHO BbiTh PACrONOXEHO B MECTAX C OrpaHUYEHNeM AOCTyMa NOCTOPOHHMX
u;

e 3[aHUA HE JO/KHbI BbIAENATHCSA Ha 06LWEM (POHE U AO/KHBI UMETb MUHUMASIbHBIE NMPU3HAKK CBOErO
Ha3HAYEHWs1 — HE [O/MKHbI UMETb OYEBUAHbIX BLIBECOK BHE UV BHYTPU 34aHMS, MO KOTOPbIM MOXHO
cAenath BbIBOA O BbIMOHAEMbIX (DYHKLMAX 06paboTKu MHOpMaLIMK;

e roapasaeneHuns NnoaaepXKu U 06opyaoBaHue, HanpuMep, (POTOKOMMPOBaibHbIE YCTPOWCTBA M (haKChl,
[I0/DKHbI 6bITb PACMONIOXEHbLI COOTBETCTBYIOLLIMM 06pa3oM B npeaesnax 30HbI 6e30MacHOCTY BO U3bexaHue
[0CTYra, KOTOPbIA MOT Bbl CKOMMPOMETUPOBATL MHGOPMALIMIO;

e [1BEpV M OKHA 3anMpatoTCcsl, KOrAa B MOMELLEHUSX HET COTPYAHMKOB, a TaKXKe NPeayCMaTpyBAETCS BHELLHSS
3alMTa OKOH — OCOBEHHO, HU3KO PACMONOXKEHHbIX;

e  BHEAPSIIOTCS COOTBETCTBYIOLLNE CUCTEMbI OBHAPYXKEHUS BTOPXKEHWUI ANS BHELIHMX ABEPEN U AOCTYMHbIX AMs
3TOr0 OKOH, KOTOpblE MPOdECCMOHANBHO YCTAHOB/EHbI U PErynsipHO TECTUPYIOTCA.

CBO6OAHbIE MOMELLEHNSI CTAaBATCS HA CUrHaIU3aLMio. AHaNoOrMYHo 060pyaytoTCS ApyrMe NOMELLEHMS, B KOTOPbIX
pacrnosioXeHbl CPeACTBa KOMMYHUKALWIA;

e  (hM3MYECKM U30NMPYIOTCA CpeacTBa 06paboTkM MHMOPMALMK, KOHTPOMPYEMbIE OpraHu3aLmeit 1
UCMOsb3yeMble TPETLEN CTOPOHOM;

e  CMpaBOYHWKM U BHYTPEHHWE TenedoHHbIe KHUMM, MAEHTUMOULMPYIOLME MECTOMOSOXEHUS CPEACTB
06paboTky BaXKHON MH(OPMaLWK, HE AOCTYMHbI MOCTOPOHHUM NMLaM;

e  06ecrneunBaeTcsl HaAeXHOe XPaHEHWE OMAcHbIX UM FOPIOYMX MaTePUasnoB Ha AOCTAaTOYHOM PACCTOSIHUM OT
30Hbl MHGOPMaLMOHHOV 6e30nacHoCTU. BonbLuve 3anackl GymMary A5 neyaTatowmx YCTPOUCTB HeNb3s
XpaHUTL B 30He 6€30MacHOCTM 63 COOTBETCTBYIOLLMX Mep NoXapHOM 6e3onacHocTy;

e  pesepBHOe 060PYAOBaHNE U HOCUTENM AaHHbIX pacrionaraloTcs Ha 6e30MacHOM PacCTosHUM BO M3bexaHue
NOBPEXAEHWS OT NOCNEACTBUN CTUXUIMHOTO 6eACTBUS B OCHOBHOM 3[aHuUK.

9.1.4. BbinonHeHue paboT B oxpaHAeMbIX 30HaX



[Nsi NOBbILIEHNS CTENEHM 3aLUMTbI 30H MHAOPMALIMOHHON 6e30MacHOCTY TPEBYIOTCS AOMNONHUTENbHbLIE MEPbI MO
ynpaBieHnio MHhOPMaLIMOHHON 6€30MacHOCTbLIO 1 COOTBETCTBYIOLIME PYKOBOACTBA. OHM BK/OYAIOT MEPONPUATUS B
OTHOLLEHWW NepcoHana Wiv NpeacTaBUTeNeil TPETbUX CTOPOH, paboTaloLmx B 30He 6e30MacHOCTU U COCTOSATh B
cnegytowem:

e 0 CYLLECTBOBAHMM 30HbI MH(OPMALMOHHOW 6€30MacHOCTY U NPOBOAUMBIX B HEN paboTax OCBEAOMJIEHI
TONbKO N1La, KOTOPbIM 3TO HeO6X0,E|,VIMO B cuny HpOM3B0,ElCTB€HHOl>'I HGOﬁXO,lJ,VIMOCTVI;

e 113 co0bpaXkeHMit 6e30MacHOCTY U NpeaoTBpaLLeHUst BO3MOXXHOCTM 3/TOHAaMEPEHHbIX AeNCTBUI B
OXPaHsieMbIX 30HaX HeobxoAMMO u3beraTb crlydaeB paboThbl 63 HaanexaLlero KOHTPOsIs CO CTOPOHbI
YMOJIHOMOYEHHOI0 NMepcoHana;

e  MyCTytoLME 30Hbl 6E30MAaCHOCTU AOSMKHbI BbITb (PU3MYECKM 3aKPbIThI, Y UX COCTOSIHWE HEOBXOAUMO
NepuoaMYECKU MPOBEPSITb;

e  MepcoHasy TPETbUX CTOPOH OrpPaHNYEHHbIN aBTOPU30BaHHbIV U KOHTPOSIMPYEMBIN AOCTYM B 30HbI
6e30MacHOCTM UK K CpeacTBaM 06paboTku BaXKHOM MHMOPMaLMU NPEAOCTABNSIETCS TO/IbKO Ha BpeMs
TaKoW HeobxoAMMOCTU. Mexzay 30HaMK C pa3nMYHbIMU YPOBHAMM 6€30MacHOCTU BHYTPU NepUMeTpa
6€30MacHOCTM TPebYIOTCS AONOSHUTENbHbIE 6apbepbl U MEPUMETPbI OrpaHNYeHNs (DU3MYECKOro AOCTYNa;

e 1CMNONb30BaHWe hoTo, BUAEO, ayaAno UM APYroro 3anmucbiBatolero 060pyaoBaHMs pa3peLleHo ToMbKO Mpu
MoJTyYeHUM CreLmMasbHOro paspeLLeHms.

9.1.5. U3onupoBaHue 30H NPUEMKU U OTIPY3KU MaTepuanbHbIX LLEeHHOCTEN

30HbI NPUEMKU N OTIPY3KU MaTepualibHbIX LI,EHHOCTEI‘;I HaxoaAaTca nog KOHTpPoONEM U, MO BO3MOXHOCTU, N30/TMPOBaHbI
OT cpeacTB 06paboTkm MHdOpMaumm BO n3bexxaHne HeaBTOPM30BaHHOrO AocTtyna. TpeboBaHus 6e3onacHoCTy Ans
TaKWX 30H OMnpeAesieHbl Ha OCHOBE OLIEHKM PUCKOB. B 3TUX Crlyyasix npeayCcMaTpuBatloTCa Cleayiolme MeponpusaTus:

e  [0CTYN K 30HE CKMaIMPOBaHMsI C BHELWHEW CTOPOHbI 3aHWsI Pa3peLLaeTcs TONIbKO OMpeaeneHHOMY U
aBTOPV30BaHHOMY MepcoHany;

o 30Ha CKJ1laAnpoBaHNA OpraHM3oBaHa Tak, yTObbI nocrtynarowme MmatepuanibHblie LEHHOCTU MOIN 6bITb
pa3rpy>eHbl 6€3 npegocTaBneHns NepcoHany NocTaBLuMKka A0CTyNa K APYrMM YacTsM 34aHus;

e obecneuvBaeTcst 6€30MacHOCTb BHELLHEN(MX) ABepy(eii) MOMELLEHWS ANs CKaAMPOBaHUsl, Koraa
BHYTPEHHSASA ABEPb OTKPbITa;

o noctynatowmne MmaTepuasbHble LLEHHOCTU OCMaTpUBatOTCA Ha NpeaMeET NOTEHLMAbHbIX OMacHoCTeN npexae,
4YeM OHU GYAYT nepeMelleHbl U3 NnoMeleHna ans CKnaagnpoBaHua K MeCTaM MUCMOIb30BaHNUA;

e  [OCTynaloLwme MaTepurasnbHble LLEHHOCTU PerncTpupyoTcs, ecnv 3To HeobXxoanMo.

9.2. be3onacHocTb 060pyAoBaHUs

Llenb: npegoTBpalleHne noTepb, NOBPEXAEHUI UM KOMMPOMETaLUMM aKTUBOB U HapyLUEHWS HEMPEPbIBHOCTY
LEeSTENbHOCTN OpraHn3aLmu.

O6opynoBaHMe 3alLMLLAETCS OT Yrpo3 ero 6e30MacHOCTV U BO3AENCTBUM OKpPYXKatoLen cpefb.

O6ecneunBaetcsa 6e3onacHOCTb 060pyAoBaHMs (BKOYAs U TO, YTO UCMOJb3YETCS BHE OpraHm3aumn), 4ytobbl
YMEHbLWNTb PUCK HEAGBTOPU30BAHHOIO AOCTYNa K AAHHbIM U 3alUTUTb UX OT MOTEPU UTN NOBPEXAEHUA. an 3TOM
NMPUHMMAIOTCS BO BHMMaHWe 0COH6EHHOCTH, CBA3aHHbIE C pacrnosnoXeHneM 060pyaoBaHMs 1 BO3MOXHBIM ero
nepeMelleHnem. MOFYT I'IOTpe6OBaTbC$i cneunasibHble MEPONPUATUSA 3alUUTbl OT ONAaCHbIX BO3ﬂeVICTBMIZ cpeabl nnu
HEeaBTOPU30BaHHOMO AOCTYNa Yepe3 UHPPACTPYKTypbl 06ecrneyeHmsi, B 4aCTHOCTM, CUCTEMbI IEKTPONUTAHUS 1
kabenbHOW Pa3BOAKMU.

9.2.1. PacnonoxeHue 1 3awmTa obopygoBaHus

O6opyaoBaHWe pacrosioXXeHO M 3alMLLEHO TaK, YTOObl YMEHbLUMTb PUCKU OT BO3AEMCTBUI OKPY)XAtOLLEN Cpeabl 1
BO3MOXHOCTW HEABTOPU30BAHHOIO A0CTYyNa. PaccMaTpuBaloTCs CieaytoLimMe MeponpusiTst No yrnpaBneHuto
MH(OPMaLMOHHON 6€30MacHOCTbIO:

e (@ obopynoBaHMe HEO6XOAMMO pasMeLlaTh TakuM 06pa3oM, UTOBbl CBECTU A0 MUHUMYMA U3NTULLIHWI JOCTYN
B MeCTa ero pacriofioxXeHus;

e (@ cpeactBa 06paboTKM M XpaHEHWs! BaXkHOW MHOpMaLMK criefyeT pasMellaThb Tak, YTOObl YMEHbLUWTb PUCK
HeCaHKLMOHMPOBAHHOro HabnoaeHns 3a ux dyHKUMOHMPOBAHNEM;



e (D OTAEsbHbIE 3N1EMEHTbLI 060pYAOBaHUS, TpebytoLmMe creumanbHOM 3almTbl, HEO6XOAMMO M30/IMPOBAT,

YTO6bI MOBBLICUTH OBLLUMIA YPOBEHDb HEOBXOAMMOW 3aLLUTBI;

e (3 Mepbl MO yrnpaBneHno NHHOOPMALIMOHHON 6E30MacHOCTbIO JOMKHbI CBECTU K MUHUMYMY PUCK
MoTeHUManbHbIX Yrpo3, BKoYas:
BOPOBCTBO;

noxap;

B3pbIB;

3aAblMEHNE;

3aTtonneHve (Mnu nepebon B noaaye BoAbl);
Mblifb;

BUbpaumio;

Xumpuyeckme 3hdeKTbl;

MOMEXW B 311EKTPOCHABKEHUN;
3M1eKTPOMarHUTHOE U3NyyeHue.

o @ B opraHM3auMmn HeobxoamMMo onpeaennTb NOPALOK NpUeMa MULM, HaNUTKOB 1 KypeHust Bnnan
cpeancts 06paboTku nHGopMaumu;

o @ cneayet NpoBOAUTb MOHUTOPUHI COCTOSIHUSI OKPY>KAIOLLEN Cpedbl B LIENSX BbISIBSIEHUS YCIOBUIA,
KOTOpble MOriM 6bl HEGNAroNPUATHO NOBAMSTL Ha (PYHKLUMOHMPOBaHWE CpeacTB 06paboTKM
MH(opMaLuu;

o @ cnepyeT UCNONb30BaTh CreLMarnbHble CPeACTBa 3aluTbl, 060pYyAOBaHMS, PacrofiOXKEHHOIO B
MPOM3BOACTBEHHbBIX Liexax, HanpuMep, 3alMTHbIE NMIEHKN AN KnaBuaTypbl;

o @ HeobxoauMo paspaboTaTb MepbI MO NMKBUAALMM NOCIEACTBUIN 6eACTBUI, CNyYaloLMXCs B
61m3nexalmx NoMeLLeHNaX, HanpuMep, noxap B COCEAHEM 3AaHWK1, 3aTOM/IEHNE B NOABAbHbIX
MOMELLEHMSIX UNN MPOTEKAHUE BOAbI Yepe3 Kpbilly, B3PbIB Ha yuLe.

9.2.2. MNopaya aneKTponuTaHuA

O6opynoBaHue 3awmiaeTcs oT nepeboeB B nogayve 31eKTPOIHEPrnm 1 Apyrmx c60eB, CBA3AHHbLIX C 3NEKTPUYECTBOM.
ObecneunBaeTcsl HaaneXxallasi nogadya 3MeKTPoNUTaHus, COOTBETCTBYIOLLAs CrelnbuKaLmsm NpoM3BoaAnTENS
obopynoBaHusi.

BapunaHTbl JOCTVXKEHUS HEMPEPLIBHOCTM NOAAYMN INEKTPONUTAHNS BKITHOYAOT:

®  HanMume HEeCKONbKMUX UCTOYHWMKOB 31EKTPOMNUTAHUS, YTOObI M36exaTb NOCNeACTBUIA NMPU HapYLLUEHUN ero
nogauv OT eAMHCTBEHHOrO UCTOYHMKA;

e ycTpoicTBa becnepeboiiHoro anektponutaHus (UPS);

®  pe3epBHbIi reHepaTop.

YTob6bl 06ecneunTb 6e30nacHoe BbIKOUYEHNE /U HENPEepPbLIBHOE (YHKLIMOHMPOBAHME YCTPOWCTB,
NOAAEPKMBAIOLLMX KpUTHMYECKMe busHec-npoLecchl, NoakatoyaeTcs obopyaosaHve yepes UPS. B nnaHax
obecrneyeHns HenpepbIBHOCTY NPeayCcMaTpUBatOTCS AEUCTBUS, KOTOPbIE AO/MKHBI ObiTb MPeANpPUHSTLI NpY 0TKase
UPS. O6opynoBaHue UPS perynsipHo NpoBepsieTCcs Ha HalMuMe aaeKBaTHOM MOLLHOCTU, @ TaKKe TECTUPYETCS B
COOTBETCTBUM C PEKOMEHAALMSIMU MPOV3BOANTETS.

Pe3epBHbIN reHepaTop NPUMEHSIETCS], €C/TM HEOBX0AMMO obecneunTb HYHKLIMOHMPOBaHWE 060pyI0BaHUSA B Clly4yae
ANIMTENbHOMO 0TKasa Nojayu 3/1eKTPO3HEPrM OT OBLLEro UCTOYHMKA. Pe3epBHble reHepaTopbl PerynsipHoO
NMPOBEPSIOTCS B COOTBETCTBUM C MHCTPYKLUMSAMU Npomn3BoanTens. [ns obecneyeHns paboTbl reHepaTopa B TeYEHMe
[NIMTENbHOMO CpoKa 06eCneUnBaeTCs COOTBETCTBYIOLLAS NMOCTaBKa TOM/IMBaA.

KpoMe Toro, aBapuiiHble BbIK/IOUATENM 3M1EKTPONMTAHNUS PacrosioXKeHbl OKOJIO 3anacHbIX BbIXOAOB MOMELLEHWN, Tae
pacnonoXxeHo 060pyA0BaHNE, YTOObI YCKOPUTbL OTKITIOUYEHWE SMIEKTPONUTAHUS B ClyYae KPUTUYECKUX CUTYaLMM.
ObecneunBaetcs paboTa aBapuMHOrO OCBELLEHUS HA Cllyyaii 0TKa3a 3N1eKTponuTaHus, notpebnsiemoro ot cetu. Bee
3[aHUS OCHALLAOTCS FPOMOOTBOAAMM, @ BCE BHELIHWE NIMHUM CBSI3WM 060PYAYHTCS CneumabHbIMU rPO303alLUTHLIMU
unbTpamu.

9.2.3. be3onacHocTb KabenbHoWM ceTn



Cunosble 1 TeNEKOMMYHUKALMOHHbIE kabenbHble ceTu, No KOTOPbIM NepeaarnTca AaHHbIE UITN OCYLLECTBIAIOTCA
apyrue VIHd)OpMaLI,VIOHHbIe ycnyru, 3almulaloTca OT nepexeaTta MHd)OpMaLI,MM UK noBpexaeHus. PaccMaTpusaroTcs
cnefytowme MeponpuaTus:

e  CWIOBbIE U TEJIEKOMMYHUKALIMOHHbBIE NIMHWUK, CBA3bIBAIOLIME CPEACTBa 06paboTKM MHbOPMaLMK, SBNSIOTCA
Mo BO3MOXXHOCTM, NOA3EMHBIMM UM 06/1aZat0T aleKBATHOW a/lbTEPHATUBHOW 3aLLMUTOM;
CEeTeBON Kabesb 3aLUULLAETCA OT HEABTOPMU30BAHHbIX MOAKIOUEHUIA UK MOBPEXAEHUS
CUNOBble Kabenn OTAENSAITCA OT KOMMYHUKALIMOHHBIX, YTOBbI UCK/TOUUTL NMOMEXMU;
e  [IOMOJHUTENbHbIE MEPOMNPUATMS MO YrpaBieHUo HDOPMALIMOHHONM 6€30MacHOCTbIO ANSt YyBCTBUTESbHbIX
WU KPUTUYECKUX CUCTEM BKJTIOYALOT:
o @ ncnonb3oBaHne 6POHNPOBAHHBIX KOXYXOB, @ TakXKe 3aKPbITbIX MOMELLEHWUIA/SILLIMKOB B
MPOMEXYTOUHbIX MYHKTaX KOHTPOS U KOHEYHbIX TOUKaX;
o @ ncnonb3oBaHue Ay6nMpYIOLLMX MapLUPYTOB NPOKNaAK/ Kabenst unv anbTepHaTUBHBIX COCO60B
nepenaqu;
o @ 1Cnonb30BaHNE OMTUKO-BONIOKOHHBIX JIMHUI CBSI3W;
o @ NpoBepKM Ha NOAKIIOYEHME HEABTOPM30BAHHBIX YCTPOMCTB K KabenbHOMN ceTu.

9.2.4. TexHn4eckoe ob6cnyxumBaHme ob6opyaoBaHus

B opraHv3aumu JOMKHO NPOBOAUTLCS Haanexallee TexHuJeckoe 0bcnyxuBaHve 0bopyaoBaHus Anst obecrneveHus
€ro HernpepbIBHON paboTOCNOCOBHOCTU M LENOCTHOCTM. B 3TUX Liensx crneayeT NpUMeHsITb CrieayroLme MeponpusiTus:

o 060py,qoaaHV|e cnepyer O6CI'IY)KMBaTb B COOTBETCTBMU C UHCTPYKUMAMU N NEPUOANYHOCTBIO,
peKoMeHaAyEMbIMU MOCTaBLLUMKOM;

o HEO6XO,D,VIMO, 4yTObbI TEXHUYECKOE O6CJ'IY)KVIBaHVIe N PEMOHT O6ODYLI,OBaHWiI npoBOAUSTUCL TOJ/TIbKO
dBTOPM30BaHHbIM NMEpPCOHaNoM;

o cnefyet XpaHuTb 3anmcu 060 Bcex cnydasax npegnonaraembiX Unm CbaKTVILIECKVIX HEMCHpaBHOCTEVI n BCeX
BUAax I'IpOd)VIJ'IaKTVILIeCKOFO N BOCCTAQHOBUTEJIbHOIO TEXHNUYECKOI o O6CJ'Iy>KMBaHM9|;

o Heobxoanmo NPpUHMMATb COOTBETCTBYIOLWMNE MEPDI 6e3onacHocTK npu oTnpaBKke O60py,EI,OBaHMF| ana
TEXHUYECKOro O6CI'IY)KMBaHVI5'-I 3a npeaenbl opraHnsauun.

9.2.5. O6ecne4yeHue 6e3onacHOCTM 0GopyaOBaHuUs, UCMOSIb3YEeMOro BHE NOMELLeHUI
opraHusauumu

He3aB1CKMO OT NPUHAANEXHOCT 06OPYA0BAHMS, €ro UCMONb30BaHNE A 06paboTKN MHOPMaLMK BHE NMOMELLIEHNS
OpraH13aLmMn [O/MKHO 6bITb COrMIAacoBaHO C PYKOBOACTBOM. YPOBEHb MH(OPMALIMOHHON 6e30MacHOCTH Npu

3TOM 3KBMBASIEHTEH YPOBHIO 6€30MacHOCTM B OTHOLLEHWUM 060pyA0BaHUs, UCMOJIb3YEMOrO C aHaIorMUHOM LieNblo B
MOMELLIEHVSIX OpraH13aLMK, a TaKXKe C YYETOM PUCKOB PaboThl Ha cTopoHe. O6opyaoBaHue Mo 06paboTke
MHOPMaLMK BKIIOUAET BCE TUMbI NMEPCOHANbHBLIX KOMMLIOTEPOB, 3MEKTPOHHBIX 3aMMUCHBLIX KHIKEK, MOBUbHBIX
TenedoHoB, a Takxke 6yMary uUm UHble MaTepuasibHbIe LEHHOCTU, KOTOPbIE UCMOSL3YIOTCA A8 paboTbl Ha AOMY W
TPaHCMOPTMPYIOTCS 3@ Npeaesibl pabounx NMOMELLEHWIA. B 3TUX YCNIOBUAX NMPUMEHSIIOTCS CIEAYHOLLME MEPONPUATUS M0
yNpaBneHnio NHPOPMaLMOHHON 6e30MacHOCTbIO:

e  060pynOBaHME U HOCUTENN MHDOPMALIMK, B3ATbIE U3 MOMELLEHUI OpraHu3aLmm, He CriefyeT OCTaBnsaTL 6e3
MpUCMOTpa B 06LLEAOCTYMHLIX MecTax. [py nepemMeLleHn KOMbIOTEPbI CeAYET NEPEBO3UTL Kak PyUHYHO
Knagb 1, Mo BO3MOXHOCTU, He aduLLIMPOBaTL ee COAEPXKMMOE;

e  Bcerga HeobxoanMo cobnoaaTh MHCTPYKLMM U3rOTOBUTENEN MO 3alunTe 060pyaoBaHus, HanpuMep, ot
BO3AENCTBUS CUMbHBIX 3NEKTPOMAarHUTHLIX MOMEN;

e pu paboTe foMa CleayeT NPUMEHSITL NOAXOASILLME MEPONPUATHS MO YNPABIEHMIO UH(OPMaLIMOHHON
6€30MacHOCTbIO C YYETOM OLIEHKM PUCKOB, CO6MIOAATL MONMUTUKY «YUCTOrO CTOMA» U KOHTPONMPOBaThb
BO3MOXXHOCTb [IOCTYyMa K KOMMbloTepam;

e [JO/XHbl UMETb MECTO @iEKBATHbIE MEPbI MO CTPAXOBAHMIO NS 3alMTbl 060PYA0BAHMS BHE MOMELLEHWI
opraHusaumu.

Puckn 6e30MacHOCTY, CBSI3aHHbIE C NMOBPEXAEHWEM, BOPOBCTBOM W MOAC/YLUMBAHUEM, B 3HAUUTENBHOW CTENeH
3aBUCSAT OT PacrosioXeHns 060pyA0BaHMS B OpraHu3aLmmn U yunTbIBalOTCS NpY OnpeaeneHun 1 Bbibope Havbonee
NOAXOAALLMX MEPOMPUSTUI MO yNpaBneHUto MHhOPMaLMOHHOK 6e30MacHOCTbIO.

9.2.6. besonacHas yTunusauus (cnMcaHve) nnm NnoBTOPHOE UCMNOSb30BaHME 060pyaOBaHUS



Cny»ebHas nHhopMaLMs MOXET 6biTb CKOMNPOMETUPOBAHA BCIEACTBME HEBPEXHONW YTUNM3aLUMK (CMCAHNUSA) UK
MOBTOPHOMO MCMOJIb30BaHMs 060pyaoBaHMs. HocuTenn aaHHbIX, coaepKallme BaXKHY MHbopMaumio, hrandeckm
pa3pyLLaloTCca UM nepesanmcbiBatoTcst 6e3onacHbIM 06pa3oM, a He UCMOMb3YHTCS CTaHAAPTHbIE YHKUMM yaaneHusl.
Bce KOMMOHEeHTLI 060pyA0BaHUs, CoAepyKaLlero HOCUTENM AaHHbIX (BCTPOEHHbBIE XECTKMUE AUCKM), MPOBEPAIOTCS Ha
npeaMeT yaaneHns BCeX BaXKHbIX AaHHbIX M JIMLIEH3MOHHOMO NPOrpaMMHOro obecrneyeHusi. B oTHoOLWeHUM HocuTenen
[aHHbIX, CoAep)aLlMX BaXXHYO MHMOPMaumio, TpebyeTcst OLEeHKa PUCKOB C LIEbio onpeaeneHus LenecoobpasHocTy
WX pa3pyLUeHNsi, BOCCTAHOBNIEHWNS NN BbIOPaKOBKM.

9.3. O6wme MeponpuaTUA NO ynpaBneHUo MHhopMaLUMOHHON 6e30NacHOCTLIO
Llenb: npegoTBpalleHme KOMNPOMETaLMM UM Kpaxku MHdOpMaumm 1 cpeacts 06paboTku nHdpopmMaumn.

MHdopmaumio n cpeactsa 06paboTku MHPOPMaLMM 3aLUMLLAETCS OT PACKPbITUS, KPaXu UM MOAndUKaLmnm
HEeaBTOPU30BaHHbLIMW NULLAMW; BHEAPSIOTCS Mepbl, obecrneymBatowme cBeAeHNe K MUHUMYMY pUcKa UX NOTEpU Uin
NOBPeXAEeHNS.

9.3.1. MonuTnKa «4NCTOro CToNa» U «KYMCTOro IKpaHa»

MONUTUKY «YMCTOrO CTOMA» NPUMEHSIETCS B OTHOLLEHUM BYMAXKHbIX JOKYMEHTOB M CMEHHbIX HOCUTENEN AaHHbIX, a
TakXKe B OTHOLLUEHWUM CpeacTB 06paboTku MHMOPMaLMK C TEM, YTOBbI YMEHBLUWUTb PUCKU HEABTOPU30BAHHOMO
AOCTYrMa, NoTepU 1 NOBPEXAEHUS MHGOPMaLIMK Kak BO BpeMsi paboyero AHs, Tak 1 Npu BHeYpouHol paboTe. MMpu
NPUMEHEHUMN 3TUX NONUTUK YUUTLIBAIOTCA KaTEropuM MHOPMaLIMK C TOUKM 3peHust 6e30MacHOCTU 1
COOTBETCTBYIOLLME PUCKM, @ TaKXKe KOPMOPATUBHYIO Ky/IbTypy OpraHv3aumm.

MpUMEHAOTCA CeaytoLMe MepPONPUATHS MO YIPaBIEHWIO UHAOPMALIMOHHON 6E30MACcHOCTbIO:

e YTOObI UCKMOYUTL KOMMPOMETaLMIO MHGOPMaLMK, LienecoobpasHo ByMaxHble U 3IEKTPOHHbIE HOCUTESM
MHOPMaLIMKM, KOFZia OHM HE UCMOJb3YHOTCS, XPaHWUTb B HAZIEXaLLMX 3anmuparoLwmxcst Wkadax u/unm B
ApYrux 3alumLieHHbIX npegmetax mebenn, ocobeHHo B Hepabouee BpeMsi;

e HOCUTENIM C BAXKHOW UMM KPUTUYHOM CryxebHoM nHbopMaLmeil, Koraa oHu He TpebytoTcsl, cneayet youpaTb
¥ 3anupaTb (Hanpumep, B HecropaemoM celice unm wkady), 0COBEHHO Koraa NOMeLLEeHMe MyCTYeT;

e  MepCcoHasibHble KOMMbIOTEPbI, KOMMbIOTEPHBIE TEPMUHASIbI U MPUHTEPBI AOMKHbI ObITh BBIKIOYEHbI MO
OKOHYaHUW paboTbl; CeAYET TAKKE NPUMEHSTL KOZOBbIE 3aMKM, MAPOSN WU Apyrue MeponpusiTs B
OTHOLLIEHUM YCTPOMCTB, Haxoaswmxcs 6e3 npucMoTpa;

e  HeobxoaMMO 0becneunTb 3almTy MYHKTOB OTNPaBKW/NpuMeMa KOPPECNOHAEHUMM, a Takxke (akCUMUIIbHBIX 1
TENEKCHbIX annapaToB B Clyyasx HaxoxaeHust ux 6e3 npucMoTpa;

e B Hepabouyee BpeMsi (HOTOKOMNMPOBasbHbIE YCTPOWCTBA ClesyeT 3anupaThb Ha KoY (MW 3almiatb oT
HeaBTOPW30BaHHOIO MCMOJb30BaHUS APYrUM CMocobom);

e  HarneuyaTaHHble JOKYMEHTbI C BaXKHOW UK KOHPUAEHUManbHOW UHbopMaLimei HeobXxoaAMMO U3bIMaTh U3
NPUHTEPOB HEMEANEHHO.

9.3.2. BelHOC nmyulecTtBa

O6opyaoBaHWe, MHGOPMALMIO UK MPOrpaMMHOe 06ecreyeHre MOXXHO BbIHOCHUTb U3 MOMELLEHWI OpraHM3aLmm
TO/IbKO Ha OCHOBaHUM COOTBETCTBYIOLLEro paspeLleHus. TaM, rae HeobxoanMo M yMecTHO, 06opyLoBaHue
PErMcCTpUpyeTCs NMpU BbIHOCE U NMPU BHOCE, a TakXKe AeNaeTcs 0TMETKA, KOr4a OHO BO3BpaLLeHO. C Liesibio BbiSBIIEHNS
HEeaBTOPM30BaHHbIX MEPEMELLEHMI akTUBOB U 060pyA0BaHUS MPOBOAUTCS BbIGOPOYHAsh MHBEHTapU3aLys.
CoTpyAHWKM OCBEAOMIISIOTCS O TOM, YTO NOA0OHbIE NMPOBEPKU UMETL MECTO.

10. YIIPABJIEHUE NEPEQAYEN OAHHbIX U ONEPALMOHHON
AEATEJNIbHOCTbIO

10.1. OnepauMoHHbIe Npoueaypbl U 0653aHHOCTHU

Lenb: obecneveHne yBepeHHOCTV B HagnexalleM n 6e3onacHoM (yHKUMOHMPOBaHUM CpeacTs 06paboTku
nHbopMaLmnu.



YcTaHaBnMBatoTCs 06513aHHOCTM M MpoLeaypbl MO YrpaBneHuio U hyHKLIMOHMPOBAHMIO BCeX CpeacTB 06paboTku
MHdopMaLmn. OHM BKIIOYAIOT pa3paboTKy COOTBETCTBYHOLMX OMEPALMOHHbLIX MHCTPYKLMIA U NpoLeaypbl
pearMpoBaHus Ha UHUMAEHTbI.

C uenbo MMHMMKU3aUMK PUCKa npu HeENpaBU1bHOM UCMO/1b30BaHUX CUCTEM BCeAcCTeune Heﬁpe)KHOCTVI nnu 3noro
YMbIC/la CneayeT, no BO3MOXXHOCTU, pe€ann30BbiBaTb NPUHLUMN pa3aeneHuns MOJTHOMOYMIA.

10.1.1. lokymeHTanbHoe ochopmneHue onepaumMoHHbIX npoueayp

OnepaunoHHble npoueaypbl, onpeaensiemMble NMofMTUKON 6e30MacHOCTM, PacCMaTpUBAIOTCS Kak oduLmanbHble
[OKYMEHTbI, JOKYMEHTUPYIOTCS M CTPOro COBIOAAIOTCS, @ UBMEHEHMS K HUM CaHKLMOHUPYIOTCS U YTBEPXKAAKTCS
KWB.

Mpoueaypbl coaep>aT AeTanbHY0 MHCTPYKLMIO BbIMOSTHEHWS! KOHKPETHOIO 3aAaHus (paboThl) U BKIKOYALOT:

e  06paboTky M ynpaBneHue nHdopmaumen;

e onpeaeneHve TpeboBaHWI B OTHOLIEHUM rpachuKa BbIMOTHEHUS 3ai@HWI, BKIOYAOLMX B3aMMOCBSI3N
MeXay cMcTeMaMu; BPEMS Hayasia BbIMOSIHEHUS CAMOr0 paHHero 3aJaHus 1 BpeMsl 3aBepLUEHUS CaMOoro
nocneaHero 3ajaHus;

e  06paboTKy OLIMBOK MW APYTUX UCKIIOYUTENbHBIX CUTYaLMi, KOTOpblE MOMYT BO3HWUKHYTb B TEYEHUE
BbIMOJIHEHMS 3a4aHWI, BK/OYAsl OFPaHUYEHUS Ha UCMOb30BaHNE CUCTEMHBIX YTUIIUT;

e  HeobXoAMMble KOHTaKTbl Ha Clyyai HEOXMAAHHBIX OMepaLMOHHbIX UM TEXHUYECKMX NPpobreMm;

e  crneumasnbHble MeponpusTUS MO YNPaB/EHWIO BbIBOAOM AaHHbIX, HAaNpuMep, UCNosib30BaHUE CneLmanbHOM
6yMary ansa neyaTtarolmx yCTPOWCTB UM 0COBbIX NpoLeayp NpUMEHUTENBHO K BbiBOAY KOHMMAEHUMaNbHOM
MHOPMaLMK, BKtOYas npoLeaypbl Ans 6e30MacHoi yTUIn3aumnm BbIXOAHbIX JaHHbIX, HE 3aBepLUEHHbIX B
rpoLecce BbIMOHEHWSI 3aaHWI;

®  repesanyck CUCTEMbI U NpoLeaypbl BOCCTAHOB/EHWMSI B C/lyYae CUCTEMHbIX CO0EeB.

[lokyMeHTVpOoBaHHble NpoLeaypbl Takxke pa3pabaTbiBalOTCS B OTHOLIEHUM 06CNY>XMBaHUSI CUCTEM 06paboTku 1
obMeHa nHhopMaLueid, B YaCTHOCTU MpoLieaypbl 3anycka M 6e30MmacHoro 3aBeplueHns paboTbl KOMMbloTepa(oB),
npoLeaypbl pe3epBMpoBaHms, TEKYLLErO 06CYXXMBaHMSI U peMOHTa 060pyaoBaHUs, 0becreyeHns Haanexallen
6e30MacHOCTV NMOMELLEHNI C KOMMBIOTEPHBLIM M KOMMYHUKALIMOHHBIM 060pYAOBaHNEM,

10.1.2. KOHTpOnb n3MeHeHun

M3MeHeHns1 KOHUrypaumnmn B CpeacTeax n cucteMax 06paboTkm MH@OpMaLMmM KOHTPOAMPYIOTCS Haaexallmm
06pa3oM. HeaziekBaTHbIV KOHTPO/b M3MEHEHUIA CPeACTB U cucTeM 06paboTKM MH(OPMaLMK — pacnpocTpaHeHHast
MpUYMHA CUCTEMHbBIX CHOEB M MHUMAEHTOB HapyLLeHus MHdopMaLmoHHol 6e3onacHocTu. C uenbto obecrneyeHunst
HaA/IeXallero KOHTPOsIs BCEX M3MEHeHUI B 060pyI0BaHNM, MPOrpaMMHOM ObBecreyeHnn Unm npoueaypax
ONpeaensoTcs U BHeApSoTCs hopManv3oBaHHble PO, OTBETCTBEHHOCTU U NpoLeaypbl. [Npu n3meHeHun
nporpaMmMHoro obecneyeHuns Bcs Heobxoanmas nHdopMaums MUKCUPYETCS N COXPAHSIETCS B CUCTEMHOM XXypHane
ayauTa. Vi3aMeHeHusl onepaLyoHHON cpeabl MOryT OKasblBaTb BAMSIHWUE Ha paboTy npunoxeHuid. Besae, rae ato
MMeeT NpaKTUYECKWI CMbIC, NpoLeaypbl YNpaBieHUst U3MEHEHUSIMU B ONePaLMOHHON CPpeae U B NMPUNOXKEHUSIX
[O/MKHbI 6bITb MHTErpUpoBaHbl. PaccmMaTpyBakoTCcs creayowme MeponpusTus:

onpeaeneHne 1 perucTpaumst CyLeCTBEHHbIX U3MEHEHMWIA;

OLIEHKA BO3MOXXHbIX MOCNEACTBUIA TaKUX U3MEHEHUI;

(bopManusoBaHHas npoueaypa yTBEPXXAEHWS NpeasiaraeMblx U3MEHEHUN;

noapobHoe nHdopMmnpoBaHMe 06 3MEHEHUSIX BCEX 3aMHTEPECOBAHHbIX NNLL;

npoueaypsbl, onpeaensowme 0653aHHOCTU N0 NPEPbIBaHMIO U BOCCTAHOB/IEHNIO paboTbl CPeACTB U CUCTEM
06paboTkn MHbOPMaLIMK, B CyYae HeyAauHbIX M3MEHEHWI NPOrpaMMHOro obecrnedeHus.

10.1.3. MNMpoueaypbl B OTHOLIEHUN NHUNOEHTOB HapyLLIEeHMs MHCbopMaLMOHHON 6Ge3onacHoCTH

0653aHHOCTM 1 NpoLeaypbl MO YNpaBieHWo B OTHOLLEHUM UHLMAEHTOB OnpeaenstoTcst Ans obecrneveHns 6bicTpon,
3hEKTVBHOW 1 OPraHM30BaAHHOM peakuMy Ha 3TW HapyLlueHust MHdopMaUMoHHOM 6e3onacHoCTu. Mpu 3ToM
paccMaTpuBaloTCs CreaytoLme MeponpusTus:



e  [O/MKHbI 6bITb ONpeaeneHbl Npoueaypbl B OTHOLUEHWN BCEX BO3MOXKHBIX TUMOB MHUMAEHTOB HapyLUEHWs
MHbOPMALIMOHHOM 6€30MacHOCTU, B TOM YUCTE:

c6on MHOPMALIMOHHBIX CUCTEM M yTpaTa CEPBUCOB;

oTKka3 B 06cnyxvBaHuu;

OLUMOKM BCNEACTBME HEMOMHBIX UM HETOYHBIX AaHHbIX;

HapyLUeHNs KOHDMAEHUMANBbHOCTY;

B [OMOJIHEHME K 0ObIYHBIM NSlaHaM obecrneyeHns HernpepbiBHOCTY (NpeaHa3HauYeHHbIX 411 CKOPENLLEro
BOCCTaHOBJIEHUSI CUCTEM UM YCIYT) AO/MKHBI CyLLECTBOBATh NpoLeaAypbl BbINOMHEHWS! TPE6OBAHMIA:

o @ aHanv3a 1 naeHTUdUKaLMnM NpUYNHbLI MHUMAEHTA;

o @ nnaHnpoBaHWs 1 BHEAPEHWS CPeACTB, NPefoTBpaLLaloLLmMX MOBTOPHOE NPOsiBIEHVE MHLUUAEHTOB,
npu HeobxoaMMOoCTH;

o @ ncnonb30BaHWs XXYPHANOB ayamuTa M aHanorMyHbIX CBUAETENbCTB;

o (@ B3aMMOAEWCTBMS C NMULLAMM, Ha KOTOPbIX MHUMAEHT OKa3asl BO3AENCTBME WM YYaCTBYHOLWMX B
yCTpaHeHUW NocneacTBUin MHUMAEHTA;

o @ nMHDOPMMPOBaHMSI O AENCTBUSAX COOTBETCTBYHOLLUMX JO/MKHOCTHBIX NNL;

o @ >XypHanbl ayauTa ¥ aHanornyHble CBUAETENbCTBA AO/MKHbI ObITb COBpaHbl U 3aLUMLLEHbI
COOTBETCTBYIOLMM 06pa3oM C LieNbto:

= BHYTPEHHero aHanusa npobnembl;

= 1CMOMb30BaHUS KaK [OKa3aTe/IbCTBO B OTHOLLUEHWM BO3MOXHOIO HapYLUEHNS YCIOBUM
KOHTpaKTa, HapyLUeHWsi TpeboBaHMI 3aKOHOAATENLCTBA WK, B C/TyYae rpakaaHCKuUX Uan
YrONOBHbIX CyAebHbIX pa3bupaTenbCTB, Kacatowmxcs, HanpuMep, 3almTbl NePCOHaNbHbIX
JaHHbIX UM HEMPABOMOYHOMO MCMOSIb30BaHMs! KOMMbIOTEPOB;

= BeJeHusl NeperoBopoB OTHOCMTENIbHO KOMMeHcaumm yulepba ¢ nocTaBLUMKaMm
NporpaMMHOro obecneyeHuns n ycnyr;

o @ peiicTBMS NO YCTPaAHEHWIO COOEB CUCTEM W NNKBUAALMM NOCNEACTBAN MHUMAEHTOB HapyLUeHNUs
MHOPMaLMOHHOM 6€30MacHOCTM JOMKHbI 6bITb NMoA TLATENbHLIM U (hOPMaN30BaHHbIM
KOHTposneM. HeobxoanMo Hannumne npoueayp C Lenbio obecrneyeHnsl yBepeHHOCTU B TOM, YTO:

" TO/IbKO MOJSIHOCTHIO MAEHTUULMPOBAHHOMY M aBTOPM30BaHHOMY MepcoHany
npeaocTaBsieH AOCTYMN K CUCTEMaM U AaHHbIM B cpefie MPOMbILLSIEHHON;

= BCe AeWCTBUS, NPEANPUHATLIE NMPU Ype3BblualiHbIX 06CTOATENBCTBAX, NOAPOOHO
[OKYMEHTaNbHO 0hOPMIIEHbI;

= 0 JENCTBUSAX, NPEANPUHSTLIX NMPU Ype3BblualiHbIX 06CTOATENBCTBAX, COOBLLEHO
PYKOBOZCTBY OpraHu3aLmu, ¥ OHU NpoaHann3npoBaHbl B YCTaHOBIEHHOM MOPSAKE;

= LefIoCTHOCTb BU3HEC-CUCTEM M CUCTEM KOHTPOISI NOATBEPXK/AEHA B MUHMMA bHbIE CPOKM.

10.1.4. PasrpaHu4yeHue o6s13aHHOCTEN

PasrpaHuueHne 0653aHHOCTEN — 3TO CNOCO6 MUHMMU3ALMM PUCKA HELUTATHOIO MCMO/Ib30BaHWS CUCTEM BCIIEACTBUE
OLUMBOYHBIX MMM 3I0HAMEPEHHDBIX AEICTBUIA NoJb30BaTeNel. PaccMaTpyBaeTCsl NPUHLMIM pasrpaHnyeHms
06513aHHOCTEN B OTHOLIEHUM (YHKLMIA YNIPABIEHWS, BbINOHEHUS ONpeaeneHHbIX 3a4a4 U obnacTen
OTBETCTBEHHOCTYM KaK CMocob yMeHbLIEHWSI HEABTOPM30BaHHOM MoAWMUKALMK UMW HEMPABUIBHOMO MCMOJb30BaHUS
MHOPMaLMK UK CEPBICOB.

B cnyuasix, Koraa pasgaeneHue 0653aHHOCTeN OCYLLEeCTBUTL 3aTPyAHUTEIbHO, PACCMATPUBAETCS MCMOJb30BaHMe
APYTVIX MEpOMpUSTHIA MO yrpaBneHnto MHhOPMaLMOHHON 6e30MacHOCTbIO, TaKUX Kak MOHUTOPUHI AeSTENbHOCTH,
1CMOIb30BaHME XXYPHAsOB ayAuTa, @ TakxKe Mep afAMUHUCTPATMBHOMO KOHTPONS. B TO e BpeMsi BaXKHO, YTOObI
ayamT 6e30MacHOCTY OCTaBasICsl HE3ABUCUMOM hyHKLMEN.

MpeanpyHUMAlOTCS Mepbl MPEA0CTOPOXHOCTH, UTOBbI COTPYAHUK HE MO COBEPLUUTL 3/10yNOTpedneHns B obnactu
CBOEI eAMHOSIMYHON OTBETCTBEHHOCTU He Byayun 06Hapy>XeHHbIM. VHMLMMPOBaHME COBbITUS OTAENSETCS OT ero
aBTOpM3aLMKN. PaccMaTpuyBaloTCS CrieaytoLme MeponpusaTUs Mo YnpaBieHuio MHMOPMaLIMOHHOM 6e30MacHOCTbIO:

° pasrpaHunyeHune MOJTHOMOYUIA B OTHOLUEHUW BUAOB AeATENIbHOCTU, KOTOPbIE CO34al0T BO3MOXXHOCTb CroBOpa
anga ocyuwecTBieHna MOLWEHHNYECTBa, HanpuMep, d)OpMMpOBaHVIe 3adKa30B Ha 3aKynkKy 1 NoATBEPXAEHUA
NoJly4eHns TOBapoB;

o Nnpv HannM4nn onacHOCTU CroBopa MepPOoNpUATUA AOJTXKHbI 6bITb npoAyMaHbl Tak, 4yTObbI B OCyLLECTBJIEHUN
onepaummn y4actsoBasu ABa Unn 6onee nuua AN CHMXEHUST BO3MOXHOCTM COXpaHeHUA TalHbl crosopa.

10.1.5. PasrpaHuyeHne cpepq pa3paboTku 1 MPOMBILLSIEHHONM SKCnyaTaumm



Mpw pasgeneHun cpen paspaboTKu, TECTUPOBAHUS U NPOMbILLIEHHON 3KCMyaTauumn pasaenstoTcs poam U dyHKUmMKn
CoTpyAHUKoB. MpaBuna nepeeoaa NporpaMMHOro obecreveHmns 13 cTatyca pa3pabaTbiBaeMoro B CTaTyC MPUHSATOMO K
3KCMyaTaUmy ONpeaensoTcs U JOKYMEHTaNIbHO 0hopMASOTCA.

[lesTenbHOCTb, CBA3aHHas C pa3paboTKoi U TECTUPOBaHWEM, SIBAISIETCS NMPUUMHON Cepbe3HbiX NPo6seM, Hanpumep
HexenaTtenbHbIX U3MeHeHWI (aiinoB UM CUCTEMHON Cpeabl, @ Takxke CUCTeMHbIX c6oeB. Mpy 3TOM obecneunBaeTcs
HeobX0AUMbIN YPOBEHb Pa3feneHns MexAay CpeaaMu NMpOoMbILLIEHHONM SKCMyaTaumum No OTHOLIEHMIO K cpesiaM
TECTUPOBaHUs, a Takxe A1 NpeAoTBPaLLeHMs OnepaLMoHHbIX CO0eB. AHaNOrMYHoe pasfeneHre Takke peanmnsyercs
Mexay BYHKUMSMU pa3paboTkM 1 TeCTUpOBaHKs. B aToM criydae noaaepxvBaeTcsl B paboyeM COCTOSIHUM OTAeNbHas
cpena, B KOTOPOI BbINOJSTHSETCS KOMM/IEKCHOE TECTUPOBAHME C M3BECTHOM CTabUbHOCTbIO M NpeaoTBpallaeTcs
HeCaHKLIMOHMPOBaHHbIV AOCTYN CO CTOPOHbI pa3paboTUmMKOB.

TaM, rae COTPYAHMKKM, OTBEYatoLwme 3a pa3paboTKy U TECTUPOBAHWE, UMEKOT AOCTYN K CUCTEME M AaHHbIM Cpefpbl
MPOMBILLIEHHOW 3KCMJTyaTaumm, OHU UMEOT BO3MOXHOCTb YCTAHOBUTb HEABTOPM30BaHHYIO U HE MPOTECTUPOBAHHYIO
nporpaMMy Un U3MeHWUTb JaHHbIE B ONepaLMOHHON cpeae. MNpUMEHUTENBHO K psiily CUCTEM 3Ta BO3MOXXHOCTb MOXET
6bITb MCNOMb30BaHa C Lienblo 3/10ynoTpebneHns, a UMEHHO A/151 COBEPLUEHMS] MOLIEHHUYECTBA WK YCTaHOBKM He
NPOTECTUPOBAHHOW MM BPEAOHOCHOM NporpaMmbl. He MpoTecTMpoBaHHOE WK BPEAOHOCHOE NMPOrpaMMHOE
obecreyeHne MoXeT BbITb NMPUUNHON CepbE3HbIX NPO6/ieM B ONepaLMoHHON cpeae. Pa3paboTumnku 1 CNeLnanucTbl,
NpoBOASILUME TECTUPOBaHWE, MOMYT Takxe BbITb MPUUMHON Yrpo3 ANns 6e30nacHOCTU onepaLMoHHOM MHdopMaLmMn 1
CUCTEMBI.

Kpome Toro, ecnim paspaboTka 1 TECTUPOBaHWE NMPOV3BOASATCS B OLHOM KOMMBIOTEPHON Cpefe, 3TO MOXET CTaTb
NPUYMHON HeNpeaHaMepeHHbIX U3MEHEHUIA MPOrPaMMHOro obecrnedeHns v uHdopMaumu. PasgeneHue cpea
pa3paboTKu, TECTUPOBAHUS W SKCNyaTauum SBASETCS, CNeA0BaTeNbHO, LenecoobpasHbiM Ans YMEHbLEHUS pycka
CNYYalHOTO U3MEHEHWsI UM HEaBTOPU30BaHHOIO AOCTYMA K MPOrpamMMHOMY 06ecreyeHmnto 1 AaHHbIM cpespbl
MPOMBILLMIEHHO 3KCMJTyaTaumm. PaccMaTpuBaloTCs CleaytoLme MeponpusTUs No ynpaeneHnio MHopMaLMOHHON
6e30MacHOCTbIO:

e  MporpaMMHoe obecrniedeHne A1 pa3paboTky 1 3KCMyaTaumm, No BO3MOXKHOCTM, AO/HKHO paboTaTb Ha
Pa3NNYHbIX KOMMbIOTEPHbIX MPOLIECCOPaX UM B Pa3/INUHbIX AOMEHAX TN AUPEKTOPUSX;

AECTBMS Mo pa3paboTke U TECTUPOBAHWUIO AO/MKHbI 6bITb pa3aesieHbl, HACKOIbKO 3TO BO3MOXHO;
KOMMUNSITOPbI, PeAAKTOPbl U ApYrMe CUCTEMHbIE YTUMWUTbLI HE A0/MKHBI ObITh OCTYMHbI B ONEpaLMOHHOM
cpene 6e3 KpaiHel HeobXoaANMOCTH;

e YTOObl YMEHbLUMTL PUCK OLUIMGOK, ANSt ONEpPaLMOHHBIX 1 TECTOBbLIX CUCTEM AO/DKHbI UCMOb30BaThCS
pasnunyHble Npoueaypbl perucTpaumn (Bxoga B cuctemy). MNonb3oBaTensam clneayeT pekoMeHA0BaTh
NPUMEHEHNE Pa3NIMYHbIX Maposei ans 3TUX CUCTEM, @ B UX SKPAHHBIX MEHIO A0/MKHbI MOKa3bIBATbCS
COOTBETCTBYIOLME UAEHTUDWKALMOHHBIE COOBLLEHNS;

e  pa3paboTuMKu MOTYT UMETb AOCTYM K MaposisiM CUCTEM OMEPALIMOHHON Cpefibl TOIbKO B TOM Clly4yae, eciu
BHeZIpeHb! CrielyanbHble MepONpUSTUS MO MOpsSAKY NPefoCTaBNeHNs napone Ans Noaaep»ku cpeabl
MPOMBILLMIEHHON 3KCMJTyaTaummn. T Mepbl A0SHKHbI 06ecreUnBaTb CMEHY NMaposiel Nocsie UCMosb30BaHWSI.

10.1.6. YnpaeneHue cpedcmeamu o6pabomku uHghopmayuu cmopoHHUMU Jluyamu u/unu
opz2aHu3ayusmu

Vicnonb3oBaHmWe CTOPOHHMX NOAPAAYMKOB ANS YNpaBneHusl CpeacTBaMm 06paboTkn MHbopMaLun SBASIETCS!
MoTeHUManbHOM yrpo3oi Ans 6e30nacHOCTM, NMOCKO/bKY BO3HUMKAET BO3MOXHOCTL KOMMNPOMETaLMM, NOBPEXAEHNS
W NMOTEPU AaHHBIX B OpraHu3aummn noapsiaYmka. Takme pucku MaeHTUGULMPYIOTCS 3apaHee, a COOTBETCTBYHOLLME
MEpONpUATUS MO YNPaBieHNo NHMOPMaLMOHHON 6E30MacHOCTbLIO COrNacoBbIBalOTCS C NOAPSAYMKOM U BKIOYAOTCS
B KOHTpPaKT.

B 3Tnx ycnosusax TPEGYETCH peLleHne cneunanbHbIX BOMPOCOB:

e MAEHTUDMKALMA BAKHBIX WU KPUTMUECKUX BU3HEC-NIPUMOXKEHUI, KOTOPbIE Jlyullie OCTABUTL B
opraHusaumu;

e ronyyeHne ofobpeHuns BNafesbLEeB KOMMEPUECKUX BU3HEC-NIPUIOKEHWIA;
OLIEHKA B/IMSIHWA Ha NaHbl 06ecneyeHmns HenpepbIBHOCTU BU3HeCa;
orpezeneHune nepeyHsi CTaHaapToB 6e30MacHOCTM, KOTOPbIE A0/MKHbI 6biTh BKITHOUEHBI B KOHTPAKTbI, U
npoleayp NpOBEPKM BbIMOHEHNS MX Tpe6oBaHUI;



e  pacnpeaeneHve KOHKPETHbIX 06s3aHHOCTelN 1 npoueayp Ans 3pheKTMBHOrO MOHUTOPUHIA BCEX
MPUMEHSIEMbIX BUIOB AEATENbHOCTY, CBSA3aHHbIX C MH(OPMALIMOHHON 6€30MacHOCTbIO;

e  onpeaeneHve 06s3aHHOCTEN M NpoLeayp B OTHOLLEHUU MHGOPMUMPOBAHUS U YNPaBIeHWsi MPOLeccamm
NMKBMAALMM NOCNEACTBUIA UHUMAEHTOB HapyLIeHUs MHMOPMaLMOHHO 6e30MacHOCTH.

10.2. NMnaHupoBaHWe Harpy3Kku U NpMemMKa cucTem
Llenb: cBegeHne K MUHUMYMY pucka cboeB B paboTe cucTem.

[Ons obecneyeHnst AOCTYMHOCTM AaHHbIX, TPEGYEMOI NPOU3BOANUTENBHOCTM U PECYPCOB CUCTEM NMPOBOAUTCS
npeaBapuTesibHOE MIaHMPOBAHME U MOArOTOBKaA.

[na CHWKeHWs pycKa neperpysku CUCTEM NPOBOAMTCS aHanm3 npennonaraeMoﬁ €€ Harpysku.

TpeboBaHMs K 3KCMyaTaLMm HOBbIX CUCTEM ONPEeAENsItOTCS, AOKYMEHTaIbHO 0hOPMIISIIOTCS U TECTUPYIOTCS Nepes nx
NpUEMKON 1 UCMONb30BaHNEM.

10.2.1. NMnaHnpoBaHue NPON3BOAUTENTLHOCTU

[ns obecneyeHns: HEO6XOAMMBIX MOLLHOCTEN MO 06paboTKe 1 XpaHEHUIO MHGOPMALMM aHANM3UPYOTCS TeKyLume
TpeboBaHNSA K MPOU3BOAUTENIBHOCTM, @ Takxke NporHo3 6yayLmx. ST NPOrHo3bl YYUTHIBAIOT HOBbIE
(PyHKLUMOHAsbHbIE U CUCTEMHbIE TPeboBaHNS, a TaKkKe TeKyLUMe MaaHbl 1 NepCrneKTUBHbIE N1aHbl Pa3BUTUSA
MHOPMALIMOHHBIX TEXHOIOMMIA B OpraHu3aLuu.

CepBepbl TpebyoT 0c060r0 BHUMAHUS BCIEACTBUE 3HAUMTENbHBIX (DUHAHCOBBIX M BPEMEHHbIX 3aTpaT Ha MOBbILUEHWE
UX NPOU3BOAUTENBHOCTU. PyKOBOAWTENN, OTBEYaIOLLME 32 NPEeAOoCTaB/IEHNE CEPBEPHBIX YCIYT, MPOBOAST MOHUTOPUHI
3arpy3ku KIItOUYEBbLIX CUCTEMHBIX PECYPCOB, B TOM YMC/IE NMPOLIECCOPOB, ONEPATUBHON U BHELLIHEN NaMsaTU, NPUHTEPOB
W ApYruX yCTPOWCTB BbIBOAA, @ TaKXKe CUCTEM CBSA3W. DTU PYKOBOAUTENM OMPEAENstoT obLume noTpebHOCTU 1
TEHAEHUMW B UCMOJIb30BaHNM KOMMbIOTEPHBIX PECYPCOB, YTO OCOGEHHO BaXKHO A1l NMOAAEPXKKM BU3HEC-MPUITOXKEHNI
WM CUCTEM yNpaB/ieHUs ANst PyKOBOACTBA.

10.2.2. NMpuemka cuctem

Mepen NpUEMKOI CUCTEM OMNpeaeNsitoTCS KPUTEPUM MPUEMKU HOBbIX MH(HDOPMALIMOHHbLIX CUCTEM, HOBbIX BEPCUIA U
06HOBIEHUI, @ TaKXe NMPOBOAUTCS HEOBXOAMMOE UX TECTUPOBaHWe. TpeboBaHUS 1 KpUTEPUK AN NPUHSTUS HOBbIX
CUCTEM YETKO OMPEeaeNitoTCs, COracoBbIBAOTCS, AOKYMEHTaIbHO OChOPMIISIHOTCS U TECTUPYIOTCS. B 3TUX Lensix
HEOBX0AMMO MPefyCMOTPETL CIEAYHOLLME MEPOTPUSTUS MO YNPaBNeHUI0 MHOPMAaLMOHHON 6e30MacHOCTbIO:

OLIEHKa BbINOSIHEHUS TPEHOBaHMIM K MOLLHOCTM U MPOU3BOANUTENBHOCTY KOMMbIOTEPA;
onpeaeneHne npoueayp BOCCTaHOBIEHNS Mocne c6oeB U MOBTOPHOrO 3arnycka, a Takke GopMUpoBaHue
nnaHoB obecneyeHuns HenpepbIBHOM PaboThl;

° noaroToBka U TeCTUpPOBAHUE TUMOBbLIX ONEPALMOHHBLIX MPOLIECCOB Ha COOTBETCTBUE OMNpeAeSIEHHbIM

CTaHpapTam;

Hanuune HeobxoaMMoro Habopa CpeacTB KOHTPOSS MHGOPMaLMOHHOM 6e30MacHOCTY;

pa3paboTka 3pheKTUBHBLIX PyKOBOACTB MO npoueaypam;

obecneyeHne HenpepbiBHOCTM bK3HeCa;

obszaTenbHas NpoBEPKa OTCYTCTBUA He6ﬂaFOI'IpVI$ITHOF0 BTMAAHNA HOBbIX CUCTEM Ha CyLllecTByloLmne,

0co6eHHO BO BpeMs MakCMMaslbHbIX HAarpy30K, HanpuMep, B KOHLE Mecsua;

e  KOHTPOJ/Ib MPOBEAEHUS aHanM3a BIIMSIHUS, OKa3blBaEMOro HOBOM CUCTEMOM Ha 06LLyt0 MHMDOPMAaLMOHHYO
6e30MacHOCTb OpraHu3auuu;

° opraHusauus npo¢eccm0Haan0|7| NnoAroToBKM NMepcoHana K akcrniyatauum U ncrnosb30BaHUIO HOBbIX
cUcTeM.

NSt KOHCyNbTaLMiA Ha Bcex 3Tanax pa3paboTky HOBbIX CUCTEM MPUBEKAIOTCS CYX6bl NOAAEPKKM (3KCMAyaTaumm) u
NoMb30BaTeNN C Lienbto obecrneyeHms 3chheKTUBHOW 3KCNTyaTaLmnm NPoOeKTMPYEMON CUCTEMbI. [py 3TOM NPOBOASTCS
COOTBETCTBYIOLME TECTbI AJ1s1 NOATBEPXKAEHUS TOTO, YTO BCE KPUTEPUM NPUEMKHM YAOBETBOPEHBI MOSTHOCTHIO.

10.3. 3awmTa OT BpeAOHOCHOIo NporpaMMHoOro obecne4veHus



Lenb: obecneveHune 3awmTbl LENOCTHOCTM MPOrpaMMHOro obecrneyeHns n MaccMeoB UHMOPMaLIMA.
MprHMMatOTCS Mepbl NpefoTBpaLLeHnst 1 0bHapyXXeHWs1 BHEAPEHMS] BPeAOHOCHOr0 NporpaMMHOro obecneveHus.

MporpaMMHoe obecriedeHne 1 cpeactea 06paboTkn MHGOPMALMK YA3BUMbI K BHEAPEHUIO BPEAOHOCHOMO
MPOrpaMMHOro obecrneyeHusi, Takoro Kak KOMMbIOTEPHBIE BUPYChl, CETEBLIE «YEPBU», «KTPOSIHCKME KOHW» U1
nornyeckue 60M6bI. Monb3oBaTeny 0CBEAOMASIOTCS 06 ONACHOCTM UCMOIb30BaHUS HEABTOPU30BAHHOMO UK
BPELOHOCHOrO NMpOrpaMMHOIO 06ecreyeHs, a COOTBETCTBYIOLLME PYKOBOAWUTENM 0becneymBatoT BHEAPEHWE
creumanbHbIX CPeACTB KOHTPOJIS C LEeNbio 06HapY»XeHUs u/unv NpeaoTBpaLleHmnst MPOHUKHOBEHWS MOAOGHbIX
nporpamMM. B 4acTHOCTM, BaXKHO NMPUHATME Mep NPefOCTOPOXHOCTY C Liefibio 06HApYXXEHWsI U NPeaoTBPaLLEHMS
3apaXKeHusi KOMMbOTEPHLIMU BUPYCaMM MEPCOHasbHBIX KOMMbIOTEPOB.

10.3.1. MeponpusaTusa No ynpaBneHuo MHgopmMaLmoHHon 6e3onacHOCTLIO Ans 60pbLOLI €
BPEeAOHOCHbLIM NPOorpaMMHbIM o6ecneyeHnem

C uenbio 06HapyXeHUs U NPeAoTBPaLUEHMS MPOHWUKHOBEHWSI BPEAOHOCHOIO NMPOrpaMMHOro obecrneyeHus
HeobXoAMMO M/aHNpoBaHMe 1 peanu3aums MeponpuUsTHiA No yNpaBneHnto MHPOPMaLUMOHHOV 6e30MacHOCTbIO, a
Takxe hopMMpoBaHue npoLeayp, obecrneyrBatowmMx COOTBETCTBYIOLLYIO OCBEAOMIIEHHOCTb MOMb30BaTesNei. 3awuTa
OT BPEAOHOCHOro NPOrpaMMHOro o6ecrneyYeHnsi OCHOBbLIBAETCS Ha NMOHMMaHUK TpeboBaHMi 6e30nacHoCTy,
COOTBETCTBYIOLLMX Mepax KOHTPOJIS AOCTYNa K CUCTEMaM W Ha[/IeXaLleM YrpaBieHU U3MEHEHUSIMU,
PaccMaTpuBaloTCs Creaytolye MePONpUSTIS Mo yNpaBneHnto MHOPMaLMOHHOK 6830MacHOCTbIO:

e MONUTUKY, TPEBYOLLYtO COBMOAEHUS NIMLEH3VMOHHBIX COTMALLEHMI U YCTaHaBAMBAIOLLYIO 3anpeT Ha
MCMoNb30BaHNe HeaBTOPU30BaHHOIO NMPOrpaMMHOro obecneyeHus;

e MOMUTUKY 3aLUMTbI OT PUCKOB, CBS3AHHBIX C MOMyYeHWEM (aiifioB U NporpaMMHOro obecneyeHns U3
BHELLHWX CETel, Yepes BHELUHWE CETU UnKn 13 No6oii Apyroi cpeapl. B 3Tol NonuTunke AOMKHO
cozepXaTbCsl yKasaHve 0 HeOBXOAMMOCTU NMPUHATUS 3aLUUTHBLIX Mep;

e  YCTaHOBKY W perynsipHoe 06HOBMEHWE aHTUBMPYCHOrO NPOrpaMMHOro obecreyeHuns Ans o6Hapy>XeHus 1
CKaHMPOBaHWUS KOMMbIOTEPOB U HOCUTENE MHOPMaLIMK, 3anyckaeMoro B cilydae Heo6XxoaAMMOCTH B
KayecTBe NMPeBEHTUBHOW Mepbl UM PYTUHHOW NpoLeaypbl;

e  MpoBeAEeHVE PerynspHbIX MHBEHTApPM3aLUMi MPOrpaMMHOro 06eCrneyeHnst U AaHHbIX CUCTEM,
noaAepXXvBaloLLMX KpUTndeckue GusHec-npoueccsl. Heobxoamma Takke opmanv3oBaHHas npoueaypa no
paccnefoBaHUIO NPUYMH MOSIBEHMS TOBBIX HEAaBTOPU30BAHHBIX UM M3MEHEHHBIX (halifioB B CUCTEME;

e  npoBepky Bcex ainos Ha HoCUTENSX MHDOPMALMN COMHUTENBHOIO UM HEAaBTOPU30BaHHOIO
MPOUCXOXAEHUS UK haiinoB, NOMyYEHHbIX U3 0BLLEAOCTYNHBIX CETEW, Ha HanMuMe BUpYCOB nepes paboToi
¢ 3TvMu aiinamu;

e MpOBEPKY JIHOObIX BIOXEHWUI 3M1EKTPOHHON MOYTHI M CKauMBaeMon MHGOPMaLMK Ha Hanmune BpefOHOCHOMO
NporpaMMHOro 06ecrneyeHns Ao UX UCTOb30BaHWS.

OTa NpoBepKa BbIMOSHAETCS B pasHblX TOYKaxX, HanpuMep, Ha 3J'IEKTp0HHOl7l no4yTe, NEPCOHAJIbHbIX KOMMNbKOTEPAX MU
npu BXoAe B CETb OpraHn3aunin:

e  ynpaBneHYecKue NpoLeaypbl 1 0653aHHOCTH, CBA3aHHbIE C 3aLUMTON OT BUPYCOB, 06yYeHME NPUMEHEHNIO
3TMX NpoLeayp, a TakxKe BOMpPOCh! OMNOBELLEHNS 1 BOCCTAHOB/IEHUS MOC/IE BUPYCHbIX aTak;

e COOTBETCTBYIOLLUME MlaHbl MO 06eCreyYeHunto HENMpPepPbLIBHOCTM 613HECA B YacTV BOCCTAHOBIIEHNS NOC/e
BUPYCHbIX aTak, BK/ouas Bce He06X0AMMbIE MEPONPUSATUS MO PE3EPBMUPOBAHMIO U BOCCTAHOB/IEHWIO A@HHbIX
1 NporpaMMHOro obecneyeHus;

e poueaypbl MO KOHTPOSIIO BCEl MHbOPMaLMK, KacatoLwencst BpeLoHOCHOro NporpaMMHOro obecreyeHus,
obecrieyeHne TOUHOCTU U MHOPMATUBHOCTY NPeayrnpeanTebHbIX CO06LIEHUIA. 1S onpeaeneHus
pasnMuKs MeXay NOXHbIMU U peasibHbIMK BUPYCAMU A0SKHbBI MCTONb30BaThCsl NpodeccuoHasnbHble
WCTOYHWUKK, HaNpUMep, 3ac/ly>X1BaIOLLIME JOBEPUS XXYPHallbl, UHTEPHET-CAMTbI U MOCTaBLUMKM
aHTVBMPYCHOrO NPOrpaMMHoro obecrneyeHms. NepcoHan AoskeH GbiTb OCBEAOMIIEH O NPOBIEME NOXKHbIX
BUPYCOB 1 AENCTBUAX NMPU UX MOSTYUYEHNUN.

3TV MeponpusTMSt 0CO6EHHO BaXKHbl B OTHOLUEHUM CETEBbIX (DalSIOBLIX CEPBEPOB, 06CTYXKMBAOLMX HONbLIOE
KOMIMYeCTBO paboumx CTaHUuM.

10.4. BcnomorartenbHble onepauum



Llenb: noaaepxaHue LeIoCTHOCTU M AOCTYMHOCTM YCnyr no 06paboTke MHGOpMaLIMK U CBA3M.

B COOTBETCTBUM C YTBEPXXAEHHON CTpaTErvei yCcTaHaBNMBaloTCA pery/sipHble NMpoLeaypbl pe3epBMpOBaHus
NPUKMIAAHOMO NPOrpaMMHOro obecrnedeHusi, hopMUPOBaHKS KOMMUIA AaHHbIX U TECTUPOBAHUS, X CBOEBPEMEHHOMO
BOCCTAHOBJIEHWS], PErucTpaumm cobbITUiA U OLWIMGOK U1, rae HeobXoAMMO, MOHUTOPUHIA COCTOSIHUS annapaTHbIX
CPeacTB.

10.4.1. PesepBupoBaHue nHpopmaumm

Pe3epBHOE KOMMpOBaHME BaXKHOM CyxebHON MHMOPMaLMKU U NPOrpaMMHOr0 0becrieyeHus BbINOSHAETCS Ha
perynsipHoi ocHoBe. ObecneunBaloTcs afekBaTHble CPEACTBa Pe3epPBMPOBaHMS Ans obecrneyeHnst yBePeHHOCTH B
TOM, YTO BCS BaXKHas Aenosas nHdopMaumsa 1 nporpaMMHoe obecrnieveHre cMoryT 6biTb BOCCTAHOB/IEHbI MOCNE
6enctaust unu cbost 060pyaoBaHKs. MeponpusiTUsl MO Pe3epBUPOBAHUIO 1S KAXKA0WM OTAENbHON CUCTEMbI PETYSIPHO
TecTMpytoTca Ans obecnevyeHns yBepeHHOCTU B TOM, YTO OHW YAOBAETBOPSIOT TpeboBaHWSM MIaHOB Mo
obecneyeHunto HenpepbiBHOCTU paboTbl «OKIMB». B 3Tux Criydasix NPUMEHSAIOTCS Creaytolime MeponpusTus no
ynpasneHuio MHhopMaLMOHHON 6e30MacHOCTbIO:

e  MMHMMa/bHO HEO6XOAMMbIN 06BEM PE3EPBHON UH(OPMALIMM, BMECTE C TOYHBIMM U MOJIHBIMM
PErMcTpaLMOHHbIMM 3aMnMCSMK N0 COAEPXKaHMIO PE3EPBHBIX KOMUIA, @ TakoKe AOKYMEHTaLMs Mo npoueaypam
BOCCTaHOB/IEHMS BO M36eXaHWe Nto6oro NOBPeXAEHWS OT CTUXUIMHBIX 6eACTBUI A0/MKHBI XPaHUTLCS B
[OCTaTOYHO OTAQ/IEHHOM MECTE OT OCHOBHOIO 37aHus. Mo KpaliHel Mepe Tpu NoKoseHus (LUMKa)
pe3epBHOV MH(OPMaLMK JO/MKHbI 6bITb COXPAHEHbI A1 BaXKHbIX GU3HEC-TNPUNOKEHU:

e  pe3epBHas MHMOPMaLWs AO/MKHA 6bITb 06ecrneyeHa rapaHTYPOBaHHbLIM YPOBHEM (DM3UYECKON 3alUMTbl U
3alUMTbl OT BO3AENCTBUI OKpY>KatoLLel cpeabl B COOTBETCTBUM C YPOBHEM 6€30MacHOCTV B OCHOBHOM
34aHUK. MeponpusTis, MPUMEHsieMble K 060py0BaHMIO B OCHOBHOM 3Aj@aH1M, AOKHBI PacrpoCTPaHSATLCS
Ha PE3EPBHbIN MyHKT;

e  pe3epBHOe 060pyaAOBaHME AO/MKHO PEryIsipHO MOABEPraThCs TECTUPOBaHUIO As obecrneyeHms
YBEPEHHOCTM B TOM, UYTO B C/ly4yae BOZHUKHOBEHMS Ype3BblYalHbIX CUTyaLuii Ha ero paboTy MOXHO
NOMOXUTbCS;

e  poLeaypbl BOCCTaHOBEHMS CNEQyET PErynsapHO aKTyanmM3vMpoBaTh M TECTUPOBATL A1 obecneyeHms
YBEPEHHOCTM B X 3 EKTUBHOCTM, @ TAKXKE B TOM, YTO AN BbINOSIHEHUS 3TUX MpoLeayp noTpebyeTcs He
60/1blLE BPEMEHU, YEM OMNpPEAESEHO OMNepaLMOHHbIMU NPOLIEAYPaMM BOCCTAHOBIEHNSI.

OnpenensTcs Nepuoabl XPaHEHWs! BaXKHOW Cly>KebHOM MHGOpMaLmK, a Takoke yunTbiBas TpeboBaHUS K apXVBHbIM
KOMMUSIM JONITOBPEMEHHOTO XpaHEeHUsI.

10.4.2. >)KypHansl gecTBuiA onepartopa
OnepaTopbl BeayT XypHain, B KOTOPOM (DUKCUPYETCS:

BPEMSI Hayarna 1 3aBepLueHnst paboTbl CUCTEMbI;

OLUMBKM CUCTEMBI U MPEANPUHSATLIE KOPPEKTUPYIOLLME AENCTBUS;

noATBEPXXAEHME NPaBUIIbHOV 06paboTkM AaHHbLIX (DafoB M BbIXOAHBIX AaHHbBIX KOMMbIOTEPA;

NNYHbIE AaHHbIE (HanpuMep, hamMunns, AOMKHOCTb) NMPOM3BOASILLErO 3amnvcu B XXypHan Creuuanvcra.
XXypHanbl onepaTopa A0MKHbI 6bITb NMPEAMETOM MOCTOSHHBIX HE3ABUCKMMbIX MPOBEPOK HA COOTBETCTBUE
TpeboBaHMAM OnepaLMOHHbIX NpoLeayp.

10.4.3. Peructpaums owmo60K

06 owwwnbkax HeobXoAMMO AOKIAAbIBaThL U NMPUHMMATb KOPPEKTUPYIOLIME AENCTBUSI B COOTBETCTBIM C YCTAHOB/IEHHBIM
nopsakoM. Heo6xoanMMo perncTpupoBaTh COObLLEHUS MoMb30oBaTenei 06 owmnbkax, CBs3aHHbIX C 06paboTKoN
nHdopMaLmMm Umn cuctemMamm €Bsi3n. PaspabaTbiBaloTcs YeTkue npasuia 06paboTky AoMNyLLEHHBIX OLNGOK,
BKJIIOUalOLLME:

e aHanu3 owmbok ans obecrneyeHns yBepeHHOCTN B TOM, YTO OHM 6bisin YAOBNETBOPUTENbHBIM 06pa3oM
YCTPaHeHbl;

e  aHanu3 NpeanpuHATbIX KOPPEKTUPYOLWMX Mep, obecneymBaloLLnMX yBEPEHHOCTb B TOM, YTO MEPOMPUATUS MO
ynpaBneHnio MHPOPMaLMOHHON 6e30MacHOCTbIO He Bblfiv CKOMMPOMETUPOBaHbI (HapYLLIEHbI) 1
npeanpuHATbIE AEUCTBUS HaZnexallyM 06pa3oM aBTOPU30BaHbI.



10.5. YnpaBneHue ceTeBbIMU pecypcamu
Llenb: obecneyeHne 6e3onacHOCTN MHDOPMaLMK B CETSIX M 3alUMTbl NOAAEPXXMBAIOLLEN MHDPACTPYKTYpbI.

YnpaBneHue 6e30MacHOCTbIO CETEN, PacrNoNOXEHHbIX 3a Npeaenamu rpaHul, Tepputopun FbY3 AO «OKIB», TpebyeT
BHMMaHUS.

[lononHuTenbHble MEPONPUATUS MO YNpaBieHnio VIHCbOpMaLlVIOHHOVI 6e30nacHOCTbIO Takxke Tpe6YIOTCF| Ana 3awmnThl
BaXXHbIX AaHHbIX, NepeaaBaeMbIX YEpPE3 O6I.Lle£l0CTYI'IHbIe CeTun.

10.5.1. CpeacTBa KOHTPONA CeTEBbLIX PECypcoB

[nsa obecneyeHuns TpebyeMoro ypoBHs 6€30MacHOCTU KOMMbIOTEPHLIX CETEN U ero NoAAEPXKY TpebyeTcst KOMIIeKC
CpencTB KOHTPOSIsl. PykoBoauTeNy, oTBeYatoLme 3a NOAAEPXKKY CETEBbIX PeCypcoB, 06ecneymBaloT BHeapeHue
CpeacTB KOHTPONsi 6€30MacHOCTU AaHHbIX B CETSX M 3aLUMUTY MOAKIOUYEHHBIX CEPBUCOB OT HEABTOPU30BAHHOMO
[ocTyna. PaccMaTpuBaloTcs crieaytolme Mepbl 1 CPeaCcTBa yrpaBieHust MHPOpMaLMOHHOM 6e30MacHOCTbIO:

crnepyeT pacnpefensTb OTBETCTBEHHOCTb 3a NojAepXKaHUe CETEBbIX PECYPCOB M KOMMbIOTEPHbIX OrnepaLuii;
cnepyeT yCTaHaBIMBaTh Npoueaypbl M 0653aHHOCTU MO YNpaBAeHWIO yYaaneHHbIM 060pyaoBaHNeEM, BKIOYas
060pyaoBaHNe, YCTAaHOBIEHHOE Y KOHEYHbIX MoJib30BaTeNen;

o ecnum HGOGXOLI.VIMO, cneunanbHble CpeacTBa KOHTPOIA CneayeT BHEAPATb Ans obecneveHns
KOHd)VI,El,EHLl,VIaJ'IbHOCTVI N LUENOCTHOCTU AaHHbIX, NpoxoasLlux no O6LL|,€,C|,OCTyrIHbIM CEeTAM, a TaKxXe and
3alUMTbl MOAK/IOYEHHbBIX cucTeM. MoryT Takxe NoTpeboBaThbCsl crielmasnbHble CpeacTBa KOHTPONS Ans
noazaep)XaHusl AOCTYMHOCTU CETEBbLIX CEPBEPOB M paboumx CTaHUui;

o ﬂeVICTBMﬂ Mno ynpasJieHUO HeO6XOAVIMO TWaTeSIbHO CON3MEPATb KakK C TpEﬁOBaHMﬂMM K cepsucam oT
6usHeca, Tak 1 ¢ 0bwmmMmn TpeboBaHMsaMK K obecriedeHnio 6e30MacHOCTU MHPPaCTPYKTYpbl 06paboTku
MH(opMaLmun.

10.6. BezonacHocTb HOcHUTenen nHpopmauun

Llenb: npenoTBpalleHne NoBpexaeHuii akTMBOB U NpepbiBaHWii brusHec-npoLeccos. Vicnonb3oBaHue HocuTenein
MHOPMaLMKM JOMKHO KOHTPOJIMPOBATLCS, @ Takxke Jo/mkHa obecneunBaTbes Ux husnyeckasi 6e30MacHOCTb.

COOTBETCTBYIOLLME NPOLEAYPbI 3aLLUMTbl JOKYMEHTOB, KOMMbIOTEPHBIX HOCUTENEN HAOPMaLIMK (FIEHT, AVNCKOB,
KacceT), AaHHbIX BBOAA/BbIBOAA M CUCTEMHOMN [OKYMEHTALIMM OT MOBPEXAEHMI, BOPOBCTBA 1 HEMPAaBOMOYHOMO
[0CTyMNa onpeaenstoTcs «B pernameHTe paboThl C BHELIHUMK PECYPCaMM».

10.6.1. Ucnonb3oBaHMe CMEHHbIX HOCUTENEN KOMNbLIOTEPHOM MHpOpMaLMK

Pa3pabaTbiBaloTCsl NPOLEAYPbl MO UCMOSTb30BaHMIO CMEHHBIX HOCUTENEN KOMMbIOTEPHON MHMOPMaLMK (JIEHT, ANCKOB,
KacCeT, a TakXKe NeyaTHbIX OTYETOB). B 3TMX Cryyasix paccMaTpuBatloTCa CleayroLimMe MepONpUSTUS MO yNpaBieHuo
MHMOPMaLIMOHHOM 6e30MacHOCTbLIO:

e EC/N HOCUTENM MHGOPMALMM MHOFOKPaTHOMO MCMO/b30BaHUs 6osiblue He TPebyHoTCs U NepeaatoTcs 3a
npeaenbl OpraH13aLmm, To UX COAEPXKMMOE A0MHKHO BbITb YHUUTOXKEHO;

e B OTHOLLEHWWN BCEX YHUUTOXKAEMbIX HOCUTESNEN MHAOPMALMK LO/KHO 6bITb NMPUHSATO COOTBETCTBYIOLLEE
peLleHune, a Takke Jo/kHa BbiTb CenaHa 3an1cb B PErMcTpaLMoHHOM XXypHare, KOTopbIi creayert
XPaHuUTb;

e  BCe HOCMTENM MHGDOPMALMK CNesyeT XpaHUTb B HAAEXHOM, 6€30MacHOM MecTe B COOTBETCTBUN C
Tpe6oBaHUAMM U3roTOBUTENEN.

Bce npoueaypbl aBTopusaumm A0KHbI ObITb YETKO AOKYMEHTUPOBAHbI.
10.6.2. YTunusauus HocuTtenen uHcdopmaumm

Hocutenu nHdopMaLmm no OKOHYaHMIO UCMONb30BaHMS HAAEXHO M 6e30MacHO YTUIN3UPYHOTCS. BaxkHas
MHdOpMaLMS MOXKET MOMACTb B PYKW MOCTOPOHHYX NNL U3-3a HEGPEXHON YTUIM3aALMM HOCUTENEN AaHHbIX. YTOBbI



CBECTU K MMHUMYMY TaKOW PUCK, YCTaHaBNMBaKOTCS (hopMann3oBaHHble NpoLeaypbl 6€30MacHoi yTunmMsaumum
HocuTenel nHcdopMaumu. [ns 3Toro npesycMaTpuBatoT CleaytoLme MEPONpUSTUS:

e HOCMTENU, cofepXaLume BaXKHYO MHdOpMaLMIO, cnesyeT XpaHUTb U YTUIN3MPOBaTb HAAEXHO M 6e30macHo
(HanpuMep, NOCPEACTBOM CXKUraHUs/u3MenbyeHnst). ECrin HocuTenu nnaHupyeTcs UCronb30BaTh B
npeaenax opraHusaumny Ans Apyrux 3agad, To MHopMaLms Ha HUX AOMMKHA ObiTb YHUUTOXEHS;

e HWXe NpuBeaeH nepeyeHb 06HEKTOB, B OTHOLLEHWM KOTOPbIX MOXET NoTpe6oBaThbcst 6e3onacHas
yTUnAM3aums:

o @ 6yMaxxHble JOKYMEHTbI;

@ peyeBble Unu Apyrve 3anvcy;

@ konupoBanbHas bymara;

@ BbIBOAUMbIE OTYETHI;

@ opHOPa30Bble NEHTHI A/l NMPUHTEPOB;

@ MarHUTHbIE NEHTbI;

@ CMeHHble AUCKV UK KacCeTbl;

@ onTUYeCcKne HOCUTENMN aHHbIX (BCe pa3HOBMAHOCTU, B TOM YMC/Ie HOCUTENM, coaepxallue

nporpamMMHoe obecreyeHne, NocTaBISEMOE NPOU3BOANTENSIMU);

o @ TeKCTbl Nporpamm;
o (@ TecToBble AaHHbIE;
o @ cucTeMHas [JoKyMeHTaums;

e  MOXET OKa3aTbCsl MpoLle NPUHUMAaTL Mepbl 6E30MacHON YTUM3aLMN B OTHOLIEHWUN BCEX HOCUTENEN
MHdOPMaLIMK, YeM NbITaTbCst COPTUPOBATb HOCUTENM MO CTEMEHU BAXXHOCTU;

e  MHOMVe OpraHu3auuny npeanaralT yciyru no cbopy u ytunmsauuu bymaru, 060pyLoBaHNUs U HOCUTENei
nHdopmauumn. CreayeT TwaTenbHO BbIGUpaTh NOAXOASLEro NOAPSAYMKA C YYETOM UMEIOLLErOCs Y HEro
onbiTa 1 obecreyeHns: He06X0AMMOro YpoBHS MHMOPMaLIMOHHON 6e30MacHoOCTY;

e 10 BO3MOXHOCTU CeAyeT PErMcTpUpoBaTh YTUIM3ALMIO BaXKHbIX O6bEKTOB C LIENbI0 NOCNeayoWero ayauTa.

o O O O O O O

Mpyn HakomnIeHM HocuTeNein MHhOPMaLMK, NMOANEXALUMX YTUIN3ALUMM, CESYET MPUHUMATL BO BHUMaHWeE «addekT
HAKOM/IEHMS», TO eCTb 60/bLLOIM 06bEM OTKPLITON MHMOPMALIMM MOXET cAenaTh ee 60/1ee BaXKHOM.

10.6.3. NMpoueaypbl 06padboTkn NHcpopmauum

C uenbto obecneyeHnst 3almTbl MHGOPMALMM OT HEABTOPU3OBAHHOMO PacKpbITUS U HEMPABUIBLHOMO
MCMOMb30BaHMS OMNpeaensoTcs npoueaypbl 06paboTku U XpaHeHUs MHdOopMauuK. Ty NpoLeaypbl pa3pabaTbiBatoTcs
C YYETOM KaTEropupoBaHMsi MHOPMaLMK, @ TAKKE B OTHOLLEHUM [JOKYMEHTOB, BbIYMCIUTENbHbIX CUCTEM, CETEN,
NEPEHOCHbIX KOMMbIOTEPOB, MOBUITbHBIX CPEACTB CBSA3M, MOYTbI, PEYEBOI MOYTHI, PEYEBON CBSA3M BOOGLLE,
MY/IbTUMEANHBIX YCTPOWMCTB, UCMOb30BaHMsS hakCcoB M Nto6bIX APYrMX BaXKHbIX 06bEKTOB, Hanpumep, 61aHKoB,
YEKOB M CYETOB. MCnonb3ytoTcs cneaytowmne MEpPONpUsATMS Mo ynpasieHuio MHGOPMaLMOHHOW 6830MacHOCTbIO:

06paboTKy 1 MapKMpOBaHWE BCEX HOCUTENEN MHbOpMaLK;

OrpaHvYeHns JoCTyna C Lenbio naeHTudmKaumMm HeaBTOpU30BaHHOMO NepcoHana;
obecneyeHune opManu3oBaHHOW perncTpaLmm aBTOPM30BaHHbIX NoslyvaTenei AaHHbIX;
obecneyeHne yBepeHHOCTM B TOM, YTO AaHHble BBOAA SBMSKOTCA MOSHbIMM, npouecc 06paboTku
3aBepLUAeTCs AO/MKHbIM 06pa3oM 1M MMeeTCsl MOATBEPXKAEHME BblIBOAA AAHHDIX;

obecrneyeHue 3alwmTbl UHOPMaumMK, HaxoasLlencst B 6ydepe AaHHbIX U OXuAatoLEel BbIBOAA B
COOTBETCTBUM C BAXKHOCTbBIO 3TON MHOpMaLMK;

XpaHeHue HocuTenel nHhopMaLmm B COOTBETCTBUM C TPEBOBaHNSIMU U3rOTOBUTENEN;
CBeAEHWEe PacCbifIKN AaHHbIX K MUHUMYMY;

YETKYI0 MapKMPOBKY BCEX KOMWUI AaHHbIX, NMpefiaraeMbiX BHUMAHUIO aBTOPU30BAHHOMO MoJlyYaTensi;
perynsipHblii NepecMoTp CMUCKOB PacChblIKM U CMIMCKOB aBTOPU30BaHHbIX NMoslyyaTenei.

10.6.4. BesonacHOCTb CUCTEMHOM AOKYMeHTauum

CuCTEMHas JOKYMEHTaLMSI MOXET COAEPXaTb ONPeAENEHHYI0 BaXKHYIO MHbOpMaUMio. B 3TVX yCIoBUSIX C Lembto
3aLUMTbl CUCTEMHOM JOKYMEHTaLIMM OT HEABTOPU30BaHHOMO A0CTYNa NPUMEHSIIOTCS CieaytoLmMe MEpPONpUsTUS:

o CUCTEMHYIO AOKYMEHTAUUIO CneayeT XpaHUTb 6e3onacHbIM 06p330M;
o CMUCOK Jinl, UMEKLLUX A0CTYN K CUCTEMHOW AOKyMEHTauun, cneayet ceoanTb K MUHUMYMY,;
o [OCTyN JO/MKeH 6bITb aBTOPM30BaH BrafenbLeM busHec-npunoxenus;



e  CUCTEMHYIO JOKYMEHTALMIO, MOMyYeHHY0/NoAAEPKMBAEMYIO Yepes 06LLEAOCTYMNHYIO CETb, CreayeT
3alMLaTh HaAIeXalmM 06pasoM.

10.7. O6mMeH MHcopMaLen N NporpaMMHbIM obecneyeHuem

Llenb: npegoTtepalleHne notepu, MoambuKaLmMm UM HeNpaBUIbHOrO MCMOJb30BaHMst MHGOPMaumMm Npu obMeHe eto
MeXay opraHM3aLusMu.

O6MeH VHdopMaLmeln 1 NPorpaMMHbIM obecreyeHeM MexXay OpraHM3aLUmsiM1 OCYLLECTBSIETCS MO KOHTPOSIEM U
COOTBETCTBYET AENCTBYIOLLEMY 3aKOHOAATENLCTBY.

O6MeH MHdopMaLmen NPOUCXOANT Ha OCHOBE COralleHNin Mexy opraHuaumnsamu. OnpeaensitoTcs npouesypsbl v
MeponpuaTMS MO 3almuTe MHhOPMaLMM U HOCUTENEN Npy nepeade. YUnTbIBaloTCS MNOCIEACTBUS AN AeSTeNbHOCTU
1 6€30MacHOCTV OpraHM3aumm, CBA3aHHbIE C 31EKTPOHHBIM 0OMEHOM [aHHbIX, 3IEKTPOHHOW TOProBne 1
3/1EKTPOHHOM NOYTOM, a Takxke TpeboBaHUS K MEPONPUSITUSM MO YNpaBieHuio MHHDOPMaLMOHHONM 6e30MacHOCTbIO.

10.7.1. CornaweHusi no o6mMeHy MHdopmMaumen n nporpaMMHbIM obecnevyeHnem

Mopsigok o6MeHa MHbopMaLMei 1 NporpaMMHbIM o6ecriedeHneM (Kak 3M1EKTPOHHBIM CMOCO60M, Tak U BPy4HYHO)
MEXAY OpraHu3aLmMaMi, BKIHOYas nepeaadvy Ha XpaHeHMe UCXOAHbIX TEKCTOB NMPOrpaMM TPETbEN CTOPOHE, CTPOro
(hopMann3oBaH v AOKYMEHTMPOBaH. TpeboBaHMs 6e30MacHOCTU B NMOAOGHbIX COTMALLEHUAX YUUTbIBAIOT CTEMNEHb
BaXXHOCTM MH(OPMaLuK, SBnsioLLeics npeaMeToM obMeHa. TpeboBaHMst 6e30MacHOCTY B NOAOGHbIX COrMaLLEHUSX
YUMTBIBAIOT:

e  00643aHHOCTM PyKOBOACTBA MO KOHTPOJIO M YBEAOMEHMIO O Nepeaaye, OTNpaBKe U Moy4eHnm

WH(opMaLuu;

npoueaypbl AN yBeAOMSIEHNS OTNPaBUTENs O Nepeaaye, OTrNpaBke U MoMyvYeHnn nHbopMaLumm;

MUHUMasbHble TeXHNYeckne TpeboBaHus No HGOPMMPOBaHMIO M NepeaaYe NakeToB AaHHbIX;

TpeboBaHUA K Kypbepckol cryxo6e;

OTBETCTBEHHOCTb M 06513aTeNbCTBa B C/ly4ae NoTepU AaHHbIX;

MCMoJIb30BaHME COrflacoBaHHOM CUCTEMbI MAPKMPOBKM AJ151 BaXKHOWN UM KPUTMYHOM MHGOpMaLmu,

obecrneuvBaroLLEe YBEPEHHOCTb B TOM, YTO 3Ha4YeHUe 3TOW MAapKUPOBKU ByAeET Cpasy Xe MOHSTHO U

nHdopmaums byaeT COOTBETCTBEHHO 3alLUMLLEH;

e  onpeaeneHue BnagenbLeB MHGOPMaLMK 1 NMPOrpaMMHOro obecrneyeHus, a Taikoke 06s3aHHOCTeEN Mo 3almTe
[@HHbIX, y4eT aBTOPCKMX MpaB Ha NporpaMmMHoe obecrneyeHne 1 aHanorMyHbIX BONpOCoB;

e  TexHu4eckne TpeboBaHMS B OTHOLIEHUM 3aMUCK U CYUTbIBAHUS MHGMOPMaLMK U MPOrPaMMHOMO
obecneveHus;

e nobble cneumanbHble CpeacTBa KOHTPOSIS, KOTOpbIe MOTYT NOTPeboBaThCs ANt 3aluMThbl BaXKHbIX 06BEKTOB,
HanpuMep KpunTorpaduyeckme KItoun.

10.7.2. Be3onacHOCTb HOcuUTenen MHopmaLuum Npu nepechisike

VHdbopMaLms MOXET 6bITb MCKaXEHA UM CKOMMPOMETMPOBaHa BCNeACTBUE HEABTOPU30BaHHOMO AOCTYNa,
HEenpaBWIbHOIO MCMOJIb30BaHMS MU UCKaXKEHUSI BO BPeMs (pr3MYeCcKol TPaHCMOPTUPOBKM. NS 3alumTbl
UHbOpMaLMKM, NepefaBaemMoin MeXzy OpraHu3auusMy, NPUMEHSIIOTCS Clesytolme Mepbi:

e  CreadyeT UCMoJb30BaTh HAAEXKHbIX NEPEBO3UYNKOB UK KypbepoB. CrIMCOK aBTOPU30BaHHbIX KypbepPOB
HEOBXOAMMO COrNIacoBbIBaTh C PyKOBOACTBOM, KPOME TOro, CNiefyeT BHEAPUTL MpoLieaypy NpoBepKu
MAEHTUUKALMN KYPbEPOB;

e  yMaKoBKa A0/MKHA ObITb AOCTATOYHOM AJ1s 3alMThbl COAEPXXMMOr0 OT NI060ro hUsnUECKOro NOBPEXAEHMS,
KOTOpOEe MOXXET MMETb MECTO NpW TPAHCMOPTUPOBKE, Y COOTBETCTBOBAThL TPEGOBAHMAM U3roTOBUTENEN
HocuTenen nHdopmaumu;

e  CrieumasnbHble CpeCcTBa KOHTPOS ClEeAyeT NPUMEHATb, NPU HEO6XOAMMOCTY, AN 3aLLUMTbI BaXKHOW
MHOPMaLMK OT HEABTOPU30BAHHOMO PACKPbLITUS MK MoanbUKaumn. Hanpumep:

o @ vcnonb3oBaHWe 3anepTbiX KOHTEMHEPOB;

o @ NUYHylO AOCTaBKY;

o @ vcnonb3oBaHWe YNaKoBKM, KOTOPYHO HEMb3s HApYLIMTL HE3aMETHO (Ha KOTOpoV BuAHa ntobas
MOoMbITKa BCKPbITUS);



o @ B VUCKMIOUUTENBHBIX CIyYasXx, pa3buBKy OTMPABIEHUS HA HECKOSbKO YacTel, NepeckiniaeMbix
pasnMuHbIMKA MapLUpyTaMu;
o @ vcnonb3oBaHue UMdPOBbIX MNOAMUCEN U LWNMPOBaHMS Ana obecredeHnst KOHMUAEHLIMAIbHOCTY.

10.7.3. Be3onacHocmb 351€KMPOHHOLU MOYMbI
Puckun 6esonacHoctn

DNEKTPOHHas MoYTa MCMosb3yeTcs Anst 0bMeHa cnyxebHol MHdopMaLumen, 3aMeHss TpaauUMOHHbIE (OPMbI CBSI3U.
DNEKTPOHHas MoYTa OT/IMYAETCS OT TPAAULMOHHBIX POpM BU3HEC KOMMYHMKALMIA CKOPOCTbIO, CTPYKTYPOW
COOBLLEHWIA, OMNpeeneHHON YNPOLEHHOCTbIO, @ TaKKe YS3BUMOCTbIO K HEAaBTOPM30BaHHbIM AENCTBUSM. Mpy 3TOM
YUMTHIBAETCS MOTPEGHOCTb B CPEACTBAX KOHTPONS AJ1si YMEHbLUEHUS PUCKOB 6E30MacHOCTH, CBA3AHHbIX C
3NIEKTPOHHOI NOYTOM. IMpK OLEHKE PUCKOB 6E30MACHOCTM YUUTLIBAKOTCS:

e  YA3BMMOCTb COOBLUEHMIA MO OTHOLLEHMIO K BO3MOXHOCTY HEABTOPMU3OBAHHOMO AOCTYMa WMAu MoaubuKaumum, a
TaKXe K 0TKasy B 06C/y>XMUBaHUK;

e MOBbILLEHHYIO YyBCTBUTENIBHOCTb K OLUMGKAM, HanpuMep yKasaHuio OLIME0YHOro M HEBEPHOrO aapeca, a
TaKxe K 06Len HaAEXHOCTU U AOCTYMHOCTb AaHHOW YCiyru;

e  BIVSIHWUE U3MEHEHMS CPEACTB nepeaayn MHhbopMaLmmn Ha GU3HeC-NpoLIecchl, HanpuMep addekT ot
YBESIMYEHHOM CKOPOCTM A0CTaBKM COOBLUEHWIA, @ Takxke 3 heKT, CBA3aHHbIN C 06MEHOM 0dULIMANBbHBIMU
COOBLLEHMAMI MEXAY NOABMU, @ HE MEXAY OpraHU3aLMaM;

e  IOPUAMYECKME BOMPOCHI, TaKME KaK BO3MOXHas HEOBXOAMMOCTb B [10Ka3aTe/IbCTBE aBTOPCTBA COO6LUEHMS, a
Takke akToB ee OTMNpaBKM, JOCTAaBKU U MONyYEHUS;

MOCNEACTBUSI, CBA3AHHbIE C MPUAAHMEM MNACHOCTM CNIUCKA COTPYAHUKOB, MMEIOLLIMX 3/IEKTPOHHYIO MOUTY;
BOMPOChHI, CBA3aHHbIE C YNPABMEHNEM YAANEHHbLIM AOCTYMNOM K 3/IEKTPOHHON MouTE.

Monntnka B OTHOLUEHUMN 3NIeKTPOHHOM NOYTbI
BHepgpstoTca yeTkme npasuia UCnosib30BaHUS 3J'IEKTpOHHOl71 NoYThbl, NpeayCMaTpuBarolme cneayrowme aCnekTbl:

BEPOSATHOCTb aTakun Ha 3NEKTPOHHYIO MOYTY (BUPYChl, Mepexsar);

3aLUMTY BIOXKEHWI B COOBLUEHNSI SNEKTPOHHONM MOYThI;

[aHHble, NPy Nepeaye KOTOPbIX HE CIEAYET MOb30BaTbCS 3/IEKTPOHHOMN MOYTOM;

UCKTIOYEHVE BO3MOXHOCTM KOMMPOMETALMM OpraHn3aLmm co CTOPOHbI COTPYAHUKOB, HanpuMep, nyTem

PacCblIKM ANCKPEAUTUPYIOLLMX U OCKOPBUTENBbHBIX COOBLLEHMIA, UCMONb30BaHWE KOPTIOPaTUBHOM

3/1IEKTPOHHOM MOYTbI C LIEMNbIO HEABTOPU30BAHHbIX MOKYMOK;

®  UCNOMb30BaHWE KpUNTOrpachnyecknx METOAOB ANS 3aLUMTbl KOHMMAEHLUMANBHOCTU U LeNOCTHOCTK
3/1EKTPOHHBIX COOBLLEHWIA;

e  XpaHeHWe COObLLEHMIA, KOTOPbIE, B 3TOM C/ly4ae, MO 6bl BbITb MCMOIb30BaHbI B CllyYae CyAebHbIX
pa3bupaTenbCrs;

e  [ONOMHUTENbHbIE MEPbl KOHTPONS 0B6MeHa COO6LLEHNAMN, KOTOpbIE HE MOTYT BblTb ayTEHTU(HULIMPOBAHDI.

10.7.4. Be3onacHOCTb ANEKTPOHHbIX OPUCHLIX CUCTEM

Pa3spabaTblBaloTCA U BHEAPSIOTCS NMOMMTUKM 6€30MacHOCTM U PYKOBOZACTBA C Liefbio YrpaBneHust puckamu 1
MHOPMaALIMOHHOM 6e30MacHOCTbIO, CBSI3aHHbIE C 3NEKTPOHHBIMU OPUCHBIMK CUCTEMAMU. DTH CUCTEMbI 0becrneynBaoT
BO3MOXHOCTM /151 BbICTPOrO pacrpoCTPaHEHUS 1 COBMECTHOIO MCMOJIb30BaHUS CyebHoN nHdopMaummn nytem
UCMONb30BaHUSI COYETaHWSi BO3MOXHOCTEN [JOKYMEHTOB, KOMIMbIOTEPOB, NEPEHOCHBIX KOMMbIOTEPOB, MOBUbHBIX
CPeACTB CBSA3U, NMOYTbI, SNIEKTPOHHON MOYTbI, PEYEBON CBSA3M BOO6LUE, MYIbTUMEANIHBIX CUCTEM, CEPBUCOB AOCTaBKM
MOYTOBBIX OTMPABEHNI U (HAKCOB.

YuuTbIBalOTCA NOCNEACTBUS ANs VIHCbOpMaLI,VIOHHOI\;I 6e3onacHocTM OT B3aMMOAeVICTBMﬂ BbllL€yKa3aHHbIX CPEeACTB:

e  ySI3BMMOCTb MH(OPMaLMKM B 0DUCHBIX CUCTEMAX, CBA3aHa, HanpUMep, C 3anucbio TeNledOHHbIX Pa3roBOPOB
WM NEeperoBopoB Mo KOH(EPEHLICBA3M, KOH(UAEHUMABbHOCTbIO 3BOHKOB, XpaHeHMEM (hakcoB, BCKPLITUEM U
pacchbIfIKON NOYTh;

e  ySI3BUMOCTb MH(OPMaLMK, NpeaHa3HauYeHHON A1t COBMECTHOIO MCMOJb30BaHUs, HanpuMep, npu
MCMOIb30BaHMM KOPMOPATMBHbIX 3NEKTPOHHBIX AOCOK 06bSBNEHNS;



®  VCKJIIOYEHWE UCTOSb30BaHUSI OPUCHBIX CUCTEM B OTHOLLEHUM KaTEropuin BaxxHoM ciyxebHoln nHdopmaumu,
€C/NM 3TV CUCTEMBI He 06ecreymBaloT COOTBETCTBYHIOLMI YPOBEHb 3aLUWThI;

e  ySI3BMMOCTb [OCTYMa K AaHHbIM JIMYHBIX €XXeAHEBHVKOB OTAENbHbIX COTPYAHWUKOB, Hanpumep, paboTaoLmx
Ha BaXkKHbIX NMpOeKTax;

e  BO3MOXHOCTb WM HEBO3MOXHOCTb O(UCHBLIX CUCTEM MOAAEPXKMBATb BU3HEC-MPUIOXKEHWS, HAaNPUMEp, B
YacTu nepeaayn 3akasoB UK aBTOpU3aLmy;

e  KaTeropum COTPyAHWKOB, MOAPSAYMKOB WY AEN0BbIX NapTHEPOB, KOTOPbIM pa3peLleHo UCMOoNb30BaTh
cucTeMy 1 paboune MecTa, C KOTOPbIX MOXKET OCYLLECTBASTLCS K HEN AOCTYM;

e  OrpaHuyeHue onpeaesieHHbIX BO3MOXHOCTEW CUCTEMbI AJ1s1 ONpeAeneHHbIX KaTeropmin nonb3oBaTtenei;

e uaeHTUDMKaLUMIO CTaTyca NoJib30BaTeNel, Hanpumep CyXallyx OpraHM3aumun Unm noapsiAYMKoB, B
OTAENbHbIX AMPEKTOPUSIX, ANt yAobCTBa Apyrmx nonb3oBaTenen;
COXpaHeHwe 1 pe3epBMpoBaHME MH(OPMaLMK, COAEPXKaLLECS B CUCTEME;
TpeboBaHUs MO Nepexofy Ha aBapuiHbINA pexuM paboThl U NepeyveHb COOTBETCTBYHOLUMX MEPONPUSTU.

10.7.5. Cuctembl nybnunyHoro gocrtyna

MHbopMaumio cucteMbl Ny6AMYHOrO A0CTyNa, Hanpumep nHdopMauuio Ha Web-caliTe, AoCcTynHyto yepes VIHTepHET,
TpebyeTcsi NPUMBECTU B COOTBETCTBUE C 3aKOHOAATENIbCTBOM W PEry/IMPYIOLLMMU HOPMaMK CTPaHbl, NOZ OPUCAMKLMEN
KOTOPbIX HAXOAMTCS CUCTEMA WM OCYLLECTBSETCS TOpross. COOTBETCTBYHOWMI (hopManm30BaHHbIN NpoLecc
aBTOpM3auMK pa3pabaTbiBaeTca npexzae, Yem nHdopMaums byaer caenaHa obLenoCcTynHou.

MporpamMHoe obecneyeHne, AaHHbIE U APYTY0 MH(OPMaunto, TPeOYHOLLYHO BbICOKOrO YPOBHS LI€OCTHOCTM, AOCTYN K
KOTOPOWA OCYLLECTBISIETCS Yepe3 CUCTEMbI MYB/IMUYHOrO AOCTYNa, 3aLUMLLAIOTCS aAeKBaTHbIMKU criocobamm, HanpuMep,
nocpeacTsoM LincdpoBoi noanucu. CUCTEMbI, MPEAOCTaBASIOWME BO3MOXHOCTb 3/IEKTPOHHOMN Ny6nmkaumum
nHhopmaLmm, 06paTHON CBA3M U HEMOCPEACTBEHHOrO BBOAA MHMOPMaLMK, HAXOAATCS NOA HaAnexXallyMM KOHTPONeM
C TE€M, YTObbI:

e onyyeHHas MHPOpMaLMs COOTBETCTBOBANA BCEM 3aKOHaM MO 3alMTe AaHHbIX;

e  uMHdbOpMauKs, BBeAEHHas B CUCTEMY 3/IEKTPOHHON Ny6nukauum, obpabaTbiBanack CBOEBPEMEHHO,
MOMIHOCTBIO Y TOYHO;
BaXkHas nHdopmaums bbina 3awmileHa B npouecce ee cbopa v XpaHeHus;
[OCTYM K CUCTEME 3/1IEKTPOHHON MybnuKaummn ncknovan 6bl BO3MOXHOCTb HenpeaHaMepeHHOro A0CTyna K
CeTaM, C KOTOPbIMKX OHa CBS3aHa.

10.7.6. Apyrme hopmbl o6MeHa MHopMauuen

MpeaycMaTpuBaETCs Haanume NpoLeayp U MeponpusTUiA Mo ynpaBneHnto MHhopMaLMOoHHOW 6e30MacHOCTbIO C
LIeMbIo 3allWThl MpoLiecca 0bMeHa MHhopMaLMet NOCPEACTBOM PeYEBbIX, PaKCUMUIbHBLIX U BUAEO-CPEACTB
KOMMYHMKaLUMIA. VIH(opMaumst MOXET 6bITb CKOMMPOMETMPOBaHa 13-3a HEAOCTAaTOYHON OCBEAOMIEHHOCTM
COTPYZHMKOB MO MCMO/b30BaHWUIO CPEACTB Nnepeaayn MHpopMaLmin. B 4acTHOCTU, MHAOPMALIMA MOXKET 6bITb
NOACNYLIAHA MpW NEPEroBopax rno MoBUIbHOMY TenedoHy B 06LLECTBEHHOM MECTE, a TakXKe C aBTOOTBETUMKOB;
MHdOpMaLMs MOXKET Takxe BblTb CKOMIPOMETUPOBAHHON BCIEACTBME HEABTOPM30BAHHOMO AOCTYMa K cUcTeMe
rOI0COBOW MOYThI MM CyYaNHOW OTChINKU (DaKCUMMUIIbHBIX COOBLUEHMI HEMPABUIbHOMY aapecaTy.

MHbopMaums MOXeT 6bITb CKOMNPOMETMPOBAHA, €C/IM K HEN MMENIM MEeCTO JOCTYN HEaBTOPU30BaHHbIE
Nonb30BaTeNM.

dopMynupytoTcs yeTkne TpeboBaHUs Mo CoB/0AEHUI0 NPOLEAYP, KOTOPbIM AOMKHbI C/IeA0BaTh COTPYAHMKM MpK
UCMO/b30BaHNM PeYeBoii, GakCMMUIBHOM U BUAEOCBSA3M. [peaycMaTpuBaloTCs creayioLlee:

e  HamnoMWHaHWe COTPYAHMKaM O HEOH6XOAMMOCTM MPUHSITHSI COOTBETCTBYHOLUMX MeP MPEefOCTOPOXHOCTY,
HanpvMep, AN UCKMTIOYEHUs] NMOACYLWIMBaHUS UK NepexBaTa MHGOopMaLmn Npyu UCNob30BaHUM
TenedOoHHOW CBA3U:

o @ nuuamu, HaxoAsILUMMUCS B HEMOCPEACTBEHHOM 6130CTH, 0COBEHHO MpY MOJSIb30BaHNUM
MObunbHbIMK TenedoHamm;

o @ npocnywmBaHus TenedoHHbIX NeperoBopoB NyTeM (uU3nN4ecKoro AoCTyna Kk Tpybke, TenedoHHoN
JIMHUN UK C UCTIONb30BAHNEM CKaHMPYIOLLMX MPUEMHUKOB NPU MPUMEHEHWUN aHaNoroBbIX
MOBWITbHBIX TENE(OHOB;

o @ NOCTOPOHHUMW NNLLAMM CO CTOPOHbI aapecaTa;



e  HamnoMWHaHWe COTPYAHMKaM O TOM, YTO He CrielyeT BECTU KOHdUaeHUManbHble 6ecefibl B 06LLECTBEHHbIX
MECTaX, OTKPbITbIX 0h1cax 1 B NMEPErOBOPHbBIX KOMHATaxX C TOHKUMK CTEHAMK;

e  He OCTaBNsTb COODLLEHMI Ha aBTOOTBETUMKAX, Nepeaapecalyst Ha KOTopble NMpou3oLLia BCeacTane
OLUMBKN COEAMHEHWSI, W aBTOOTBETUMKAX OMEPaTOPOB CBSI3U, MOCKOJbKY 3TU COOBLLEHMSI MOTYT 6bITh
BOCMpPOU3BEAEHbl HEABTOPW30BaHHbIMU TULLAMK;

e  HaroMMHaHWe COTPYAHMKAM O BO3MOXHBIX PUCKaX, MPUCYLLMX UCTONIb30BaHMIO (DaKCUMUIIbHBIX annapaTos,
a UIMEHHO:

O @ HeaBTOPM30BaHHbI AOCTYMN K BCTPOEHHON MaMsATK [/sl MOUCKa COOBLLEHNI;

o @ npeaHaMEpeHHOe MM CIlyYaliHoe NepenporpaMMMpPOBaHME annapaToB C Liesbio nepeaayn
Co06LLEHNI MO onpeaesieHHbIM HoMepaM;

o D OTCbiNIKa AOKYMEHTOB M COOBLLEHUI MO HEMPaBWUIIbHOMY HOMEpPY BC/IEACTBME HEMPAaBUIbHOTO
Habopa NM60 13-3a UCMO/b30BaHMS HEMPaBUIbHO COXPAHEHHOIO HOMepa.

11. KOHTPOIJ1b JOCTYNA
11.1. TpeboBaHme No o6ecnevyeHnIo KOHTPONSA B OTHOLIEHUM JIOTMYECKOro aoctyna
Lenb: KOHTpONb AoCTyna K UH@opMauuu.
JocTyn K uHdopMaumm 1 GusHec-npoLieccamM KOHTPOMPYETCS C y4eToM TpeboBaHwii 6e30MmacHOCTM.

TpeboBaHMS K KOHTPOSIO JOCTYNa OTPaXeHbl B «perfiaMeHTe» B OTHOLLUEHWM PacnpoCTPaHEHNS U aBTOpM3aLIMm
MH(opMaLmn.

11.1.1. MonuTuKa B OTHOLUEHUU FIOrMYECKOro gocTyna
MonuTtuka n Tpe6oBaHus

OnpegensoTcs 1 JOKYMeHTanbHO 0opMAsoTcs TpeboBaHus No obecrneyeHnIo KOHTPOss B OTHOLLEHWUW JIOrMY4eCcKoro
poctyna. MpaBuna KOHTPOSIsS AOCTyNa v NpaBa KaXaoro nosib30BaTess UM rpynrbl Mosib30BaTeNien 0f4HO3HauHO
onpeaensitoTCs NMOUTUKON 6€30MacHOCTH MO OTHOLLEHMIO K JIOMMYeCKOMy AOCTyry. Monb30BaTeNn U NOCTaBLUMUKN
YCIyr OMOBELLAOTCS 0 HEOBXOAMMOCTM BbINOSIHEHNS! TPEGOBAHWI B OTHOLLEHWM NTOTMYECKOro A0CTyna.

B KOHLIENUMM yUUTHIBAETCA CrieaytoLlee:

e  TpeboBaHWsl 6E30MACHOCTM KOHKPETHbBIX MPUTOXEHWI;
naeHTUbUKaLms Bceit MHhopMaLumnm, CBA3aHHOW C yHKLIMOHUPOBAHWEM NPUIOXEHWIA;
YCNOBWS pacnpocTpaHeHust MHdopMaumm 1 aBTop13aumny A0CTyna, HanpuMep, NpUMEHeHWe NpuHUMna
«HeobxoAMMo 3HaTb» (MoMb30BaTeNb MOMyYaeT AOCTYN TOMbKO K AaHHbIM, 6E3YCNOBHO HEO6XOANMBIM eMY
A5l BbINOMHEHWSI KOHKPETHOM (hyHKLMM), @ TaKKe B OTHOLLEHUM KaTeropMpoBaHHOW MHOopMaLmMm 1
TpebyeMbiX YPOBHEN ee 3alunThl;

e  COrNacoBaHHOCTb MeXAY NOMWUTMKaMM MO KOHTPOJIIO AOCTYNa M Knaccudukaumm nHdopmaumm
NMPUMEHUTENBHO K Pa3fIMYHbIM CUCTEMAM U CETAM;

®  [PUMEHSIEMOE 3aKOHOAATENLCTBO M Nobble AOrOBOPHbLIE 06513aTeNbCTBa OTHOCUTENBHO 3aLLUMThI 4OCTYNa K
[aHHbIM UK cepBucaM;
CTaHAapTHble NpodunM AOCTyMNa nosib3oBaTenei Ans TUMOBbIX 0653aHHOCTEN U (DYHKLWIA;
yrnpaB/fieHvie npaBaMu AOCTyrNa B pacrnpeaesieHHON CETU C YYETOM BCEX TUMOB AOCTYMHbIX COEANHEHWI.

MpaBuna koHTponsa goctyna
[pun onpegeneHnn nNpaBun KOHTPONSA AOCTyrNa NPUHUMAETCS BO BHUMaHMWE cregyioLlee:

e auddepeHUMaLMIO MEXAY NPaBUNIaMK, 06a3aTeNbHbIMU ANs1 UCTIONHEHWUS, U NPaBKIaMi, KOTOpble
ABNSOTCS OBLMMU UM MPUMEHSIEMBIMU NPY OMPEAENEHHbIX YCIOBUSIX;

e  YCTaHOB/IEHWE MPaBW/, OCHOBAHHbIX Ha MPEAMNOCHIIKE «BCE AOMKHO 6biTb B 06LUEM Clydae 3anpeLleHo,
MoKa SIBHO He pa3peLLeH0», a He Ha 6oniee claboM MpuHUMIE «Bce B 06LIEM Cllyyae paspeLieHo, Noka siBHO
He 3anpeLLeHo»;



e  M3MEHEHVs B NMpU3HaKax MapKMPOBKM MHGOPMALIMM KaK reHeEpUpYeEMbIX aBTOMAaTUUYECKU CpeaCTBaMu
06paboTku UHGOPMaLIMK, TaK U MHULIMMPYEMBIX MO YCMOTPEHMIO MOSb30BaTeNEN;

e  V3MEHEeHWs B NpaBax Mosib30BaTesNs Kak yYCTaHaB/IMBAEMbIX aBTOMATUYECKU MHDOPMALIMOHHOWM CUCTEMOM,
TaK 1 OnpefeneHHbIX afAMUHUCTPaTOPOM;

e  MpaBWna, KOTopble TPebYIOT 0A0BPEHMS aAMUHUCTPATOPa UMW APYroro Nl nepea NpUMEHEHNEM, a Takxke
Te, KOTOpble He TPeByIoT crneuuanbHOro 0ao6peHus.

11.2. KoHTponb B OTHOLIEHUM AOCTYyNna nonb3oBaTenewn
Ll,enb: npeaoTepalleHne HeaBTOPU30BaHHOIO AOCTyNa K VIHd)OpMaLl,VIOHHbIM CucremMam.

[Nl KOHTPONS 3a NpefoCTaBNeHNe NpaBa AOCTyNa K MHPOPMaLMOHHBIM CUCTEMaM U cepBuCaM pa3pabaTbiBaloTcs
dopmanunsoBaHHbIe Npoueaypy.

Mpoueaypbl 0XBaTbIBalOT BCE CTaAMM XXM3HEHHOIO LMKIa MONb30BaTENbCKOrO AOCTyNa OT Ha4yasbHOW pPerncTpaumm
HOBbIX MONb30BaATENEN 0 KOHEYHOIO CHSATUSI C PErUCTPaLMm Nosib3oBaTenel, KoTopbiM 60siblue He TpebyeTcs foCTyn
K MH(OPMaLMOHHBLIM cucTeMaM U cepercaM. Ocoboe BHUMaHWE YAENSETCS MEPOMNPUATUAM B OTHOLLEHWN
npeaoCcTaB/ieHUs Npas NPUBWUIErMPOBAHHOMO AOCTYMA, C MOMOLLbIO KOTOPbIX MOJIb30BaTEN MOTYT 06X0AUTb
CUCTEMHBIE CPEeACTBA KOHTPOSS.

11.2.1. Peructpaunsa nonb3oBaTtenemn

PaspabaTbiBaeTcs hopMann3oBaHHas npoueaypa perncTpaLmm v CHATUS C PerucTpaLmm nonb3oBaTenei B
OTHOLLIEHUW MPEAOCTABNEHNS AOCTYNA KO BCEM MHOIOMOs1b30BaTENbCKUM MH(OPMALIMOHHLIM CUCTEMAM M CEPBUCAM.

JlocTyn K MHOrono/b30BaTeNbCKUM MHMDOPMALIMOHHBIM CEPBMCAM KOHTPONMPYETCS NOCPEeACTBOM (hOpMasniM30BaHHOIO
npoLecca perncTpaumm nonb3oBaTenei, KOTOPbI BKIOYAET:

e  1CMONb30BaHWe YHUKabHbIX U (MAEHTU(hUKATOPOB UM MMEH) NMOJIb30BaTeNel TakuM 06pa3om, YTobbl
LeICTBUS B CUCTEME MOXHO 6bINI0 Bbl COOTHECTU C MOMb30BATENSIMU U YCTAHOBUTbL OTBETCTBEHHbIX.
Mcnonb3oBaHwue rpynnosbix W/ cneayet paspellaTtb TObKO B TeX Cyyasx, rae 310 HeobxoanMmo, € y4eToMm
0COBEHHOCTEN BbIMOJIHAEMO PaboThbl;

e  MPOBEPKY TOrO, YTO NOMNb30BaATENb MMEET aBTOPM3aLMIO OT BNagesbLa CUCTEMbI HA MOSb30BaHWe
MH(OPMALIMOHHONM CUCTEMON UM CEPBUCOB. KpoMe Toro, MOXeT 6biTb LienecoobpasHbiM Hanmume
AOMNOSHUTENBHOrO pa3peLleHns Ha NpeaoCTaBeHne npas OT PYKOBOACTBA;

e  MpoBEPKY TOro, YTO YPOBEHb MPEeAOCTaBIEHHOrO A0CTyNa COOTBETCTBYET NPON3BOLCTBEHHON
HeobXx0AMMOCTH, @ TaKKe yYnTbiBaeT TpeboBaHMS NOANTUKM 6€30MacHOCTV OpraHM3aumnm, HanpuMep, He
HapyLUaeT NpuHUMNa pasaeneHns 06si3aHHoCTeN;

e  peaocTaBfeHue Nonb30BaTeENSM MMCbMEHHOMO AOKYMEHTa, B KOTOPOM YKa3aHbl UX MpaBa A0CTyna;

e TpeboBaHWe TOro, 4Tobbl NONbL30BATENM NOAMUCHIBANM AOKYMEHT O TOM, YTO OHM NMOHWMMAIOT YC0BUS
npefocTaBneHns AOCTyna;

e obecrneyeHne yBEpeHHOCTM B TOM, YTO MOCTaBLUMKM YCIIYT HE NPefoCTaBAsoT AOCTYN, MOKa npoueaypbl
aBTOPU3aLIMN HEe 3aBepLLEHbI;

e  BefeHue popManM30BaHHOIO y4eTa B OTHOLIEHUM BCEX JIUL, 3apPerucTpMpOBaHHbIX 4151 UCMOSb30BaHWs
CepBUCOB;

e  HeMeJIeHHYIO OTMeHy MpaB [OCTyra Nnosib30BaTesel, y KOTOPbIX U3MEHUNCh AOMKHOCTHbIE 0653aHHOCTYH
WS YBOJIBLLUWXCS U3 OpraHu3auuu;
nepvoaMYecKyto NPOBEPKY U yaaneHue U3bbITOUHbIX NMONb30BaTeNbCKUX M/ 1 yUYeTHbIX 3anuvcel;
obecneyeHune Toro, YTobbl M36bITOYHBIE NOb30BaTenbckne U/ He 6blin nepedaHsl ApyrvM NONb30BaTENSM.

B TpynoBble foroBopa COTPYAHWKOB M KOHTPAKTbI C MOCTaBLUMKaMW YCNYr BKJIHOYAKOTCS MOSIOXKEHUS O NPUMEHEHUN
COOTBETCTBYHOLLMX CaHKUWIi B Cnyd4ae nonbITOK HeEaBTOPM30BaHHOIO AOCTYyNa.

11.2.2. YnpaBneHue npmBuniernsmm

lNpenocTtaeneHne 1 Ncrnonb3oBaHMe anvaerMﬁ npu NpuMeHEHUN CPeACTB MHOrOMo/b30BaTENbCKOW
VIHd)OpMaLI,MOHHOl‘/'i CUCTEMbI, KOTOPbIE MO3BOJIAIOT MOJIb30BATENMIO 06x0anTb cpeacTea KOHTPONA CUCTEMbI U
6VI3HEC-I'IDVIJ'IO)KEHVI$I, OrpaHUYMBAOTCA U AepXaTcs Nof KOHTponeM. HeagekBaTHOE UCMosib30BaHWeE npmsmnermﬁ
YyacTo 6bIBaeT rnaBHoOM I'IpMHMHOVI cboeB cucrem.



B MHOromnosib30BaTeNbCKUX CUCTEMAX, KOTOpPble TPEBYIOT 3allMThl OT HEAaBTOPM30BAHHOMO AOCTYMa, NPeAoCTaBeH e
MPUBWIIENMIA KOHTPOIMPYETCS NOCPEACTBOM (hopMann30BaHHOIO NpoLecca aBTopusaumu. Mpy 3TOM NPUMEHSIIOTCS
cnepyiolime Mepbl:

e MAEHTUMULMPOBATbL NMPUBUMErMM B OTHOLLEHWUW KaX40ro CUCTEMHOrO NMPOAyKTa, HanpuMep, onepaLyoHHOM
CUCTEMbI, CUCTEMbI YNPaBNeHUS 6a3aMu1 AaHHbIX U KaXaoro GU3HEC-MPUIIOXKEHNS], @ TaKXKE KaTeropum
COTPYAHWUKOB, KOTOPbIM 3TV NMPUBMIIENMM [O/MKHbI 6bITh NMPEAOCTaBMEHbI;

e MpVBUIENUM JO/MKHBI NPEAOCTABIATLCSA TONIbKO TEM COTPYAHUKAM, KOTOPbIM 3TO HEO6X0AMMO Ans paboThl 1
TO/IbKO Ha BPEMSI €€ BbIMONIHEHWSI, HAaNpUMep, NPeAoCTaB/IAs MUHUMA IbHbIE BO3MOXHOCTM Mo paboTe C
CUCTEMOW A5 BbIMNOSIHEHMS TPeByeMbIX (yHKLMI, TOMIbKO KOTAa B 3TOM BO3HMKAET NOTPEOHOCTD;

e  HeobxoaMMo 06ecrneynBaTh NPOLIECC aBTOPU3ALIMM U PEFUCTPALIMM BCEX NPEAOCTaBNEHHbIX NPUBUIETUIA.
MpUBMAETNM HE AOMKHBI MPEAOCTABAATLCA A0 3aBEPLUEHMS MPOLIECCa aBToOpU3aLmum;

e  creayeT NpoBOAUTL MOSIUTMKY Pa3paboTKu U UCMOMb30BaHWS CTaHAAPTHbLIX CUCTEMHBIX YTUAUT (CKPUMTOB)
ANS YUCKIIOUYEHNS! HEOBXO0AMMOCTM B NPeAoCTaBNeHNN A0MOMHUTENbHBIX MPUBUIErUIA NOMb30BaTENAM;

e  C/eayeT UCMoMb30BaTh PasfnyHbe MAEHTUMDUKATOPbI NMOb30BaTENEN NpYU PaboTe B 06bIMHOM pEXMME U C
1CMOMb30BaHMEM NMPUBUIEMUIA.

11.2.3. KOHTpOrnb B OTHOLLIEHUW Naponen nonb3oBaTenen

Maponu SBnsOTCS Hanbonee pacnpoCTpaHEHHbIMU CPeACTBaMM NOATBEPXKAEHUS MAEHTUdMUKATOPa Nosb3oBaTess
npwv AocTyne K UHPOPMALIMOHHOM CUCTEME MK cepBucy. MpeaocTaBieHre naposieit KOHTPOMPYETCS NOCPEACTBOM
(hopManu130BaHHOMo MpoLiecca yrnpasieHusl, KOTOpbI NpesycMaTpyBaEeT:

e  [oAnMcaHue Nosb30BaTeNs MU AOKYMEHTa 0 HEO6XOAMMOCTU COB/IOAEHNMSI NMOMHOM KOHPUAEHLIMANIBHOCTU
JIMYHBIX MAPOJEit, a B OTHOLLEHWM FPYMMOBbIX NMaposien — cobnoaeHnst KOHbUAEHUMANbHOCTY B Npeaenax
paboueii rpynmbl (3T0 MOXET 6bITb BK/OYEHO B YC/IOBUSI TPYAOBOIO AOrOBOPA;

e B Cnyvasix, Koraa oT nosib3oBaTeselt TpebyeTcs ynpassieHne CO6CTBEHHbIMM NaposIsiM1, HEO6X0ANMO
obecrneuvBaTb NpeaocTaBneHne 6e30MacHoro NepBoHaYasibHOro BpEMEHHOIO Naposisl, KOTOPbIN
Mosib30BaTeNs MPUHYXAAIOT CMEHWUTb MPW NEPBO PErncTpaLmmn B cUCTEME. BpeMeHHble naponm
UCMONb3YIOTCS B TEX CllyYasix, KOraa nosib3oBaTen 3abblBatoT CBOW SIMYHBIN Maposb, U AO/KHbI
BblABaTbCA TOJIbKO MOC/E UAEHTUMhUKALMK NONb30BaTeNS;

e obecrneyeHne 6e3omnacHoro crnocoba BbiAaun BPEMEHHbIX Naposiei nosnb3osatensam. CnegyeT usberatb
MCMOMb30BaHMS HE3ALWMLLEHHbBIX (OTKPbITbIN TEKCT) COOBLUEHWI 3NEKTPOHHON NMOYTbI MU COOBLLEHMIA MO
3/1EKTPOHHON MOYTE OT TPETbEN CTOPOHBI. M0/1b30BaTENSIM HEOBXOAMMO NMOATBEPXAATb MOyUYEHUE
naponeu.

Maponu HUKOra He XPaHATCS B KOMMbIOTEPHOW CUCTEME B He3aLLMLLIEHHOW (popMe. PaccMaTpuBaTh BO3MOXHOCTY
APYrUX TEXHOMOMNI ANst AeHTUUKaLMKM U ayTeHTudMKaLmMM Nonb3oBaTensl, Takne kak bruomeTpus (npoBepka
OTNeYyaTKOB NasbLEB), MpoBepKa NMOAMMCH, U UCMONb30BaHUE anmnapaTHbIX CPEACTB uaeHTUdMKauum (Ymn-kapT,
MUKPOCXEM).

11.2.4. NepecmoTp npaB AgocTyna nonb3oBaTenen

Ons nopaepxxanust 3hdeKTUBHOrO KOHTPOSIS AOCTyNa K AaHHBIM U MHGOPMALMOHHBIM YClyraM pyKOBOACTBO
NepUOANYECKN AOSKHO OCYLLECTBAATL (POPManN30BaHHbIN NPOLIECC NePecMoTpa Npae A0CTyna Nosb3oBaTesnen, npu
3TOM:

e MpaBa [OCTyna nosib3oBaTenelt JOMKHbI NepecMaTpuBaTbCst perynsipHo (pekoMeHzyeMmblii nepuos — 6
MECSsILIEB) W MOCTE NOBbIX U3MEHEHWIA;

e  aBTOpPU3aLMS CreumanbHbIX MPUBUIErMPOBaHHBIX MpaB AOCTYNa AO/HKHA OCYLLECTBASTLCH Yepes MeHbLUne
WHTEpPBaibl BpeMeHU (pekoMeHayeMbIl nepuod — 3 Mecsua);

e  peaocCTaBfeHHblE NPUBWUIErNW AOMKHbI NEPUOANYECKN NPOBEPATLCS AN obecneyeHns yBepeHHOCTU B
TOM, YTO He 6binn NosTyYeHbl HEAaBTOPU30BAHHbIE NMPUBUIIEMVIN.

11.3. O6s13aHHOCTHK Nonb3oBaTenen
Llenb: npeaoTepalleHne HeaBTOpU30BaHHOMO A0CTYNa Mosb30BaTenel K MHpopMauum.

B3aumogelicteue dBTOPU30BaHHbIX Mo/Ib30BaATENEN ABNSIETCS BaXHbIM aCrekToM apdeKkTMBHOCTM 6e30nacHOCTH.



Monb30BaTENN OCBEAOMIIEHBI O CBOMX 06S13aHHOCTSIX MO MCMOJb30BaHMI0 3(h(MEKTUBHBIX MEPOMPUSTUIA MO
yNpaBneHnto A4OCTYNOM, B YaCTHOCTU, B OTHOLLEHWUM Naposeii U 6e30nmacHOCTM 060pyA0BaHMsI, C KOTOPbIM OHU
paboTatoT.

11.3.1. Ucnonb3oBaHue naponen

Monb3oBaTeny cobntoaatoT onpeaeneHHble Npasuaa obecnedyeHns 6e30nacHOCTY Npu BbIGOPE 1 UCMONb30BaHMK
naponeu.

C nomoLLbto naposel obecrneymBaeTcs NOATBEPXKAEHME MAEHTUhDMKATOPa NOMb30BaTENS U, CNiefoBaTENbHO,
nony4YeHne AocTyna K cpeacTsam 06paboTku MHbopMaLumm unm ceperucaM. Bee nonb3oBaTeny AomKHbI BbiTb
0CBEOM/IEHbI O HEOOXOAUMOCTU:

COXpaHeHwsi KOHUAEHUMANBHOCTY Naposnen;
3anpeLLeHns 3anucy naposien Ha Gymare, ecnm ToNbko He obecredeHo 6e30nacHoe UX XpaHeHwe;

e M3MEHEHVs Naposei BCAKUIA pas, Npu Hanuumum nioboro npusHaka BO3MOXXHOWM KOMMPOMETALMM CUCTEMBbI
Wy Napons;

e BbI6Opa KAYECTBEHHbIX MApPO/el C MUHUMANbLHOWM ANMHON B LLECTb 3HAKOB, KOTOpLIE:

o @ nerxo 3anoMHUTb;

o @ He NoaBepP)XEHbI SIEFKOMY YrafblBaHWIO UK BbIYMCIEHWIO C UCMOMb30BaHMEM MEPCOHANbHOM
MHdOpMaLMK, CBA3aHHOM C BMlaeNbLEM Maposisi, HanpuMep, UMeH, HoMepoB TenedoHoB, AaT
pOXAEHUS U T.4.;

o @ He comepxaT NoCNeaoBaTebHbIX MAEHTUYHBLIX CUMBOJIOB 1 HE COCTOSAT U3 MOSIHOCTBIO YMC/IOBbIX
WM NOJTHOCTbIO BYKBEHHBIX IPyn;

e  V3MEHEHWs Maposei Yepes paBHble MHTepBasibl BPEMEHM MW MOC/IE OMNPEAENEHHOro YMcia AOCTYNOB U
UCKITIOYEHNSI MOBTOPHOIO MM LIMKIMYHOMO UCMO/b30BaHUS CTapbix naposneii (naponiu ans
NPUBUNEMNMPOBAHHBIX YYETHBIX 3aMWUCel CnefyeT MeHSTb Yalle, YeM 06blYHbIE Maponn);
M3MEHEHWSI BPEMEHHbIX MapoJsiei Npy NepBon PerncTpauum B CUCTEME;
3anpeLleHns BKIOYEHWS NMaposieii B aBTOMaTM31POBAHHbIN NPOLECC perncTpaumm, Hanpumep, ¢
MCMNO/Mb30BaHMEM XPaHMUMbIX MaKpOKOMaHA Uin yHKLMOHANbHbBIX KNABULL;

®  VCK/IIOUEHUS! KOMNIEKTUBHOIO MCMOJIb30BaHNsl MHAMBUAYAbHbIX NAposen.

Ecnv nonb3oBaTtenu Hy>aatoTcs B AOCTYNE K MHOMOYUCIEHHBIM YCyraM uim 6VI3HEC-I'IpW'IO)KEHVIFIM M BbIHY>XXEHbI
MCNob30BaTb MHOMO4YUC/IEHHbIE MapO/IN, MOXXHO NMOPEKOMEHAOBATb BO3MOXXHOCTb MCMOJ1b30BaHUA O4HOro
KayeCTBEHHOIo nNaponssa Angd BCeX CepBUCOB, obecneynBatoLLmx pa3YMHbIl‘/JI YPOBEHb 3alNTbl XpaHMMOIo napons.

11.3.2. ObopynoBaHue, ocTaBNeHHOe Nnosib3oBaTtensimm 6e3 npucmoTpa

Monb3oBaTtenu obecneymBaloT COOTBETCTBYIOLLYIO 3aWwuTy 06opyaoBaHusi, ocTaeneHHoro 6e3 npucmoTpa.
O6opynoBaHWe, YCTAHOBMEHHOE B paboumnx 30Hax, HanpuMep paboune unu ¢ainosble CTaHUmm, TpebyeT
CreumanbHOM 3alMTbl OT HEABTOPM30BAHHOMO AOCTYNa B C/lyyYae OCTaBfeHNs ux 6e3 NpucMoTpa Ha ASIMTENbHbIN
nepuos. Bcex nonb3oBaTenei 1 noapsaYnKoB 03HAKOMIISIIOT € TpeboBaHMSMU 6€30MacHOCTM 1 METOAAMM 3aLUMThI
OCTaBJIEHHOrO 6€3 NpUCMOTpa 060pPyA0BaHUS TaKXKE, Kak U CO CBOMMM 06S3aHHOCTSIMM MO 06ecrneyeHmnio Takon
3awuTbl. Monb3oBaTensam obszaH:

3aBepLuaTh aKkTUBHbLIE CEaHCbl MO OKOHYaHWUM PaboTbl, ECNY OTCYTCTBYET MEXaHU3M OrOKMPOBKY,
HanpuMep, XpaHUTEeNb 3KpaHa, 3alULLEHHbIV NaporeM;

e  OTKIOYATHCS OT CepBEpa, KOrja CeaHC 3aKOHYEH (TO eCTb He TOJbKO BbIK/IHOUYaTb NMEePCOHasbHbIN
KoMmnbloTep (aanee no Tekcty «MK») unn Tepmunan);

e  3awmwartk MK nam TepMnHansl OT HEABTOPU30BAHHOIO UCMOMb30BaHUA NMOCPEACTBOM 3aMKa UK
SKBWBAJIEHTHOMO CPeACTBa KOHTPOSS, HAaNpUMep, 3awmTa A0CTyna C NOMOLLbIO Naposs, Koraa
0bopyaoBaHNE He UCMONb3yeTcs.

11.4. KoHTponb ceTeBoro gocrtyna

Llenb: 3awwmTa ceTeBbIX CEPBUCOB.



[JocTyn Kak K BHYTPEHHUM, TaK U K BHELLHWUM CETEBbIM CEPBMCAM A0SMHKEH BbiTb KOHTPOMPYEMBIM. OTO HEO6XOAMMO
AN YBEPEHHOCTM B TOM, YTO M0JIb30BATESM, KOTOPbIE UMEIOT AOCTYMN K CETAM U CETEBLIM CEPBUCAM, HE
KOMMPOMETMPYIOT UX 6e30MacHOCTb, 0becrneymnBas:

e  COOTBETCTBYIOLUME NHTEPMENCHI MEXAY CETbIO OPraHW3aLmMn U CETAMU, NPUHALNEXALLMMN APYTUM
opraHu3aumsM, unm obLLefoCTYMNHbIMU CETSMU;
COOTBETCTBYIOLLME MEXaHU3MbI ayTEHTU(MUKaLMM B OTHOLLEHUM MONb30oBaTenei n 06opyaoBaHus;
KOHTPO/Ib A0CTYrMa Nonb3oBaTenei kK MHhOPMaLMOHHLIM CEpBUCaM.

11.4.1. MonuTuKa B OTHOLUEHUUN UCNOJSIb30BaHNA CeTeBbIX CIYX0

HecaHKLUMOHMPOBaHHbLIE NMOAKITIOYEHUS K CETEBBLIM cny>|<6aM MOryT HapywaTb VIHCbOpMaLI,VIOHHer 6e30MacHOCTb Lienon
opraHuzauuu. Nonb3oBaTenam cnegyet obecneuynBaTtb HEI'IOCpeﬂ,CTBeHHbIl\/II AOCTyn TONbKO K TEM CepBUCaM, B
KOTOPbIX OHU 6b1711 aBTOPM30BaHbl. KOHTPOsb OCTYyNa SBNSeTCs HeoOXOAMMBIM AN1S1 CETEBBIX MOAKYEHNI K
Ba>XHbIM NN KPUTUYHDBIM 6VI3HeC'I'IpVIJ'IO)KeHVIF|M mnn ansa HOﬂbBOBaTeﬂeVI, Haxo4sALWKnXcs B 30HaX BbICOKOro pucCKa.

MpeaycmaTtpuBaloTcs Mepbl 6e30MaCcHOCTY B OTHOLLEHUW MUCMONb30BaHUS CETEN U CETEBbIX cepBucoB. Npu 3ToM
onpeanensarTca:

e  CETU U CeTEBbIE YCNYTU, K KOTOPbIM paspeLleH AOCTym;
e  Mpoueaypbl aBTOpM3auUmMn AN ornpeaeneHnst KoMy, K KakuM CETSM 1 CETEBLIM CEpBMCaM pa3peLleH AoCTyn;
e  MeponpusiTUS M NpoLeaypbl Mo 3alMTe OT HECAHKLIMOHMPOBAHHOIO NOAKIIOYEHNS K CETEBLIM CEpBUCaM.

HeobxoanMo, UTo6bl 3TV Mepbl COrNacoBbIBaNMCh C TpebOBaHWAMM 6U3HECA B OTHOLIEHUM KOHTPOAS AOCTYyna.
11.4.2. NpegonpeaeneHHbin MapwpyT

MapLupyTbl OT MOMb30BATENILCKOrO TEPMUHASA A0 TOYEK NPeAOCTaB/IEHNsS] KOMIMBIOTEPHBLIX CEPBIUCOB TPebyoT
0co60ro koHTponsi. CETH NPOEKTUPYIOTCS C YY4ETOM 0becrneyeHnst MakCMMasibHbIX BO3SMOXHOCTEN [ COBMECTHOIO
UCMOMb30BaHMS PECYPCOB M MMOKOCTM MapLUpyTU3aLmum. 3T 0COBEHHOCTM MOBLILIAKT PUCK HEABTOPU30BAHHOMO
[OCTyNa Uiy HeEaBTOPM30BAaHHOMO MCMOJIb30BaHUs MHAOPMaLMOHHOr0 060pyA0BaHUs. MeponpusTis, KOTopble
OrpaHMyYMBalOT MapLUPYTbl MeXAY NOb30BaTENbCKUM TEPMUHANOM U KOMMbIOTEPHbIMI CEPBUCAMU, K KOTOPbLIM
Mo/b30BaTe/b aBTOPM30BaH OCYLLECTBNSTH AOCTYT.

Llenb onTmMmnsaumm mapLupyTta cOCTOUT B TOM, 4YTObbI UCKTIOUNTD Bbl60p NoJib30BaTENIFAMU UHbIX MapLUpyTOB, KpoMe
MapLipyTa Mexay nonb30BaTe/lbCKUM TEPMUHAIOM U CEPBUCAMUN, MO KOTOPOMY MOJIb30BATE/Ib aBTOPMU30BaH
OCyLecTBNATb AOCTYnM.

3T0T noaxoa TpebyeT BHeApeHUs Habopa CPeacTB KOHTPOSS B PasfiMUHbIX TOUKAX MapLupyTa. MpuHUMN 3akno4vaeTcst
B OrpaHMYeHNM BapuaHTOB MapLUpyTU3aLMM B KaXKoN TOUKE CETU NOCPEACTBOM OMpeaesieHHbIX CrnocoboB,
Hanpumep:

pacnpeneneHnst BblAeNEeHHbIX NIUHUIN;
dBTOMaTM4eCKOro noaKka4veHmns nopToB K onpeaeneHHbiM CUCTEMHBLIM MPUNTOXEHUAM U LWIJTKO3aM
6e3omacHocTy;

° orpaHun4yeHus OI'ILI,I/IIZ MEHIO N NOAMEHIO ANa HAMBUAYAJIbHbIX I'IOJ'Ib3OBaTeJ'Iel7I;

®  aKTMBHOMO KOHTPOJS Pa3peLleHHOro MCTOYHMKA C LieSIblo HanpaBieHUst COEANHEHUS Yepe3 LLo3bI
6e30MacHOCTH, HaNpUMep, MeXCeTEBbIE SKPaHbI;

BbI60op KOHKpETHbIX CNOCOH60B OCHOBLIBAETCS Ha TpeboBaHMsAX 6u3Heca B OTHOLIEHMN KOHTPOAS AOCTYynNa.
11.4.3. AyTeHTumkaLmsa none3oBaTtenemn B cryvyae BHELLUHUX COeAMHEHUN

BHeLLHMe coeauHeHnst obecneunBatoT NoTeHLMaN Ansl HEaBTOPU30BaHHOIO AOCTYMa K CITy>Ke6HOM MHbopMaumy,
HanpvMep, Mpu1 UCMo/b30BaHUKN TenedoHHON CBSA3U. M103TOMY, Npu AOCTYNe YAANEHHbIX NOb30BaTesNeN, OHM
ayTeHTUULMPYIOTCS. HekoTopble MeToabl ayTeHTUdMKaLMu 06ecrneunBatoT 60/1bLMIA YPOBEHDb 3aLUMTbI, HAaNpyMep,
OCHOBaHHbIE Ha WCMOJb30BaHNM CPEACTB KpUNTorpacumn, U MOryT 06ecrneynTb HaaexHyto ayTeHTudmkaumio. Mcxoas



3 OLIEHKM pUCKa, ornpeaensieTcs TpebyeMblil ypoBeHb 3alUMThl A1t BbIGopa COOTBETCTBYIOLLEr0 METoAa
ayTeHTUUKaLmu.

AyTeHTUdUKaUWs yaaneHHbIX Nonb3oBaTenei AOCTUraeTcst Npy UCMONb30BaHUU CPEACTB KpunTorpadum, CpeacTs
uaeHTUbUKaLMM annapaTypbl UK NPOTOKONOB, NMOAAEPXKMBAIOLLMX METOL «OTK/IMK-OT3bIB». BblaeneHHble YacTHble
NHWW WU CPEACTBa NPOBEPKM CETEBOrO aapeca Nosib30BaTeNs MOryT Takke UCMOoNb30BaThCsa A1 obecneyeHns
[OBEPUS K UCTOYHUKY MOAKIHOYUEHWIA.

Mpoueaypbl U CPeACTBa KOHTPOSSt 06paTHOro Bbi30BA, HANPUMEpP MCMOJb30BaHUE MOAEMOB C 06PaTHLIM BbI30BOM,
06€ecrneuvBaloT 3alMTy OT HEABTOPWU30BAHHbBIX M HEXENATEbHbIX MOAK/IIUYEHUI K CpeacTBaM 06paboTku
MHdOpMaLMK OpraHn3aLmK, Tak Kak NoATBEPXKAAIOT NPaBoO Ha AOCTYM MOo/b30BaTeNEl, MbITAIOLMXCS YCTaHOBUTD
yOaneHHyIo CBA3b C CETbIO OpraHu3auum. Mpu 1Cnonb30BaHUK 3TUX CNOCO60B OpraHM3aLmMK He UCMOSb3YHTCA
CeTeBble CEPBUCHI, KOTOPbIE BK/OYAIOT NepeajpecaLimio BbI30oBa. ECM e OHM MCnonb3ytoTcs, Toraa 61okupyercs
BO3MOXXHOCTb Mepeazipecauum, YTobbl M36exaThb CBSA3aHHbIX C 3TUM PUCKOB. lpoLiecc 06paTHOro BbI30Ba
obecrneynBaeT yBEPEHHOCTb B TOM, YTO (haKTUUECKOE pasbeanHEHUE Ha CTOPOHE OpraHM3aLmMm ocyLLeCTBNEeHO. B
MPOTVUBHOM C/lyYae yAaseHHbI! Nosib30BaTe b MOXET AEPXKaTh NIMHUIO 3aHATON, (hanbcuduLmMpys nNpoBepKy
06paTHOro BbI30Ba. [/ UCK/HOUEHNS NOAOBHbIX MHLIMAEHTOB NPOLIEAYPbl M CPEACTBA KOHTPO/S 06paTHOro BbI30Ba
cneayeT TWaTenbHO TeCTUPOBaTh.

11.4.4. AyTeHTudurkaumsa ysna

CpeacTBo aBTOMATUYECKOro NOACOEAMHEHUS K yAaNeHHOMY KOMMbIOTEPY NpeAoCTaBNsSeT Crocob nonyyeHus
HEeaBTOPU30BaAHHOIO AOCTYMNa K NpuioxeHnto. CreaoBaTenibHO, NMOAKMOYEHUS K yAaNeHHbIM KOMMbIOTEPHbLIM
cUcTeMaM ayTeHTUMUUMPYIOTCS, YTO OCOBEHHO BaXXHO, EC/TN MOAKJTIOYEHME NPOM3BOAUTCS K CETU, KOTOopas
HaxoAMTCs BHE cepbl KOHTPOS yrNpaBfieHnst 6e30MacHOCTbI0 OpraHM3aLmnu.

AyTeHTUUKALMA Y31a CTYXKUT albTEPHATUBHBIM CPEACTBOM ayTEHTUMUKALIMM TPYNN yaaeHHbIX Nob30BaTeei
TaM, re OHV NOACOEAMHEHbI K 6@30MacHOMyY KOMMbIOTEPHOMY CPEACTBY COBMECTHOIO MCMO/b30BaHus.

11.4.5. 3awmTa NOpTOB ANArHOCTUKK NpU yaaneHHoM gocTyne

[nsa obecneyeHuns: 6@30MacHOCTY AOCTYN K MOpTaM AMArHOCTUKW KOHTPOIMPYeTCsl. MHOrMe KOMIbIOTEPHBIE CETU U
CUCTEMBI CBSI3W UMEIOT Habop CPeACTB yAaneHHOoW AUarHOCTVKM AN UCMONb30BaHUS MHXXEHepaMu Mo
06cnyxmBaHuto. Byyun HE3aLWMLLEHHBIMM, 3TU AUArHOCTUYECKME MOPThI SBMISIOTCS UCTOYHMKOM pucka
HeaBTOPW30BaHHOrO AOCTYyna. be3onacHoCTb 3TUX NOPTOB 06ecneymMBaeTCsl C MOMOLLbLIO COOTBETCTBYIOLLEMO
3alUMTHOrO MexaH13Ma 6e30MacHOCTM, «3aMKa», a Takke OCYLLECTBNSETCS A0CTYN 06Cy>XuUBatoLLEro NepcoHana K
AMArHOCTUYECKMM MOPTaM TOSIbKO Ha OCHOBaHUM JOrOBOPEHHOCTM MexXay HadanbHukoM otaena ACY, oTBeYaowmm
3a obecrneyeHne KOMMbIOTEPHbLIX CEPBMCOB, U NEPCOHANIOM MO NOAAEPXKKE anmnapaTHbIX/MPOorpaMMHbIX CPEACTB.

11.4.6. MpuHUKMN pasgeneHns B ceTax

Cnyyan COBMECTHOrO UCMOJIb30BaHNS HECKOIbKUMU OpraHn3aLmsiMy pacrnpeaesieHHoM CETEBON MHMPACTPYKTYpbl 1
cpeacTB 06paboTkn MHGOpMaLMKN yBEIMUMBAIOT PUCK HEABTOPM30BAHHOIO AOCTYMNa K MHOPMALMOHHBIM CUCTEMAaM
CEeTU, NPUYEM B OTHOLLEHMN HEKOTOPbIX U3 3TUX CUCTEM, BCNIEACTBUE UX BAXHOCTU UNN KPUTUYHOCTU, MOXET
noTpeboBaTbCs 3aliMTa OT MOJb30BATENEN, MNOMYUMBLUMX AOCTYN K APYrM CMCTEMaM CETU. B Takux crydyasx
paccMaTpUBaETCs BHeAPEHME AOMOSTHATENbHbIX MEPONPUSTUI MO YNPaBIeHWUI0 MHhOPMaLMOHHON 6e30MacHOCTLIO B
npeaenax ceTi, Ytobbl pas3aensaTb rpynnbl MHHOPMALIMOHHBIX CEPBMCOB, NONb30BaTeNei 1 MHMOPMaLIMOHHbIE
CUCTEMBI.

OnHO U3 Takux MEPOMPUSTUIA COCTOUT B TOM, YTOObI pa3fensTb UX Ha OTAEeNbHbIE IOrMYecKMe CETeBbIE JOMEHbI,
HanpuMep, BHYTPEHHWIA CETEBOV JOMEH OPraHM3aLMu 1 BHELIHWE CETEBbIE JOMEHBI, KaX/bli U3 KOTOPbIX 3aLLMLIEH
onpeseneHHbIM NepuMeTpoM 6e3onacHoCTU. Takol NepuMeTp peanu3oBaH NOCPEACTBOM BHEAPEHMS LU03a
6e30MacHOCTM (MEXCETEBOW 3KpaH) MeX/y ABYMsl CBSI3aHHbIMM CETSIMU AJ1s1 KOHTPOJS OCTYMa U MHPOPMALMOHHOIO
MoTOKa MEXAy HUMWU. STOT LUIO3 CreayeT KOH(UIrypupoBaTb Anst unbTpauum Tpacbuka Mexay AOMEHaMU U Afist
610K1POBaHUS HEABTOPU30BAHHOMO AOCTYMNa B COOTBETCTBUM C MOSIMTUKOM KOHTPOMS OCTYMNa OpraHu3aLmu.

Kputepuun ansa pasgenexHus ceTell Ha AOMEHBI (bOpMMpYETCFI Ha OCHOBE aHa/n3a NOJIMTUKU KOHTPONSA AOCTyna, a
TaKXe y4yuTbiBas BIUAHUE 3TOMO pa3aeneHns Ha Npon3BoaAnUTENIbHOCTb B PE3Y/bTaTeE BKIHOYEHUSA noaxoasiuein
TEXHONOrnMn MapLipyTnsauum CETEN WM LIMHO30B.



11.4.7. KoHTpOnb ceTeBLIX COeaMHEHUI

TpeboBaHMs MONUTUKM KOHTPONS JOCTYNa AJis COBMECTHO UCMOJb3yeMbIX CeTel, 0COBEHHO TeX, KOTopble
MPOCTUPAIOTCS 3a rPaHMLbl OpraHu3aumnm, TpebyloT BHEAPEHUS JOMOSHUTENbHBIX MEPOMPUSTUI MO YNpaBIeHUIO
MHOPMaLIMOHHOM 6e30MacHOCTbIO, UTOBbI OrpaHMYMBaTL BO3MOXHOCTM MOMb30BaTeNei No NoAcoeanHeHu0. Takve
MEpPONpUATUS peann3oBaHbl NOCPEACTBOM CETEBbIX LUJTIO30B, KOTOpblE PUBTPYIOT TPadyK C MOMOLLbIO
onpesaeneHHbIX Tabnuy, unv npaswus. NMpUMeHsieMble OrpaHUYEHNsl OCHOBBIBAIOTCS Ha MOMUTUKE U TPebOoBaHMSIX
AOCTyna K BU3HEC-NPUNOXKEHUSM, @ TakKe COOTBETCTBYIOLWMM 06pa3oM NoaAepXvBanicb 1 06HOBNSIUCD.

MpyMepbl BU3HEC-NPUNOXEHUI, K KOTOPLIM NPUMEHSIFOTCS OFpaHUYeHUs:

3/IEKTPOHHAs MoYTa;

nepeaaya ainos B 04HOM HanpasfeHuu;

nepegaya daiina B 0601x HanpaBieHUsX;

MHTEPAKTVBHbIN JOCTYM;

AOCTYN K CETW, OrPaHNYEHHbIN ONpPeAeseHHbIM BPEMEHEM CyTOK UK AATON.

11.4.8. YnpaBneHue mapLupyTmsaumen cetu

CeTn COBMECTHOrO MCMOMb30BaHNs, 0COBEHHO Te, KOTOpble MPOCTMPAOTCS 3a rPaHuLbl OpraHu3auum, TpebytoT
peanusaumn MeponpusiTuiA Nno obecneyeHnto NHMOPMaLMOHHON 6e30MacHOCTK, YTOObI NOACOEAMHEHMUSI KOMMbIOTEPOB
K MH(OPMAaLMOHHBLIM MOTOKAM He HapyLlanu NonUTUKY KOHTPOS AOCTyna K BU3HEC-NpUIoXeHUsM. 3To SBASIETCS
0CO6EHHO BaXKHbIM A/1sl CETEW, COBMECTHO MCMOMb3YEMbIX C MO/Ib30BATENSAMU TPETbEN CTOPOHBI (HE COTPYAHMKAMM
opraHuzaumm).

ObecneyeHve MHGOPMaLMOHHOW 6e30MacHOCTY NMPU OCYLLECTBIEHMN MapLLPYTH3aLMN OCHOBBLIBAETCS HA HAAEXHOM
MEeXaHW3Me KOHTPOSIS aApecoB UCTOYHMKA M HazHauyeHust coobLueHus. Mpeobpa3oBaHme CETEBLIX aApPeCcoB TaKkxe
OYeHb MOME3HO A8 U30AUMM CETEW U NPeAoTBPaLLEHMSI PaCNPOCTPaHEHWsSI MapLUPYTOB OT CETU OAHON OpraHu3aLmum
B CETb APYroi. ITOT NOAXOZ pPeasim30BaH kak NporpamMMHbIM CMOCO60M, Tak M anmnapaTHbIM. CrneumanucTsl,
3aHMMatoLLMECs BHEPEHWEM, OCBEAOMISHOTCS O XapaKTEPUCTMKAX UCMONb3YEMbIX MEXaHU3MOB.

11.5. KoHTponb aocTtyna kK onepayMoOHHON cucTeme
Lleﬂb: npeaoTBpalleHne HeaBTOPU30BaHHOIO AOCTYMNa K KOMMbKOTEPaM.

Ha ypoBHe onepaLmMoHHONM CUCTEMBI UCMOJb3YIOTCA CPEeACTBA MHAPOPMaLMOHHON 6€30MacHOCTU ANst OrPaHUYEHNS!
[JOCTyMa K KOMMNbIOTEPHBIM pecypcaM. JTu CpeacTBa 0becneymBatoT:

e yaeHTUdMKaUMIO 1 BepudmKaLmio KOMNboTepa NONb30BaTENs U, €CIM HEOBXOAMMO, TEPMMHANA U
MECTOMOJIOXKEHME KaXA0ro aBTOPM30BaHHOO MoJib30BaTeNs;
PErMcTpaumio YCneLLHbIX U HeYAaBLUMXCS AOCTYMNOB K CUCTEME;
ayTEHTUMUKALMIO COOTBETCTBYIOLLENO YPOBHS. ECIM NCMO/b3yeTcs cucTeMa NaposibHOM 3alUyThl, TO OHA
JO/MKHa obecrneunBaTh KaueCTBEHHbIE Mapou;

e  OrpaHMYyeHue BpeMeHW NOACOEANHEHMS NOMb30BaTeNeN, B CJlydae HEOOXOANMOCTH.

11.5.1. ABTOMaTnyeckas naeHTugukauna TepmmHana

PaccMaTpuBaeTCs BO3MOXXHOCTb MCMOJIb30BaHUS aBTOMaTUYECKOW MAeHTUhMKALUM TeEpMMHana, YTobbl
ayTeHTUhULMPOBaTb ero NoAcoeAMHeHNE K ONpeaeneHHbIM TOUKaM CUCTeMbl. ABTOMaTUYeckas MaeHTudbukaums
TepMUHana — MeTog, KOTOpbI UCMOMb30BaTbCS, CIM BaXKHO, YTOObI CEaHC MOT 6bITb MHULIMMPOBAH TOJbKO C
onpeAeneHHOro MecTa UM KOMMbIOTEPHOO TepMUHaNa. BCTPOEHHbIN MW NOACOEANHEHHDBIN K TepMUHany
UAEHTUUKATOP MCMOSb3YeTCst ANS ONpefeneHus, pa3peLleHo M 3TOMy KOHKPETHOMY TepMUHay MHULMMPOBaTb
WY NosyyaThb OnpeaeneHHble COOBLLEHMS.

11.5.2. MNMpoueaypbl peructpauuu ¢ TepmuHana

JlocTyn K MHOPMaLIMOHHLIM CEpBUCaM 0becrnedmBaeTcs MyTeM UCMOb30BaHMA 6e30MacHoi npoLeaypbl BXoaa B
cucTeMy (cnocob peructpaumm). MNpoueaypy peructpaumum B KOMMbIOTEPHON CUCTEME MPOEKTUPYETCS Tak, UTOObI



CBECTN K MMHMMYMY BO3MO>XXHOCTb HEGBTOPU30BAaHHOIO AOCTYrMa U He OKa3blBaTb MOMOLLM HEAGBTOPU30BaHHOMY
nonb3oBaTento. Mpoueaypa peructpauum o61aaaeT cneayrowmMMm CBOMCTBAMU:

e  He oTO6paXaTb HaMMEHOBaHUI CUCTEMbI UK MPUSIOXKEHUI, MOKa NPOLIECC perncTpaLmnm He ByaeT ycnewwHo
3aBepLLeH;

e oTOb6paxaTb oblLuee yBeAOMNEHWE, MPeayrnpeXaatoLLee, YTo AOCTYN K KOMMLIOTEPY MOMYT MOSYYUTb TONbKO
aBTOPW30BaHHbIE MO/bL30BaTENM;

e  He MPefoCTaBNsTb COOBLUEHMI-MNOACKA30K B TEYEHME NpoLeaypbl perncTpaLmm, Kotopble MOriv 6bl MOMOYb
HEeaBTOPW30BaHHOMY MOJIb30BaTENIO;

e  MoATBepXAaThb MHMOOPMaLMIO PErMCTPaLMm TONBbKO MO 3aBepLUEHUM BBOAA BCEX BXOAHBIX AaHHbIX. B criyyae
OLMBOYHOrO BBOAA CMUCTEMA He MOKAa3bIBAET, Kakasl YaCTb AaHHbIX SIBASETCS NMPaBUIbHOW UK
HenpaBwbHOM;

e  OrpaHMYMBaTb YUC/IO Pa3peLLEHHbIX HeyAaYHbIX MOMbITOK perucTpaumy (PEKOMEHAYETCS TpU) 1
npeaycMaTpuBaTh:

o @ 3anucb HeyAayHbIX MOMbITOK;

o @ BK/IOYEHVE BPEMEHHOM 3aAepXKM Npexzae, Yem 6yayT pa3pelleHbl AasibHENLNE MOMbITKM
pernucTpaumnm, Unm OTKIOHEHWE NBbIX AaNbHENLIMX MOMbITOK PerncTpaummn 6e3 crneumasnbHoM
aBTOpM3aLUuy;

o @ pa3beavHeHve ceaHca CBA3W Npu nepefayde AaHHbIX;

e  OrpaHMYMBaTbL MaKCMMasbHOE Y MUHUMAbHOE BPEMS, paspeLleHHOe AJist MpoLeaypbl peructpaumn. Ecim
OHO MpEBBbILLEHO, CUCTEMA AO/KHA NPEKPaTUTb PErncTpaumio;

e  huKcMpoBaTb MHGMOPMALMIO B OTHOLIEHUM YCMELIHO 3aBEepLUEHHON perncTpaumm:

o @ paTy 1 BpeMmsi NpeablayLel yCrelwHo perucTpaumm;

o @ petanu NbbIX HeyAaYHbIX MOMbITOK PErMCTPaLIMM, HAUMHas C MOCNEAHEN YCreLHOowM
perucTpaumm.

11.5.3. UgeHTndukaums n ayteHTudmKaLmsa nonb3osartens

Bce nonb3oBaTtenu (BkItOYasi NepcoHan TEXHUYECKOW NOAAEPXKKM, T. €. ONepaTopoB, aAMUHUCTPATOPOB CETH,
CWCTEMHBIX MPOrPaMMUCTOB UM aAMUHUCTPATOPOB Ha3bl AaHHbIX) UMEKOT YHUKaNbHbIA MAEHTUbUKATOP
(nonb3oBatenbckuin W) Ans X eAMHONMYHOrO UCMOMb30BaHUS C TEM, YTOObI UX AEMCTBMSI MOTIN ObITb
npoaHanM3nMpoBaHbl OTBETCTBEHHbLIM IMLIOM. [lofib30BaTenbCkuid V[, He AOmKeH coaepxaTb NPU3HAKOB YPOBHS
npvBUNErU Nosb3oBaTens.

[ins BbINONHEHMs1 0CO60 BaXkKHbIX PAabOT AOMYCKAETCS! UCMONb30BaTh 06 MaeHTUdMKATOP ANs rpynb
nonb3oBaTenien Unn ANs BbINOIHEHWSI OnpeAeneHHoi paboTbl. B Takux ciyyasix COOTBETCTBYIOLMM 06pa3oM
odopMseTcs paspeLueHne pykoBoacTsa. Kpome Toro, anst obecneveHmsi 6€30nacHOCT! CUCTEMbI OT
HEeaBTOPU30BAHHOIO AOCTYMNA B 3TUX Cyyasx TpebyeTcs npuMeHeHne AoNOMHUTENbHBIX Mep obecneveHns
nHdOpMaLIMOHHOWN Be3onacHOCTK.

CyLLECTBYIOT pasnnyHble NpoLeaypbl ayTeHTUdMKALIMM, KOTOPbIE UCMOMb3YIOTCA AN18 A0Ka3aTeNbCTBa 3asiB/IEHHON
WAEHTUYHOCTM Mosib3oBaTens. Maponn — cnocob obecnedernsi UAEHTUMOUKALMKM U ayTEHTUHOUKALMM, OCHOBaHHbIN Ha
MCMOIb30BaHMM Mapossl, KOTOPbIM 3HAET TOJIbKO MO/b30BaTe b, TO e caMoe AOCTUraeTcsl CpeacTBaMm
KpunTorpadumn 1 NpOTOKOMaMM ayTeHTUDMKALMMN.

CneupanbHble (r3nyeckme yCTpoCTBa AOCTYNa C NamaTbio (token) nnm MMKpoOnpoLEeccopHble KapTbl (CMapT-KapThl),
KOTOPbIMM MOSIb3YIOTCSH COTPYAHWUKM, TAKXKE UCMONb3YHOTCA AN UAEHTUDUKALUK 1 ayTEHTUDMKALMMN.
BrioMeTpuyeckne MeToabl ayTEHTUMMKALMK, KOTOPblE OCHOBaHbl Ha YHMKa/IbHOCTU XapaKTepUCTUK (0CO6eHHOCTEN)
WHAMBUAYYMA, MOTYT TakXKe UCNOMb30BaThCA AN ayTeHTudMKaumMmn nonb3osatens. CoueTaHne pasnnyHbiX
TEXHOMOMMM U MeToL0B obecneunBaeT boree HaleXHYo ayTeHTUdMKaLMIO.

11.5.4. Cnctema ynpaBneHus naponsimm

Maponu — oAHO M3 rNaBHbIX CPEACTB NOATBEPXAEHMS NOTHOMOUMS NOMb30BaTeNs, OCYLECTBSIOWEro AOCTYN K
KOMMbIOTEPHBLIM CepBMCaM. B cucTeMax ynpasfieHns naposieM npeaycMOTpeHbI Bq)dJEKTVIBHbIe WHTEPAKTUBHbIE
BO3MOXXHOCTU NoAAEPXKKN Heob6x0anMOoro X KayecTBa.

[ns HekoTopbIX 6VI3HEC-I'IpVIJ'|O)KeHMl‘/'I Ha3Ha4aloTCA NOJ1Ib30BaTENbCKUE Mapo I HE3aBUCUMbIM AO/TIXXHOCTHbLIM JIULIOM.
B 60nbLUMHCTBE Xe Cny4aeB nNaponu BbI6VIpaIOTC$I M NoAAEPXMBAKOTCA NONb30BaTENAMN.



CvicTeMa ynpaBneHusi NaponsiMu:

e  MpeanuchiBaTh UCMOMb30BaHWE HAMBKAYANbHBIX NAposeit Ans o6ecneyeHns yCTaHOBIEHNS
OTBETCTBEHHOCTY;

e  [O3BOJISATH MOJIb30BATENAM BbIGUPATH U U3MEHSITb UX COBCTBEHHBIE MAPO/M, @ TaKXKe BKIIHOYATb
NOATBEPXKAAOLLYIO NpoLeaypy 4SSt y4eTa owmnboK BBOAA Npy HEOH6XOAMMOCTY;
NpeanucbiBaTb BbIGOP BbICOKOKAYECTBEHHbIX Naponel;
TaM, rae nosib30BaTesv OTBEYAIOT 3a NMOAAEPXKKY CBOMX COBCTBEHHBIX Maponel, NpuUHYXaaTb UX K
M3MEHEHWIO Naponeit;

e  TaM, rae nosb3oBaTe/n BbIGMPAtOT Naposn, 06ecrneynBaTh U3MEHEHWE BPEMEHHDIX MApPOsIel Npu NepBoi
perucTpaumm;

e M0AAEPXKMBATb XPAaHEHUE UCTOPUM NPEeabIAYLLMX NOJb30BATENLCKMX NAponel (3a npeabiayLumii roa) u

npeaoTBpaLlaTh UX NMOBTOPHOE UCMOMb30BaHWE;

He oToBpaXaTb Naposn Ha SKpaHe Npu UX BBOAE;

XpaHWUTb dalifibl Naponeit OTAENbHO OT AaHHbIX NPUKIAAHBIX CUCTEM;

XpaHUTb Maponu B 3aLndpoBaHHOM thopMe, UCMOsb3ysi OAHOCTOPOHHUIA anropuTM LW POBAHMS;

obecrneynBaTb CMEHY NMaposiei NocTaBLMKa, YCTAHOBIEHHbIX MO YMOYaHMIO, MOC/e MHCTANAALMK

NpOrpaMMHOro o6ecrneyeHus.

11.5.5. icnonb3oBaHne CUCTEMHBIX YTUNUT

Ha 60/1bLUMHCTBE KOMMBIOTEPOB YCTAHAB/IMBAETCS, MO KpalHel Mepe, oiHa NporpaMMa — CUCTEMHas yTUINTa,
KOTOpasi No3BoNSET 060MTM Mepbl NpefoTBpaLleHUs HEaBTOPU30BaHHOMO AOCTYMNa K OMepaLMoHHbIM CUCTEMaM U
BM3HEC-NPUNOXEHMSM. ICNONb30BaHME CUCTEMHbIX YTUMUT OFPaHUYEHO U TLLATEbHBIM 06pa3oM KOHTPOMPYETCS.
[lns 3TOro MCnonb3yoTcs CeaytoLwmne MeponpusiTst No ynpaBneHuto MHPOPMaLMOHHONM 6€30MacHOCTbIO:

UCMOMb30BaHME NpoLeayp ayTeHTUMOMKALMM CUCTEMHBIX YTUINT;

OTAENEHNE CUCTEMHBIX YTUIUT OT NPUKNAAHBLIX MPOrpaMMm;

orpaHMYeHNe UCMOoJIb30BaHWUS CUCTEMHBIX YTUIUT MyTeM Bbibopa MUHMMAsIbHOTO YMC/Ia AOBEPEHHbIX
aBTOPU30BAHHbIX MOJb30BATESNEN, KOTOPLIM 3TO HEOBXOAUMO;

aBTOPU3aLMS 3NM30NYECKOTO UCTOSb30BaHNS CUCTEMHBIX YTUINT;

orpaHuyeHne A0CTYMHOCTU CUCTEMHBIX YTUAMUT (TONIbKO Ha BPEMS BHECEHWSI aBTOPU30BaHHbIX U3MEHEHWIA);
PErucTpaLms UCnosib30BaHUS BCEX CUCTEMHbIX YTUMIUT;

onpeaeneHne 1 AOKYMEHTUPOBAHWE YPOBHEN aBTOPU3aLIMK B OTHOLLEHUM CUCTEMHBIX YTUNT;

yAQneHne BCeX HEHYXXHbIX YTUAUT U3 CUCTEMHOIO MPOrpaMMHOro o6ecrneyeHus.

11.5.6. MNepuoakl 6e3nencTeusa TepMmmnHanos

TepMUHanbl, pasMellieHHble B MECTaX MOBbILLEHHOO PUCKa, HanpuMep B OBLLEAO0CTYMHbLIX MECTaX, UMK BHe cchepbl
KOHTPO/IS MpoLiecca ynpasnieHnst 6e30MacHOCTbIO OpraHM3aLmi, 06CyXMBAKOLLME CUCTEMbI BLICOKOTO pUCKa,
OTKJ/IHOYAOTCA MOC/Ie onpeaeneHHoro nepuoaa Ux 6e3aeicTems A1 NPeaoTBPaLLEHMs 4OCTyNa HeaBTOPU30BaHHbIX
nnl. MexaHn3M 6/10KMPOBKM MO BPEMEHM 06ECTeUMBaET OUNCTKY SKpaHa TEPMUHANA, @ TakxKe 3aKpbiThe paboTsl
CEaHCOB MPUIOXEHNUSI U CETEBOMO CeaHca TePMMHaa nocse onpeaesieHHoro neproaa BpeMeHu ero 6esaencTeus.
BpeMs cpabaTbiBaHusi 6/IOKMPOBKM YCTaHAB/IMBATLCA C YYETOM PUCKOB 6E€30MacHOCTM, CBA3AHHbBIX C MECTOM
yCTaHOBKM TepMuHana. CneayeTt UMETb B BUAY, UTO HEKOTOPbIE MEPCOHasbHbIE KOMIMbIOTEPLI 06ECMEUNBAIOT
OrpaHWYeHHyYI0 BO3MOXXHOCTb 6/I0KMPOBKM TEPMUHAMA MO BPEMEHU MYTEM OUYMCTKM 3KpaHa v NpeaoTBpaLleHus
HEaBTOPWU30BAHHOIO [OCTYMa, HE OCYLLECTBAA NPU STOM 3aKPbITUS CeaHCa NPUMOXKEHWI UK CETEBOrO CeaHca.

11.5.7. OrpaHu4eHus noacoeauHeHNUsi N0 BpEMEHU

OrpaqueHml noacoeanHeEHUs No BpeMeEHU obecneuymBaoT AONOJTHUTENbHYIO 6e30nacHoCTb ansa I'IpVIJ'IO)KeHVIﬁ
BbICOKOIO pUCKa. OrpaqueHme nepmnoaa BpeEMEHN, B Te4EHNE KOTOPOro pa3pelleHbl nogcoeAnHEHNA TEPMUNHANOB K
KOMMbIOTEPHBIM CEPBUCAM, YMEHbLLAET MHTEPBa BPEMEHU, B TEYEHME KOTOPOrO BO3MOXEH HEABTOPU30BAHHbIN
J0CTyn. ITa Mepa obecnedeHnst MHHOPMaLIMOHHONM 6e30MacHOCTM NPUMEHSIETCA ANs HaMboee BaXKHbIX
KOMMbIOTEPHBIX MPUSIOXKEHNIN, 0COBEHHO TEX, KOTOPbIE CBSI3aHbl C TEPMUHANAMK, YCTAHOBNEHHBIMU B MECTaX
MOBbILLEHHOIO pUCKa, B 06LLEeA0CTYMHbIX MecTax Uimn BHe cdepbl KOHTPONS ynpaBneHns 6€30MacHOCTbO
opraHuzaumu. MpuMepbl TakUX OrpaHUYEHW:



e  1CMONb30BaHME 3apaHee onpeaeneHHbIX OTPE3KOB BPEMEHW AN NMaKeTHOW nepeaaun daiinos nnm
pErynsapHbIX MHTEPAKTUBHbLIX CEAHCOB HEBO/IbLLION NPOAOIKUTENBHOCTY;

e  OrpaHMYEHVe BpeMeHU MOAKIOYEHUI YacaMi paboTbl OpraHM3aLmMm, ecin HET HeoBX0AMMOCTH
CBEpXYpOYHOI 1nn 6osnee NPoAoKUTENbHOW paboThl.

11.6. KoHTponb AocTyna K NpuioXeHUsm
LI,EJ'Ib: npeaoTepalleHne HeaBTOPU30BaHHOIO AOCTYNa K AaHHbIM VIH(bOpMaLLVIOHHbIX CUCTEM.

MpuMeHsoTCa Mepbl obecneyeHus VIHCbOpMaLWIOHHOI\/'I 6e3onacHocTn ans OorpaHmyeHuna Aoctyna K npuknagHbiM
cncremam.

Jlornyeckun A0CTYyNn K NporpaMMHOMY obecneyeHunio n VIHdJOpMaLlVIVI OO0/DKEH OrpaHNYMNBAETCA TOJIbKO
aBTOPM30BaHHbLIMW NOJb30BaTENAMU. [Nng 3Toro obecneuvBaeTtcs:

e  KOHTPOJ/b AOCTYNa nosib3oBatenen kK MHdopMaumm u hyHKUMSAM BU3HEC-NPUNOXEHUI B COOTBETCTBUM C
onpeaeneHHoi 6U3HECOM NMOIMTUKONM KOHTPOSSA AOCTYna;

e  3alUWTY OT HEABTOPM30BAHHOMO AOCTYMa NOBOM YTUANTLI MU CUCTEMHOIO NMPOrPaMMHOro obecrneyeHus,
KOTOpble MO3BOSISAOT 06XOAMTb CPEACTBA OMEPALMOHHON CUCTEMBI UK MPUIOXKEHWIA;

®  UCK/IOYEHME KOMNpoMeTaumy 6e30MacHOCTM APYrnX CUCTEM, C KOTOPbIMX COBMECTHO MCMOJb3YHOTCA
MH(OPMaLMOHHBIE PECypChbl;

e [0CTyn K MHMOPMaLMK TOMbKO BaAesblLa, KOTOPbIi COOTBETCTBYHOLMM 06Pa30M HasHayeH U3 yncnia
aBTOPU30BaAHHbIX /UL, UM OMPEAENIEHHbIX IPYNM MoJib30BaTesNEeN.

11.6.1. OrpaHnyeHme goctyna K nHgopmMarmm

Monb30oBaTensiM 6U3HEC-MPUSTOXKEHMI, BKIIKOYasi MEPCOHas NOAAEPXKKM U SKCMyaTaumm, obecnedumBaeTcs AOCTYN K
UHOPMaLMK 1 DYHKLMSM STUX MPUSIOXKEHWI B COOTBETCTBUM C ONPeAeneHHOW NOIMTUKON KOHTPOSS A0CTYNa,
OCHOBaHHOM Ha TpeboBaHWsIX K OTAENbHbIM BU3HEC-NPUNoXeHNsaM. PaccMaTpuBaeTCs NpUMEHEHWE Ceayowmx
MEPONPUATUIA MO YNPaBieHW0 MHHOPMAaLIMOHHON 6e30MacHOCTbLI0 s obecredeHnst TpeboBaHWi Mo OrpaHNYEHNIO
pocryna:

e  loaZepXKKa MeHto Ans ynpaefieHust AOCTYNOM K NPUKIAAHbIM (DYHKLUMSIM CUCTEMBI;

e  OrpaHu4eHus B NMpPeaoCTaBnEeHMM NOb30BaTeNsIM MHGOPMaLMK O AaHHbIX U QYHKUMSAX BM3HeC-
NPUNOXEHNI, K KOTOPbIM OHM HE aBTOPU30BaHbl Ha JOCTYM, NMyTeM COOTBETCTBYIOLLErO peaaKTUPOBaHMS
MoJIb30BaTeNIbCKON AOKYMEHTALMM;

e  KOHTPO/b MpaB AOCTyna Monb30BaTeNeN, HanpuMep, YTeHne/3anucb/yaaneHne) BoiNosIHEHNE;

e obecrneyeHne yBEPEHHOCTM B TOM, UTO BbIBOAMMbIE aHHbIE U3 BU3HEC-MPUNOXEHNI, 0BpabaThbiBaKOLLIMX
BaXKHYIO MH(OPMaLMIO, coaepxanu TobKo TpebyeMyto MHGOPMaLMIo 1 Nepecklianncb TONbKO B agpeca
aBTOPM30BaHHbIX TEPMMHANOB M MO MECTY Ha3HaYeHus.

MpoBOAMTCS NEPUOANYECKUIA aHANM3 NpoLiecca BbIBOAA ANS NPOBEPKW yAaneHUs M3bbITo4HON MHbopMaLm.
11.7. MOHUTOPUHI AOCTyNa U UCNONb30BaHUSA CUCTEMBI
Llenb: obHapy>xeHne HeaBTOPU30BAHHBIX AEVCTBUIA.

[Onsi o6Hapy>XeHUst OTKIOHEHUS OT TPeBGOBaHWI NMOMUTUKM KOHTPOMS AOCTYMNA U PErMcTpaLmmn CobbITUI 1
obecrieveHns AOKa3aTeNbCTBA Ha Cydalt BbISIBIEHUS MHLUMAEHTOB HapyLUeHWst MHPOPMaLIMOHHOM 6e30MacHOCTM
NPOBOANTCS MOHUTOPUHI CUCTEMBI.

MOHUTOPUHI CUCTEMbI MO3BOJISIET NPOBEPSTb IPHEKTUBHOCTL NMPUMEHSIEMBIX MEPOTPUSTHI MO 06ecreyeHunto
MHOPMaLMOHHOM 6e30MacHOCTM U NOATBEPXAaTb COOTBETCTBUE MOLENM NOMUTUKK AOCTyna TpeboBaHusM BusHeca.

1.7.1. Peructpauust cobbiTui



[ONs 3anMcK MHUMAEHTOB HApYLUEHWs MHAOPMALMOHHOM 6e30MacHOCTM M APYrMX CBSA3aHHbIX C 6€30MacHOCTbI0
COBbITUIA CO3AAOTCA XKYPHASbl ayANTa U XPAHATCA B TEUYEHKE COrNACcoOBaHHOMO Neproaa BPEMEHM C LIENbIO
cofeiicTBus B NpoBeAeHUM ByayLmMX pacc/iefoBaHuii i MOHUTOPUHIE YNpaBneHus AOCTYMOM.

3anucy ayamTa BKIKOYAIOT:

M nonb3oBaTenen;

[aTbl 1 BPeMS BXOAa M BbIXOAa;

naeHTUdUKaToOp TEPMMHANMA WM Er0 MECTOMOJIOXKEHNE, €CNTN BO3MOXHO;

3arM1CcK YCNELWHbIX M OTKJIOHEHHbIX MOMbITOK AOCTYMNa K CUCTEME;

3anmncK yCneLwHbIX U OTK/TOHEHHbIX MOMbITOK AOCTYNa K AaHHbIM U APYruM pecypcaM. MoxeT notpeboBaTbcs,
yTObbI OMpeaeneHHble 3anncK ayamTa 6bl1M 3aapXMBMPOBaHbI 4151 UCMOMNb30BaHUS UX MPY aHanu3e u
paccnefoBaHUaX UHUMAEHTOB HapyLueHusl MHbOPMaLMOHHONM 6e30MacHOCTH, @ TakXXe B MHTepecax Apyrnx
uenen.

MoH NTOPWUHI UCNOJNb30BaHUA CUCTEM

Mpoueaypbl 1 obnacT pucka

[ins obecneyeHmns yBepeHHOCTY B TOM, YTO MOJIb30BaTENM BbIMOHSAIOT TONbKO T€ AENCTBUS, Ha KOTOPbIE OHU Bbifn
SIBHO aBTOPW30BaHbI, OMNpeaesseTcs NpoLeaypa MOHUTOPUHIA UCMOb30BaHUs CPEACTB 06paboTKu MHGOPMALIMK.
YpoBeHb MOHUTOPUHIa KOHKPETHBIX CPEACTB 06paboTKu MHAOPMALIMM ONPEAENATCS Ha OCHOBE OLIEHKM PUCKOB. Mpu
MOHWUTOPUHIE 06PALLAETCA BHUMAHME Ha:

aBTOPU30BaHHBbIV JOCTYM, BK/OYas cledytolwme AeTanu:
o @ nonb3oBatenbckuii U;
o @ paTbl U BPeMsi OCHOBHbIX COBbITHIA;
o @ Tvnbl COBLITUIA;
o @ daiinbl, K KOTOPLIM BbIN OCYLLECTBAEH AOCTYN;
o @ ucnonb3yeMmble NMPorpamMMbl/yTUNNTHI;
BCE MPUBUJIErMPOBaHHbIE AENCTBUS, TAaKME KaK:
o @ ucnonb3oBaHWe YYETHON 3anucKu CyrnepBu3opa;
o (@ 3anycK 1 0OCTaHOB CUCTEMBI;
o @ nopcoeanHeHWe/0TCoeaAMHEHUE YCTPOMCTBA BBOAA/BbIBOAA;
MOMbITK HEABTOPW30BaHHOIO [OCTYNa, TakMe Kak:
o @ HeypaBLUMeCs MOMbITKK;
O @ HapylueHusi NONUTUKMU AOCTYMNa U YBEAOMJIEHUS] CETEBbIX LUO30B U MEXCETEBbLIX 3KPAHOB;
o @ npeaynpexaeHns oT COBCTBEHHbLIX CUCTEM OBHapPY>XEHWSI BTOPXKEHWS;
npeaynpexaeHns Un o0Tkasbl CUCTEMbI, TaKue Kak:
O @ KOHCOSbHbIE (TEPMUHASbHBIE) NPEAYNPEXAEHNS UM COOBLIEHNS;
O @ UCKNIOYEHUs, 3annCaHHbIe B CUCTEMHbIE XXYPHasbl perucTpaumm;
o @ npeaynpeauTenbHblE CUrHasbl, CBSI3aHHbIE C YrpaBieHUEM CETbIO.

dakTopbl pUcka

Pe3ynbTaTbl MOHUTOPUHIA PEryNsSIPHO aHanU3upyroTcs. NepuoanYHOCTb aHanM30B 3aBUCKUT OT Pe3ysbTaToB OLIEHKM
pucka. PakTopbl pucka, KOTOpble HEO6XOAMMO NMPU 3TOM YUYWUTbIBATb, BKIIHOYAIOT:

KPUTUYHOCTb NPOLIECCOB, KOTOpPble NOAAEPXKMBAOTCS BU3HEC-NPUITOKEHNAMMY;

CTOMMOCTb, BaXXHOCTb MM KPUTUYHOCTb MH(OpMaLmu;

aHanun3 NpeLecTByoLWmMX C/TyYaeB MPOHUKHOBEHWS U HENPABWIbHOIO UCMOJSIb30BaHWS CUCTEMBI;

CTeneHb B3aMMOCBSI3V MH(OPMALMOHHBIX CUCTEM OpraHu3aumm ¢ apyrumm (ocobeHHo ¢ obLweaoCTynHbIMM)
ceTaMMU.

Pernctpauumsa u aHanus cobbIiTumn

AHanus (NpocMoTp) XypHana ayauTa noApasyMeBaeT NOHUMAHWE Yrpo3, KOTOPLIM NMOABEPXXEHA CUCTEMA, U MPUYMH
X BO3HWKHOBEHMUSI.



CUCTEMHbIE XXYpHasibl ayauTa YacTo cofepaT MHGOPMaLMIo, 3HAUMTENbHLIM 06bEM KOTOPOI He NpeacTaBnseT
MHTEpeca C TOYKU 3PEHMSt MOHUTOPUHIa 6e3onacHoCTU. nsi 06neryeHms MAeHTUMhUKALMN CYLLECTBEHHbIX COBbITUIA
Mpy MOHUTOPUHIe 6€30MacHOCTU pacCMaTpPUBAETCS BO3MOXHOCTb aBTOMaTUYECKOrO KOMMPOBaHUS COOTBETCTBYHOLLMX
TUNOB COOBLLEHUNI B OTAESbHbBIN XYPHAS U/WUNK UCTO/b30BaTh NOAXOASALNE CUCTEMHBIE YTUIUTBI UK
MHCTPyMeHTasbHble CPeACTBa ayanuTa [/1s MOArOTOBKM K aHanu3y AaHHbIX.

Mpv pacnpeaeneHnn oTBETCTBEHHOCTM 3@ aHanu3 XypHana ayauTa YUUTLIBAETCS pa3fenieHne posie Mexay nLoM
(nMuamm), NpoBoAALMM (M) aHANN3, U TEMM, UbM AEVCTBUS NOABEPraloTCs MOHUTOPUHTY.

Ocob0oe BHUMaH1e yaeNseTcs 3almuTe COBCTBEHHbIX CPEACTB PErMcTpaLmi, NoToMy YTo Npy BMELLATENLCTBE B UX
paboTy MOXET 6bITb MOSYUYEHO UCKAXXEHHOE NPEACTABEHME O COBbITUAX Be3onacHoCTU. MeponpusTMs no
ynpaBeHnio MHMOPMaLIMOHHON 6e30MacHOCTbIO 06eCreYnBatoT 3alUMTy OT HEABTOPU30BAHHbLIX U3MEHEHWUI U
3KCM/yaTaLMOHHbIX C60€eB, BKIIHOYas:

e  OTK/IIOYEHWE CPEACTB perucTpaumu;

e  VI3MEHEHWE TUMOB 3aperncTPUPOBAHHbLIX COOBLIEHMI;

e  peaaKkTUpoBaHMeE UK yaaneHue haisioB, CoAEPXKALLMXCS B XypHanax ayauTa;

e  pErucTpaumio C/ly4aeB MoJIHOrO 3aroJIHEHWS] HOCUTESEN XypHasbHbIX (halsioB, a TakxkKe C/lyuaeB
HEBO3MOXXHOCTY 3anuceli cobbiTuiA BcneacTane c6oeB NM6o CyyaeB Nnepesanucy HOBbIX AaHHbIX MOBEPX
CTapblX.

CurHXpoHM3auuns Yyacos

MpaBuWibHas yCTaHOBKa KOMMbIOTEPHbIX YacoB (TaliMepa) BaxkHa Ans obecneyeHnst TOUHOCTM 3aroIHEHWS! XXypPHaoB
ayauTa, KoTopble MOryT noTpeboBaThCs NS pacc/iefoBaHUN UK Kak A0Ka3aTenbCTBO Mpu CyAebHbIX Un
aAMVHUCTPaTMBHbBIX pa3bupaTenbcTBax. HeKOppeKTHbIE XYypHasbl ayaAnuTa MOryT 3aTPyAHSATb Takue pacc/iefioBaHusl, a
TakxKe MPUMBOAUTL K COMHEHMIO B JOCTOBEPHOCTM COBpaHHbIX A0Ka3aTeNbCTB.

TaM, rae KoMMboTep UK YCTPOMCTBO CBSA3M MMEKOT BO3MOXKHOCTb MCMOJb30BaTh Yachl B PeasibHOM BPEMEHU, UX
YCTaHaBNMBALOT Mo YHMBepcanbHoMy CkoopanHMpoBaHHoMy Bpemenn (UCT) unm MECTHOMY CTaHAApPTHOMY BPEMEHM.
TaK Kak HEKOTOpbIE Yachl, KaK U3BECTHO, «YXOAAT Brepea» WM «OTCTaloT», pa3pabaTbiBaeTcsa npoueaypa, NpoBepKu
1 UCTIPaB/IEHSI NI060r0 OTK/IOHEHWUS N €r0 3HAUYMMOE U3MEHEHME.

11.8. PaboTa ¢ nepeHOCHbIMU yCTpOMCTBaMU U paboTa B AUCTAHLMOHHOM pexnme

Llenb: obecneyeHne nHdOpMaLMOHHOM 6e30MacHOCTM NPU UCMOSIb30BaHWUM NEPEHOCHBIX YCTPOMCTB U CPEACTB,
obecneumBatowmx paboTy B ANCTAHLMOHHOM peXnMe.

TpebyeMas 3alumTa COM3MEPSIETCSA CO CNeLMMbUYHBIMM pUCKaMy paboThbl B yaaneHHOM pexume. MNpu 1ncrnosb3oBaHum
MEePEHOCHBIX YCTPOMCTB YYMTBIBAIOTCS PUCKM, CBA3AHHbIE C paboTON B HE3ALLULLIEHHOW CPeae, U MPUMEHSIHOTCS
COOTBETCTBYIOLUME MepbI 3alMThI. B cnyyasx paboTbl B ANCTAHLMOHHOM pexmMe npegycMaTpuBaeTcs 3alimTa Kak
MecTa paboTbl, TaK ¥ COOTBETCTBYIOLLME MEPbI MO obecrneyeHmno MHMOPMaLIMOHHOM 6e30MacHOCTY.

11.8.1. PaboTa ¢ nepeHOCHbIMK YCTPONCTBaMM

Mpu MCNoNb30BaHUK NMEPEHOCHBIX YCTPOWCTB, HanNpUMep HOyTOYKOB, KapMaHHbIX KOMMbIOTEPOB, NEPEHOCHBIX
KOMMbIOTEPOB Y MOBUSIbHBIX TenedhoHOB, NPUHUMAKOTCS CrieumanbHble Mepbl MPOTUBOAENCTBIS KOMIPOMETaLMM
cny>xebHol nHdopMauun. MNMpuHUMaeTca opManv3oBaHHas MOIUTUKA, YUUTIBAIOLLAs PUCKM, CBA3AHHbIE C paboToM
C NepeHOCHbIMI YCTPOMCTBaMM, B OCOBEHHOCTU B HE3ALLMLLEHHON cpeae. Takas NonuTuka BKIOYaeT TpeboBaHUs Mo
(bv3nyeckon 3almnTe, KOHTPOO AOCTYMA, UCMONb30BaHMIO CPEACTB U METOAOB KpUNTOorpacum, pe3epBrpoBaHuio 1
3aWwmTe OT BUPYCOB. DTa NOIUTUKA BKJIKOYAET MpaBuia M peKoMeHaauum no noacoeanHEHMIO MOBUITbHBIX CPEACTB K
CeTsM, @ Takxe pa3paboTKy pyKOBOACTB MO MCMOJIb30BaHMIO 3TUX CPEACTB B 06LLeA0CTYMHbIX MecTax.

CrnepyeT NposiBfIsiTb OCTOPOXXHOCTb MPU MUCMOJIb30BaHUM MOBUITbHBLIX CPEACTB BbIYUCTTUTENBHOW TEXHWUKM U APYTUX
CEPBUCHbIX CPEACTB B 0OLLEAOCTYMHbIX MecTax, NeperoBOpHbIX KOMHATax U He3aLLMLLEHHbIX NOMELLEHUSX BHE
opraHuzaumn. YTobbl UCKIYUTL HEABTOPU30BAHHBIN JOCTYMN WM PackpbiTUe MHOPMaLMKM, XpaHUMOW 1
o6pabaTbiBaEMOii 3STUMM CpeLCTBaMU, UCTIONb3YIOTCA CPEACTBA U METOAbI KpUMTOrpaduu.



IMpK1 UCMONb30BaHUM MOBUIBHBIX CPEACTB B 06LLEAO0CTYMHBIX MECTAX BAXKHO MPOSIBNSTE OCTOPOXHOCTb, YTO6bI
YMEHBLUMTb PUCK «MOJ CMOTpa» Naposei AoCTyna HeaBTOPM30BaHHbLIMK MLAMKU. BHeapsIloTCS 1 NoAAEPXKMBAIOTCS B
aKTyanM3vMpoBaHHOM COCTOSIHUM CPEACTBA U CMocobbl 3almnThbl OT BPEAOHOCHOrO NMPOrpaMMHOro obecredeHus. Takke
obecrneynBaeTcs AOCTYNHOCTb 060PYA0BaHMS s BbICTPOro v yA06HOro pe3epBrpoBaHus MHbOpPMaLMH.
Ob6ecreyvBaeTCcs afeKBaTHas 3allMTa PE3EPBHbIX KOMMUIA OT KPAXKM WX NMOTEPU MHBOPMALIK.

CooTBeTCTBYIOLWAs 3awmTa obecneymBaeTcs MObUIbHBIM CPEACTBAM, NOACOEANHEHHBIM K 0BLLEeOCTYMHbIM CETAM.
YpaneHHbIN AOCTyn K cnyxebHomn nHdopMaummn Yyepes 06LweaoCTynHYI0 CeTb C UCMOb30BaHMEM MOBUIbHBIX CPEACTB
BbIUNCTTUTENbHOM TEXHWKM OCYLLECTBNSETCS TOMbKO MOC/E YCMELWHON naeHTuduUKaumm n ayTeHTudrKaumm, a Takxe
Npy HanM4MM COOTBETCTBYIOLLMX MEXAHWU3MOB YrpaB/ieHns JOCTYMOM.

Ob6opynoBaHve, Ha KOTOPOM XPaHWUTCS BaXKHas U/Un KpUTU4eckas kKoMMmepyeckas HbopMaums, He ocTaBnseTcs 6e3
NMPUCMOTPA ¥ MO BO3MOXHOCTU (PU3NYECKMN U30NIMPYETCA B HAAEXKHOE MECTO WS UCMOMb3YIOTCS CreumnanbHble
3alUMTHbIE YCTPOMCTBA Ha CaMOM 060pyA0BaHWMK, YTOBbI UCKITIOUMTL €ro HEaBTOPU30BaHHOE MCMOJb30BaHKeE.
lMepeHoCcHble YCTPOIMCTBa HEO6XOAMMO Takxke (PU3NYECKM 3alMILaThb OT Kpax, 0COBEHHO KOrAa UX OCTaBsoT 6e3
npucMoTpa, 3abbiBaloT B aBTOMOBUASX MU APYrMX BUAAX TPaHCNOPTa, MOCTUHWUYHBIX HOMepax, KOH(epeHL-3anax u
APYrux Mectax BCTpeY.

CoTpyAHWKM, UCTOSb3YHOLME MEPEHOCHBIE YCTPOMCTBA, MHOPMUPYHOTCS O AOMOSTHATENBHBIX PUCKaX M HEOBXOANMbIX
MeponpuaTUsaX obecrevyeHns MHPOPMaLMOHHOW 6e30MacHOCTH, CBSI3aHHbIX C 3TUM CMOCO60M pPaboThl.

11.8.2. PaboTa B AUCTAHLMOHHOM pexmme

Mpu paboTe B AUCTAHLUMOHHOM PEXUME, a Takxxe Anst obecrnedyeHns paboTbl COTPYAHUKOB BHE CBOEM OpraHu3aumu, B
KOHKPETHOM yJaneHHOM MeCTe MPUMEHSIOTCS KOMMYHMKaLMOHHbIE TeXHOMOrMn. MNpu 3ToM obecneymBaeTcs 3alumTa
MECT ANCTAHLMOHHOW paboTbl Kak OT Kpaxk 060pyoBaHUst U MHGOPMaLMK, TaK U OT HEABTOPU30BAHHOMO PacKpbITUS
MHhOopMaLMM, HEaBTOPM30BaHHOIO YAaNIEHHOMO A0CTYNa K BHYTPEHHMM CUCTEMaM OpraHM3auuy Un HeNpaBUSIbHOTO
ncnonb3oBaHus 0bopyaoBaHust. MNpu paboTe B AMCTAHLMOHHOM PEXMME BbINOSHSAIOTCS TpeboBaHusl, Kak no
aBTOPM3aLIMK, TaK M MO KOHTPOJIHO CO CTOPOHbI PYKOBOZACTBA, @ TaKxke 06ecreynBaeTcsl COOTBETCTBYIOLLNIA YPOBEHb
nHdOpMaLIMOHHON 6e30MacHOCTM 3TOro crocoba paboThl.

MpenycMaTpuBaeTcs pa3paboTka NonuTUKK, NpoLeaypbl U cnocoba KOHTPONs Hafl AENCTBUSIMU, CBSI3AHHBIMU C
paboToi B AMCTaHLMOHHOM pexxuMe. ABTOPU3YETCS BO3MOXXHOCTb PaboThbl B AUCTAHLIMOHHOM PEXUME TOMbKO B
C/lyyae YBEPEHHOCTH, UTO MPUMEHSIKOTCS COOTBETCTBYHIOLLME Mepbl MH(OPMALIMOHHOM 6€30MacHOCTU, KOTopble
COrnacyrTcs C NOAUTUKONM 6e30MNacHOCTM opraHu3auum. NMpUHUMaeTCsl BO BHUMaHWeE:

e  cyulecTByoLLan du3myeckas 6e30MacHOCTb MECTa PaboThl B AUCTAHLIMOHHOM PEXUME, CTOUKM 3PEHMS
6€30MacHOCTM 3[1aH1sl U OKPYXKaIOLLEN Cpefbi;
npeanaraemMoe 060pya0BaHNe MECT AUCTAHLIMOHHOM paboThi;
TpeboBaHUs K 6e30MacHOCTV KOMMYHUKALMIA, UCXOAS U3 MOTPEBHOCTM B YAANEHHOM [AOCTYME K BHYTPEHHUM
CMCTEMaM OpraHM3aLImm, BaXHOCTU UHGOPMaLMKM, K KOTOPOW ByAeT OCyLIeCcTBAATLCA AOCTYMN U KOTopas
6yneT nepenaBaThCs MO KaHanaM CBs3W, a TakKe BaXKHOCTb CaMUX BHYTPEHHWX CUCTEM OpraHu3aLmm;

e  yrpo3a HEaBTOPM30BAHHOrO AOCTYMNa K MHMOOPMALMM UK PECYpPCaM CO CTOPOHbI APYrMX JNLL, UMEHOLLIMX
[OCTYMN K MECTY AUCTaHLUMOHHON paboTbl.

MeponpuaTtus no obecneyeHunto MHq)OpMaLI,MOHHOﬁ 6e30nacHOCTM B 3TUX YCNoBUAX BKTKOYAKOT:

obecneyeHune noaxoasLmMM obopyLoBaHMEM N MebesbIo MecTa ANCTAHLMOHHOW paboThl;
onpeaeneHne BUAOB pa3peLleHHoN paboTbl, BpeMeHN paboThl, knaccudukaumio MHdopMaLumm, KoTopas
MOXET XPaHUTbLCS, @ TaKkxKe onpeaeneHne BHYTPEHHNX CUCTEM W YCAYr, AOCTYN K KOTOPbIM aBTOPU30BaH
nuuy, paboTatolemMy B AUCTAHLMOHHOM peXUME;
e obecneyeHne NOAXOASALUMM TENEKOMMYHUKALIMOHHBIM 060pyAOBaHNEM, B TOM YMCie CpeacTBaMu
obecneyeHuns 6e30nacHOCTM yaaneHHoro ocTyna;
(u3nyeckyto 6e30MacHOCTb;
npaBuia U PyKOBOACTBA B OTHOLLUEHUM AOCTYMa YIEHOB CEMbM U ApYy3eii K 060pyI0BaHMIO U MHGOpMaLuK;
obecrieyeHne nNoaaepXKN 1 obcny>xnusaHns 06opyaoBaHMs U NporpaMMHOro obecneyeHus;
npoueaypbl B OTHOLLEHWUN pe3epBMPOBaHUS AaHHbIX U obecneyeHns HenpepbIBHOCTU AeSTENbHOCTY;
ayamuT M MOHWUTOPUHI 6e3onacHoCTK;



e aHHYNMpOBaHMWE MOSIHOMOYMI, OTMEHY NpaB A0CTyMNa W BO3BpalleHne 060pyaoBaHus B Ciyyae
npekpalleHnst paboTbl B AUCTAHLMOHHOM peXxuMe.

12. PABPABOTKA U OBCITYXUBAHUE CUCTEM
12.1. TpeboBaHMA K 6€30NACHOCTU CUCTEM
Lenb: obecneyeHune yyeta TpeboBaHMiM 6€30MacHOCTY NpY pa3paboTke MHPOPMALIMOHHBIX CUCTEM.

3Tn TpeboBaHMs KacatoTcsl MHAPACTPYKTYpbl, @ TAKKe NPUIOXKEHUN, pa3paboTaHHbIX Mob3oBaTeNsiMU. MpoLecchl
MPOEKTUPOBAHMUS 1 BHEAPEHWS NMPUIOXKEHUS UM CEPBUCA MOTYT BbiTb KPUTUYHBIMK CTOUKM 3peHMsi 6e30MacHOCTU.
TpeboBaHus kK 6€30MacHOCTM MAEHTUMULMPYIOTCS U COTIacoBbLIBAOTCA A0 Pa3paboTku MHMOPMALMOHHBIX CUCTEM.

Bce TpeboBaHusi 6€30MacHOCTM, BKIOYasi HEOBX0AMMbIE MEPOMPUSITUS MO NEPEXOAY Ha aBapUMHbBIN pexumM,
UAEHTUDULIMPYIOTCS Ha CTaAuK onpeaeneHuns 3a4ad NpoeKkTa, a Takke 060CHOBbLIBAOTCS, COrNIacoBbIBAOTCS U
LOKYMEHTUPYIOTCS B paMKkax O6LUEro npoekTa no BHeAPEHWIO MHGOPMALIMOHHON CUCTEMBI.

12.1.1. AHanu3 u cneundukauma TpedboBaHU 6e3onacHOCTU

B ¢opMynmpoBkax TpeboBaHWIM B OTHOLIEHWI HOBbLIX CUCTEM UMM YCOBEPLIEHCTBOBAHUS CyLLECTBYIOLLMX CUCTEM
yumnTbiBatoTCsl TpeboBaHms MHMOPMaLIMOHHOM 6e30nacHOCTy. Mpy 3TOM YYUTLIBAIOTCS Kak BO3MOXHOCTW BCTPOEHHbIX
B CUCTEMY aBTOMAaTV3MPOBaHHbIX CPEACTB obecrneveHnst MHopMaLIMOHHOW 6e30MacHOCTU, Tak U HEOBXOAMMOCTb
NMPVYMEHEHUS OPraHN3aLMOHHbBIX MEPOMPUSTUI MO YNPaBNeHUO UH(POPMALIMOHHOM 6e30MacHOCTbIO U pa3paboTky
creumanbHbIX CpeacTB. AHAIOMYHO OCYLLECTBSIETCS MOAXOZ K OLiEHKe MakeToB MPUKIAAHbIX MPOrpaMM.
ObecneynBaeTcs MCnosb3oBaHMe cepTUdOULIMPOBAHHbLIX MPOrPaMMHbIX MPOAYKTOB WY NMPOAYKTOB, MPOLUEALINX
HE3aBMCHMYIO OLIEHKY.

TpeboBaHus 6€30MacHOCTM 1 COOTBETCTBYIOLLME MEPOMNPUSATUS MO 0becrneveHnto MHhOPMaLMOHHON 6e30MacHOCTH
YUYUTBIBAIOT LIEHHOCTb MH(OPMALIMOHHBIX aKTUBOB, NMOTEHLUMANbHBIN YLlepb AeSTENbHOCTU YUPEXAEHMS, KOTOPbIN
MOXET CTaTb pPe3y/ibTaToM Hea(HEKTUBHOCTM UM OTCYTCTBUSI Mep H6e3onacHocTh. OLeHKa 1 yrnpaBreHne puckamm —
OCHOBa A/11 aHanm3a TpeboBaHuMii K 6e30MacHOCTY U OMNpeaeNeHns: He0bXOANMbIX MEPOMPUATHI MO YNpaBIEHMIO
MHMOPMaLIMOHHON 6€30MacHOCTbIO.

MnaHMpoBaHWe MeponpusTUi No obecrneyeHnio MHPOPMaLIMOHHOW 6e30MacHOCTY Ha CTaaMM NPOEKTUPOBAHWS
CUCTEMbI MO3BOJSIET CYLLECTBEHHO CHU3WTb 3aTpaThbl Ha UX BHEAPEHWUE WM NOAAEPXKKY MO CPABHEHMIO C pa3paboTkow
COOTBETCTBYIOLMX MEPONPUSTUI BO BPEMSI UM MOC/E BHEAPEHUS| CUCTEMBI.

12.2. Be3onacHOCTb B NPUKNagHbIX CUCTEMAX

Llens: npepoTspalleHre noTepb, MOD,VICI)MKaLI,VIVI M HENpaBUIbHOIo0 UCMNOJIb30BaHMSA NOJIb30BATENbCKUX AaHHbIX B
NpUKNagHbIX CUCTeEMax.

COOTBETCTBYIOLLME MEpONpUATHS MO obecreyeHunto MHhOPMaLMOHHOW 6e30MacHOCTK, BKItoYast yHKLUMM ayauTa unm
NPOTOKO/IMPOBAHME AEWCTBMIA NONb30BaTeNs, HEO6XOAMMO NpeAyCMaTpMBaTh B MPUKNAAHbLIX CUCTEMAX, BK/IHOYAst
NPUIOXEHWS], HAaNMCaHHbIE CAMUMM MOJIb30BaTENAMM. DTW Mepbl AO/MKHbI BKIOUATb B cebs obecneyeHme
(bYHKLMOHANBHOCTY NOATBEPXKAEHUS] KOPPEKTHOCTM BBOAA, 06paboTkM M BbIBOAA AAHHbIX.

JlononHnTENbHbIE MEPOMNPUATHS MO 06ecrneyeHnio MHOPMALIMOHHON 6e30MacHOCTV MOTYT MOTPeboBaThCs ANs
CUCTEM, KOTOpble 06pabaTbiBaAOT MM OKa3bIBAIOT BO3AEMCTBME Ha BAXHbIE, LIEHHBLIE UM KPUTUUYECKUE aKTUBbI
OpraH13aumm, onpeaensioTcs Ha OCHOBE TPeboBaHWI 6e30MacHOCTM M OLEHKW PUCKOB.

12.2.1. NMoaTBepXaAeHNe KOPPEKTHOCTU BBOAA AaHHbIX

Obpaluaetca ocoboe BHMMaHME Ha KOPPEKTHOCTb BXOAHbIX AaHHbIX ANs NpUKNagHbiX cucteMm. Mpu BBOAE
TpaH3aKUMiA, MOCTOSIHHBIX AaHHbIX (MMEHa ¥ agpeca, KpeaWUTHbIE TMMUTbI, UAEHTU(UKALMOHHbIE HOMEpa KIMEHTOB) U
Tabnuy napameTpoB (LeHbl NPOAaX, KypCbl BaskOT, CTaBKM HANOroB) NPUMEHSIETCS NPOBEPKa KOPPEKTHOCTY BBOAA
ans obecneyeHns yBepeHHOCTM B MX COOTBETCTBUM UCXOAHBIM AaHHbIM. [11151 3STOro NPUMEHSIIOTCS Creaytolme
MEepOonpUATUS Mo obecneyeHnto MHhopMaLMOHHON 6e30MacHOCTU:



e  MpOBEPKU UCKITIOUEHUS JBOMHOIO BBOAA WM ApYyrve NpoBepKu BBOAA C Liesibio OBHapYXXeHUs Creayowmx
owmboK:
O @ 3HayeHWiA, BbIXOASLLMX 32 AOMYCTUMBIN AMamnasoH;
O @ HepmoMycTUMbIX CUMBOJIOB B MOMSIX AAHHbIX;
O @ OTCYTCTBYHOLUME WWN HEMOJIHbIE AaHHbIE;
O @ npeBbllEHNE BEPXHUX U HUXHUX NPEAeNioB 06beMa AaHHbIX;
o @ HeaBTOPU30BaHHbIE UM NPOTUBOPEUYMBBLIE KOHTPOJbHBIE AAHHbIE;

e repuoaMYeckuii aHanms (NPocMOTpP) COAEPXKMMOro KITHOUEBLIX Nosien nnm (ainoB AaHHbIX As
NOATBEPXKAEHMS MX OCTOBEPHOCTM W LIENTOCTHOCTH;

e  CcBepka TBepablxX (NevyaTHbIX) KOMUiA BBOAMMbIX JOKYMEHTOB C BBOAMMbIMM AaHHbIMU Ha NpPeaMET BbISIB/IEHNS
NoBbIX HEABTOPU30BAHHbBIX M3MEHEHUI 3TUX AaHHbIX (HE06X0AMMO, YTObbI BCE U3MEHEHWSI BO BBOAMMbIX
[OKYMeHTax 6blfiv aBTOpK30BaHbl);
npoLeaypbl pearpoBaHus Ha OLIMEKM, CBS3aHHbIE C MOATBEPXKAEHWNEM AaHHbIX;
npoueaypbl NPOBEPKX NPaBAONOA06MS BBOAUMbIX AaHHbIX;

e onpeaeneHne 0653aHHOCTEN BCEX COTPYAHMKOB, BOB/IEYEHHBIX B MPOLIECC BBOAA AaHHbIX.

12.2.2. KoHTponb 06paboTkM JaHHbIX B CUCTEME
O6nacTtu pucka

[aHHble, koTopble 6blM BBEAEHBI NPaBUIbHO, MOMYT ObITb MCKaXEHbI BCeACTBME OWN60oK 06paboTkm nnm
npeaHaMepeHHbIx AercTuin. C Lenbio 0bHapy>KeHUst MOA0OHbIX UCKaXXEHUIN B (DYHKLIMK CUCTEM BKJTHOHAOTCS
TpeboBaHus, obecneunBaloLLme BbINOIHEHNE KOHTPOJbHBLIX MPOBEPOK. [u3aliH npuioxeHuii obecneymsaert
YBEPEHHOCTb B TOM, YTO BHEAPEHbI OrpaHNYeHs], HarnpaB/ieHHblE Ha MUHUMU3ALIMIO pUCKa OTKa30B, BedyLumX K
noTepe LeoCTHOCTM AaHHbIX. YUUTbIBAETCA CrieaytoLlee:

e  1CMONb30BaHVe MecTa B NporpamMmax anst dyHKUMN aobaBneHns 1 yaaneHust AaHHbIX;

e  rnpoueaypbl A NPefoTBPALLEHMS BbINOSHEHUS MPOrpaMM B HENPaBU/IbHOM MOC/IEA0BATENIbHOCTY UK ee
MCnonHeHus nocne cbos Ha npeaplaylieM stane 06paboTku AaHHbIX;

®  UCMOMb30BaHUE KOPPEKTMPYIOLMX MPOrpamMmm Ans BOCCTaHOBMEHUS nocne c6oeB n obecreyeHus
npaBuIbHON 06paboTKM AaHHBbIX.

MpoBepku 1 cpeacTBa KOHTPOIS

Bbl60p HEOEXOANMbIX CPEACTB KOHTPOJIS 3aBUCUT OT XapakTepa NpUIOKEHUS U NOCNEACTBUIN ANS YUpEXAEHUS
N06Oro UCKaXKEHUS AaHHbIX. [pUMeEpPbI BCTPOEHHBIX CPeACTB obecneyeHns MHPOPMaLMOHHON 6e30MacHOCTH MOTyT
ObITb:

e  CpeacTBa KOHTPOJISi CEaHCOBOM MM MaKeTHOW 06paboTKM C LeNbio BbIBEPKM KOHTPOSbHBIX AaHHbIX
(OCTaTKOB/KOHTPOSIbHBLIX CyMM) B (haiinax AaHHbIX NMocie TpaH3aKLUMOHHbLIX OBHOBNEHN;
e  CpeacTBa KOHTPOS BXOAALMX OCTAaTKOB C LIESIbIO MX NMPOBEPKM C MpeablayLMMmU 3aKpbITbIMU OCTaTKaMu, a
MMEHHO:
o @ cpeactBa KOHTPOS «OT BbIMOJIHEHWS — K BbIMOSTHEHUIO»;
o @ obwme CyMMbl U3MEHEHHBIX AaHHbIX B daiine;
o @ cpeactBa KOHTPOMS «OT NPOrpaMMbl — K MporpamMMmes;
NnoATBEPXKAEHWNE KOPPEKTHOCTU A@HHbIX, FEHEPUPOBAHHBIX CUCTEMOIA;
NpPOBEPKM LEeNOCTHOCTU NOSTYHYEHHbIX MM NepeaaHHbIX AaHHbIX (MPOrpaMMHOro obecnevyeHuns) Mexay
LeHTpasibHbIM (rM1aBHbIM) U yYAaneHHbIMW KOMMboTEPaMu;
®  KOHTPOJIbHbIE CyMMbl 3anucelt 1 ¢ainos;
e  MpoBepPKM AN 0becneyeHns yBepeHHOCTU B TOM, YTO MPUKNaAHbIE MPOrpamMMbl BbINOMHAIOTCS B HY>KHOE
BpeMSs;
e  MpoBepKM ASisa obecneyeHns yBepeHHOCTU B TOM, YTO NPOrpamMMbl BbIMOSHAOTCS B NPaBU/IbHOM MOPSAKE U
npekpaLiaoT paboTy B c/lyuae 0TKasza, M YTo AasnbHelillas 06paboTka NpPUOCTaHABIMBAETCS A0 TEX Nop,
noka npobnema He 6yaeT paspeLueHa.

12.2.3. AyteHTucpmkaumsa coobeHnn

AyTeHTUUKaLMA COOBLLEHNI — 3TO METOA, UCMONb3yeMblii ANt 06HAPYXKEHWSI HEABTOPU30BAHHbIX M3MEHEHWI UK
NOBPEXAEHWI coaep)KaHUs NepeaaHHOro 3/1eKTPOHHOIO COobLIEHMS. AyTeHTUMMUKALUMUSA COOBLLIEHMI peani30BaHa Kak



annapaTtHbIM, Tak U NPOrpaMMHbIM MyTeM B hU3NYECKOM YCTPOWCTBE ayTEHTUMUKALMKU COOBLIEHMIA UMK B
nporpaMMHOM anropuTMe.

AyTeHTUdMKaUMst COOBLLEHUI UCNONB3YETCs AN NPUNOXKEHUN, rae obecrneyvMBaeTcs 3alumTa LenoCcTHOCTM
cozepXkaHusi COOBLLEHNIA, HAaNPUMEP MpY 3NEKTPOHHBIX NEPEBOAAX AEHEXHbIX CPEACTB, Nepeckiike crneumdukaumn,
KOHTPaKTOB, KOMMEPYECKUX NPEANOXEHNA 1 MPOYMX JOKYMEHTOB, UMEIOLWMX 60NbLUYIO BaXKHOCTb, WX APYTruX
NMOAOBHbIX 3NEKTPOHHBLIX 06MEHOB AaHHbIMU. [1N1st onpeaeneHus TpebyeTcs nu ayTeHTUdMKaums coobLLEeHUI,
BbIMOJIHSATb OLleHKa pMCKOB H6e30MacHOCTM 1 BbIGMpaeTcs Hanbonee NOAXOASALMIA METOA ee peanun3aLum.

AyTeHTUUKaLMS COOBLLEHMI He NpeaHa3HadveHa Ans 3aluTbl COAEPXKaHMS COOBLLEHUS OT HEMPABOMOYHOMO €ro
packpbITUs. 15 3TON Lenu npu ayTeHTUdMKALMM COOBLLEHMIN MCNOMb3YHOTCS KpUNTorpaduueckue METoapb!.

12.2.4. NMopTBEpPKAEHME KOPPEKTHOCTU AaHHbIX BbIBOAA

[laHHble, BbIBOAMMbIE U3 NPUKIALHOM CUCTEMbI, MPOBEPSIOTCS HA KOPPEKTHOCTb, YTOObLI 06ecrneumBaTb YBEPEHHOCTb
B TOM, 4TO 06paboTka MHGOpMaLMK BbiNOIHEHa NpaBuIbHO. CUCTEMbI MOCTPOEHbI Ha NPeAnoChIIKe, YTO Mpu
HanM4MM COOTBETCTBYIOLIMX NOATBEPXAEHNI KOPPEKTHOCTH, NPOBEPOK M TECTUPOBAHWSI BbIBOAUMbIE AaHHble 6yayT
BCeraa npaswibHbl. MoATBEPXAEHNE KOPPEKTHOCTU AAHHBIX BbIBOAA BKIHOYAET:

NpoBepPKM Ha npasaonoaobume € Lenbio onpeaenenns, SBAsioTCA NN BbIXOAHbIE AaHHbIE NPUEMIIEMbIMU;
NPOBEPKM KOHTPOJIbHbIX CHETUMKOB Ha NPeAMET YAOCTOBEPEHUS, YTO BCE AaHHble 6bliv obpaboTaHbl;

e obecrneyeHne AOCTAaTOMHON MHGOPMaLMK ANs NonyyYaTenst pe3ynbTaToB BbIBOAA UMM NMOCIEAyOLLEeN
cucteMbl 06paboTkK, YTObLI ONpeaennTb KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTb W KnaccudumKaumio
nHdopmauuu;

e  npoueaypbl MO BbINOMHEHUIO TECTOB Ha MOATBEPXKAEHME BbIBOANMbBIX AAHHbIX;

e onpeaeneHne 0b653aHHOCTEN BCEX COTPYAHMKOB, BOB/IEYEHHBIX B MPOLIECC BbIBOAA AAHHbIX.

12.3. Mepbl 3awmThbl MH(hOpMaLun, CBA3aHHbIEe C UCNONb30BaHMeM KpunTtorpadgpun

Llenb: 3aumTa KOHOUAEHUMANBHOCTY, ayTEHTUYHOCTY WK LIENOCTHOCTM MHbopMaLmi. Kpuntorpacbuyeckue
CUCTEMbI 1 METO/bI ClIEAYET MCMO/b30BaTh A/ 3aLUMThbl KOHMOUAEHUMANBHON MH(OPMaLMK, KOraa Apyrie cpeacTsa
KOHTPO/S HE 06eCneunBaloT afeKBaTHOM 3aLlMThI.

12.3.1. MonnuTuKa B OTHOLUEHUUN UCNOJIb30BaHUA KpunTorpacdun

PelueHns OTHOCUTENBHO NPUMEHEHUST KPUNTOrpadUUECKNX MEP 3aLUMTbl paCCMAaTPUBAIOTCS B paMkax obLiero
npoLiecca OLEHKM PUCKOB U BbIGOpa MepONpUATUI Mo obecneveHnto MHOopMaLMOHHOM 6e3omnacHocTu. Ans
onpeaeneHnst HeobxoAMMOro YpoBHS 3aLUMTbl MHMOPMaLMM NPOBOAUTCS OLIEHKA PUCKOB, KOTOpPAasi UCMOMb3yeTcs ANs
ornpeaeneHus Toro, SBNSIETCS /I KpUnTorpaduyeckoe CpeacTBo NOAXOASALMM, Kakon TUM CPeAcTB HEOBX0aUM, C
KaKoM Lenbio U B OTHOLIEHWNM KaKuX NMPOLIECCOB €ro CeayeT NPUMEHSTb.

Pa3spabaTblBaeTCs NOMMTUKA MCMOJIb30BaHMS! KPUMNTOrpachuyecknux CpeacTs 3amThbl MHdopMaummn. Takas nonmMTrka
HeobxoauMa, UTOo6bl MaKCMMU3MPOBaTb NPENMYLLECTBA U MUHUMU3UPOBATb PUCKU, CBSI3aHHbIE C UCMONb30BaHMEM
KpunTorpacuyecKknx CpeacTs, a Takke U3bexaTb HealeKBaTHOrO N HEMPABUIIbHOO VX MCMO/b30BaHuUs. Mpu 3TOM
onpepensercs:

e  METOAMKA MCMOJb30BaHNs KpUnTorpacMUHeckux CpeacTB, BKIOYas 0bLmMe NPUHLIMMLI, B COOTBETCTBUM C
KOTOpbIMM 3aLLUMLLAETCS UHGOPMaLUS;
e MpUHUMNbI YNPaBIeHWs KJTloYaMK, BKITHOUasi METO/bl BOCCTAHOB/IEHMS 3alUmMbpoBaHHOM MHdOpMaLmMn B
C/lydae noTepu, KOMMPOMETALIMMN WU MOBPEXAEHUS KIOYEN;
e pONK M 06513aHHOCTM [O/HKHOCTHbIX JIULL:
o  3a peanvsauuio NonUTUKK;
o (@ 3a ynpaBneHue Kovyamu;
e  COOTBETCTBYIOLIMI YPOBEHb KPUMTOrpauueckoi 3aluThl A1 PasfnyHbIX AaHHbIX;
e  epeyeHb MEepPONPUSTUIA, KOTOPbIE A0/MKHBI 06ecneunBaTh 3PHEKTUBHOCTL BHEAPEHUS METOOB
KPUNTO3alLUMTbl B OpraHu13auum.

12.3.2. lludppoBaHue



LncdpoBaHMe — 3To KpunTorpaduueckuii MeTo, KOTOPbIA MOXET UCMOMIb30BaTLCA A/t 06ecreyeHns 3alumThl
KOH(MAEHUMANBHOM, BaXXHON WM KPUTUUHOM UHDOPMaLMK.

Ha ocHOBe OLIeHKM pUCKOB onpeaensietcs TpebyeMblil YpoBeHb 3aLuThl, MPUHUMAs BO BHUMaHUE TUM U KauyecTBO
UCMOMNb3yeMOro anroputMa WnpoBaHus, a Takxke ASIMHY KpUNTorpaduueckmx Kinouen.

Mpy pa3paboTke NOAUTUKM UCTMIONBb30BAHWSI KPUNTOrpadhuyecknx CpeacTB yUUTLIBAOTCS TpeboBaHMS
3aKOHOAATENBCTBA U OFPaHNYEHNS], KOTOPbIE MOTYT MPUMEHSTLCA B OTHOLLEHWW MCTOJIb30BaHMS KPUMTOrpachuyeckmnx
METOZOB B pa3HbiX CTpaHax, a Takxxe BOMPOChI, Kacatowmecsi 06beMa NnoToka 3awmndpoBaHHoOM MHdopMaLmu,
nepesaBaeMol Yepes rpaHuLbl rocyaapcTs. KpoMe Toro, yunTbIBalOTCS TpeboBaHUsS 3aKOHOAATENbCTBA B OTHOLLIEHWN
3KCropTa M UMMopTa KpUnTorpaduueckmx TeEXHOMOMNA.

[lns onpeneneHns HeobXxoaMMOro YpoBHS 3alUMTbl MHGOPMaLMK, BbIbopa NOAXOASLMX CPEACTB U METOAOB 3aLUMTHI,
KOTOpble A0MKHbI 06ecneunBaTh TPeGYEMbIN YPOBEHD 3aLLMTbI U peann3aummn 6e30mnacHbIX cnocoboB yrnpaBieHus
KJItoYaMm, LiesiecoobpasHo KOHCYIbTUPOBATLCS CO CreuuanucTaMmn. Kpome Toro, MoxeT notpeboBaThbcs
KOHCY/bTaLMst lopUCTa OTHOCUTENBbHO 3aKOHOB M HOPMATUBHbIX akTOB, KOTOPbIE MOTYT 6bITb MPUMEHUMbI B C/ly4Yae
npeanoiaraeMoro MCroJsib30BaHUs OpraHu3aLveil MeToA0B M CPeACTB LM poBaHMs.

12.3.3. UudpoBble nognmucu
LUndposbie nognucn obecneunsaroT 3alnTy ayTeHTUdMKaLUUM U LENOCTHOCTU 3NEKTPOHHbIX JOKYMEHTOB.

DNEKTPOHHbIE MOAMNUCY UCMONb3YIOTCS MPY 3/IEKTPOHHOW TOProBIie, e eCTb HE06X0AMMOCTb B KOHTPOJIE C LIESbIO
YAOCTOBEPUTBLCS, KTO MOAMNMCAS 3NIEKTPOHHBIN JOKYMEHT, @ TakXKe NpoBepKe, bbl10 NI coaep)kaHue noanmcaHHoro
[OKYMEHTA M3MEHEHO.

LincbpoBble noanvcu npuMeHsoTCs Ans noboi hopMbl AoKyMeHTa, 06pabaTbiBaeMoro 31eKTpoHHbIM CrocoboM, a
MMEHHO, NPW NMOANMCK 3NEKTPOHHBIX MiaTexew, AeHEXHbIX NePEeBOOB, KOHTPAKTOB M cornalleHuin. Lindposbie
MOAMUCK peann3oBaHbl Mpy UCMOMb30BaHWN KpUNTorpacdryeckoro METOAA, OCHOBbLIBAIOLErOCS HAa OAHO3HAYHO
CBSI3aHHON nape KJIloYei, rae OAvH KoY UCMOSb3YeTCs AN CO3A4aHus MOANUCK (CEKPETHDIN/MIMYHBIN KITtoY), a
LPYroi — ans npoBepku noanuck (OTKPbITbIA KioY).

ObecneunBaeTcs KOHMOUAEHUMANBHOCTb JIMYHOIO K/toYa, KOTOPbIN XPaHUTCA B CEKPETE, Tak Kak Ntobol UMetoLwmii K
HEMY AOCTYN MOXET MOAMNUChIBaTb AOKYMEHTbI (MAATEXM, KOHTPaKTbI), TeEM caMbiM danbcuduumpys Noanuch
Bflazenbua kioya. Kpome Toro, oueHb BaXKHa 3alumTa LEeNoCTHOCTM OTKPbLITOro Kitoya, KoTopasi 06ecneynBaeTcs
Npv UCMOMb30BaHWK CEPTUUKATA OTKPLITOrO Kiloua

Ypaensietcs BHMMaHue BbiGopy TUNa v KauyecTBy UCMOb3yeMOro anroputMa NoanucK 1 AfIMHE KITHoUen.
KpunTtorpaduyeckne knoum, ucnonb3yemble Ans UndpoBbIX NOANMCEN, OTIMYAIOTCS OT TEX, KOTOPblE UCMOMb3YHTCS
AN WwndposBaHus.

Mpy UCnonb3oBaHWUK LMdPOBbLIX MOANMCEN, YUUTLIBAIOTCA TPEGOBaHUS BCEX AEUCTBYIOLWMX 3aKOHOAATENLCTB,
onpeaensioLwmx YCI0BUS, NpyU KOTOPbIX LUndpoBasi NOANUCE MMEET I0PUANYECKYIO CUNY.

12.3.4. YnpaBneHue knoyamu
3awmTa KpunTorpacduyeckux Knroven

YnpaBsneHue KpuntorpauyecknmMm Kniovamm BaXKHO A1 3@EKTUBHOIO MCMOIb30BaHWS KpUNTOrpaduyeckmnx
CpeacTs.

Jiobas koMnpoMeTaumst unv nNoTepst KpUnTorpauUecknx Kouen MoXeT NpUBECTU K KOMMPOMETaLmm
KOH(MMAEHLMANBHOCTYW, NOAMHHOCTYU /UK LEeNOCTHOCTU MHdOPMaLMK. TIpUMEHsIeTCs cucTeMa 3alumTbl Ans
obecrneyeHns UCrosib30BaHUs CeayLWMX KpMnTorpachMyeckux MeTOA0B:

e  METOAbl B OTHOLUEHUM CEKPETHbLIX K/OYEN, rAe ABe Unn 6051ee CTOPOHbI COBMECTHO MCMOSb3YIOT OAWH U TOT
)K€ KJII0Y, 1 3TOT KoY NPUMEHSIETCS KaK A/1s lndpoBaHus, Tak 1 AelndpoBaHns nHbopMaumm. SToT
K04 IO/KEH XPaHUTLCS B CEKPETE, TaK Kak /1to60i, MMEIOLLMIA AOCTYM K 3TOMY KItouy, MOXET



AelndpoBaTh BCO MHMOPMaLIMIO, 3aLumMdPOBaHHYIO C MOMOLLBIO 3TOr0 KoYa, UK BBECTU
HeaBTOPU30BaHHYIO MHMOPMaLMIo;

e  MEeTOAbl B OTHOLUEHUM OTKPbITLIX K/OYEN, Fae KaX/ablii Nob30BaTeNlb UMEET Napy KoYer, OTKPbITbIN KoY
(KOTOPbIN MOXET 6bITb NOKa3aH t06OMY) 1 NINYHBIN KoY (KOTOPbIV AO/MKEH XPAHUTLCS B CEKPETE).
MeTogpl C OTKPbITHIMK K0YAMWU MOTYT UCMONb30BaTbC AN1S LWNMPOBAHNA U ANS reHepaummn uMdpoBbIX
noanucen.

Kntoum 3almLLIaloTCs OT U3MEHEHWSI U pa3pyLUEHUS, @ CEKPETHBIM M IMYHBLIM KiTlo4aM o6ecrneynBaeTcs 3almTa oT
HEeaBTOPU30BaAHHOIO PacKpbITUs. KpunTorpaduyeckme METOAbI TAKXKE UCMOMb3YHOTCS ANs 3TOM Lenun. dusmndeckas
3alMTa NPUMEHSETCS ANs 3alMTbl 060pYA0BaHUS, UCMOJb3YEMOrO ANS U3rOTOBMIEHUS, XPAHEHUS U apXUBUPOBaHWS
KItOYEN.

Cnoco6bl, npoueAypbl U MeToAbl 3alUThl KpunTorpaduyeckmx Knroyen

Cuctema obecrneyeHmst 6e30MacHOCTY UCMOMb30BAHMS KITloUe OCHOBBLIBAETCS Ha COrMlacoBaHWM Crocoboe, npoueayp
1 6€30MacHbIX METOAO0B A/1:

e  reHepauuu KJIloUe Npy UCMONb30BaAHUWN Pa3/IMUHbIX KPUMTOrpaguuecKmnx CUCTEM U Pa3InYHbIX
MPUIOXKEHNI;

e  reHepauuu U NOMyYeHUst CEPTUDUKATOB OTKPbITLIX KITHOUEW;

®  PACCbIUIKW KITloYel npeaHas3HayveHHbIM NMoJb30BaTeNsIM, BKIIKOYast MHCTPYKLMMW MO UX aKTUBaLMKU Npu
nonyyeHuu;

e  XpaHeHWs KIloYe; Npu 3TOM HEOBXOAMMO HanMyme MHCTPYKLMU aBTOPM30BaHHbLIM MOb30BaTENsIM ANS
MosyyeHns OCTyna K K/loyam;

e  CMeHbl M1 0OHOBIEHMS KITOYEN, BKIIOYas NpaBuia nopsiaka U CPOKOB CMeHbI Kitoyel;

e  ropsaka AeNCTBUIM B OTHOLIEHUM CKOMMPOMETUPOBAHHBIX KITOUEN;

e  aHHYNMPOBaHUS KIOYEN, B TOM YMC/E CNOCO6bl aHHYIMPOBaHUS UK ie3aKTUBaLMK KIKOYEN, eCiin KIum
6bIsIM CKOMMPOMETVUPOBAHbI UMW MOMb30BATENb YBOSIWICS M3 OpraHu3auum (B 3TOM Clyyae Kioun
HeobxoanMo apxuBnpoBaTh);

e  BOCCTAHOBJ/IEHWS KJIHOYE, KOTOPbIE BbIN YTEPSIHbI UV UCTIOPYEHDI, 1S pacCEKpeUnBaHNs 3angpoBaHHOM
nHdopmauuu;

e  apXMBMPOBAHWSI KIIKOYE, HanpUMep Ans apXMBUPOBAHHOM UM pe3epBHON MH(OpMaLmy;
paspyLUeHUs KITloUel;
perucTpaumv 1 ayamta AelCTBUA, CBA3aHHbIX C YNpaB/iEHMEM KITHOUYaMU.

[nsi yMeHbLUeHNsi BEPOSITHOCTU KOMMPOMETaLMN KITIOYM UMEKOT OnpefeneHHble AaThl aKTMBM3aLUMN U Ae3aKTuBaumum,
YTOBbI UX MOXHO 6b1S10 6bl MCMOJIL30BaTh B TEUEHWE OrPaHUYEHHOrO NepUoaa BPEMEHM, KOTOPbIN 3aBUCKT OT
06CTOATENLCTB MCMO/b30BaHMS KPUITOrpacuyeckmnx CpeacTs, KOHTPOSIS U OT CTEMNEHN pUCKa packpbITUs
nHdopMaLmnun.

B nononHeHue K Bonpocy 6e30nacHOCTM ynpaBieHnst CEKPETHLIMU U JIMYHBIMU KIOYaMU YUUTLIBAETCS
HeobXoAMMOCTb 0becneyeHmns 3alMTbl OTKPLITBIX Ktovel. CyllecTByeT yrpo3a noaaesbiBaHus LMGpPoBOM NoAnUcK 1
3aMeHbl OTKPbITOrO KJIto4a Mosib30BaTesst CBOMM. JTa npobnema peLlaeTcs C MoMOLLbIO cepTudmKaTa OTKPbITbIX
kntouen. CepTndmkaTbl U3roTaBIMBAOTCA TakMM COCOBOM, KOTOPbIM OAHO3HAYHO CBA3bIBA 6bl MHGMOPMALMIO,
OTHOCSILLYIOCS K BflaAenibLly napbl OTKPbITOr0/CEKPETHOIO KItOUEN, C OTKPbITBIM K/OUYOM. poueccy ynpasneHus, B
paMkax KoToporo hopMUPYHOTCS 3T CepTUhUKaATbI, MOXHO A0BEPSTb. TOT NPOLIECC BLIMOHSETCS OpraHoM
cepTMhUKaLMK, KOTOPbIN A0SKEH 6bITb MPU3HAHHOW OpraHu3aumneid, PyKOBOACTBYHOLLENCS COOTBETCTBYOLWMMI
npaBunamm 1 npouesypamu MHGOpMaLMOHHON 6e3onacHoCTH Anst obecnedeHns Tpebyemolt cTeneHn JoBepus K
HeMy.

Co,qepM(aHme CornalleHuii ¢ BHELIHMMM MOCTaBLUMKaMK KpMﬂTOFpa(bVI‘-lECKMX CpeacCTB, HanpuMep C opraHoM
CepTVId)MKaLI,MM, BKJ1IO4aET TPEGOBaHMFI Mo OTBETCTBEHHOCTU, HAAEXXHOCTU CPEACTB U BPEMEHU pearmpoBaHnAa Ha
3anpochkl Mo UX nNpeaocTaBIEHNIO.

12.4. Be3oNacHOCTb CUCTEMHbLIX (hannoB

Llenb: obecneyeHne MoaepHM3aLIMmM MHAOOPMALIMOHHbBIX CUCTEM M AEWUCTBMIA MO UX NoaaepXkke 6e30nacHbIM
Crnocobom.



B npouecce akcnayaTaumum NpunoXeHnii KOHTPONMPYETCS AOCTYMN K CUCTEMHBIM chaiinam.

Monb3oBatenu unu paBpa6OT'~WIKVI, KOTOPbIM NMPUHAANEXUT NPpUKIagHasa CMctemMa 1Unm nporpaMmMHoe obecneyeHue,
ABNATCA OTBETCTBEHHbLIMW 3a LIE/TOCTHOCTb CUCTEMbI.

12.4.1. KoHTponb nporpammMHoro obecneveHusi, HaxogsaLerocsi B NpOMbILLIIEHHOW aKCcnnyaTauum

O6ecrneunBaeTcst KOHTPO/Ib 3a MPOLIECCOM BHEAPEHWSI NMPOrpaMMHOI0 06ecreyeH st B MPOMbILLIEHHYHO
3KCMIyaTaumio. YTobbl CBECTM K MUHUMYMY PUCK MOBPEXAEHWUSI CUCTEM, HAXOAALWMXCS B NMPOMBbILLIEHHOM
3KCMN/yaTaLumn, UCToNb3YIOTCS Crieaytolne MeponpusTHs No obecrneveHmnio MHhopMaLIMOHHON 6e30MacHOCTy:

e  06HOB/EHME BUBNMOTEK MPOrPaMM CleayeT BbINOMHSATL TONbKO Ha3HAaYeHHOMY CreLuanmucTy —
61BMoTEKapIo NPy COOTBETCTBYHOLLEN aBTOPM3aLMM €ro 06s3aHHOCTEN PyKOBOACTBOM;

e [0 BO3MOXXHOCTM, CUCTEMbI, HAXOASLUMECS B MPOMBILLIEHHO 3KCMTyaTauum, AOMKHbI COCTOSATb TOJIbKO U3
UCMOTHUMBIX NMPOrPaMMHbIX KOZO0B;

e VCMOJIHSIEMYIO MPOrpamMMy He ClieyeT BHeAPSTb B MPOMbILIEHHYIO 3KCM/lyaTaumio A0 TEX Mop, Mnoka He
nosy4YeHbl MOATBEPXKAEHMUS €€ YCMELIHOrO TECTUPOBAHUS U NMPUHATUS MOMb30BaTENSAMU, @ TakxKe He
06HOB/EHbI COOTBETCTBYIOLLME BUBNMOTEKM CXOAHBIX TEKCTOB NPOrpamMMm;

e HeobxoaMMO, YTO6bI XKypHan ayauTa perucTpupoBas BCe 06HOBMEHNSI BUMBIMOTEK NPOrpaMM, HaXoASLLMXCS]
B MPOMBbILLIEHHOI 3KCMyaTauum;

e  rpenblayLuMe BEPCUM NPOrpaMMHOro o6ecrneyeHnst ciedyeT COXpaHsaTh /1S BOCCTAHOB/IEHUS] CUCTEMbI B
CNyYyae HenpeaBUAEHHbIX 06CTOATENLCTB.

MporpaMMHoe obecrneyeHre, UCMosb3yeMOe B NMPOMBbILLIEHHON SKCMyaTaumm, NOAAEPXKMBAETCS Ha YPOBHE,
3aflaHHOM pa3paboTumkoM. Mpu No60M peLeHn NPOBECT O6HOBNEHWE A0 YPOBHS HOBOW BEPCUM MPUHKMMAETCS BO
BHMMaHWe 6e30MacHOCTb AaHHON BEPCUU: KaKue HOBble (PYHKLIMOHA/IbHbIE BO3MOXXHOCTM 06ecreyeHus
MH(OPMaLIMOHHON 6e30MacHOCTM OHa UMEET UM UMEKOTCS /N Cepbe3Hble Npobnembl obecreyeHmst 6e30nacHoCTy,
CBSi3aHHbIE C 3TOV Bepcueit. Mcnonb3ytoTcst NporpaMMHble MoanduKaummn (NaTym), eciv OHW MOTyT 3aKpbiTb UK
CHW3UTb Yrpo3bl 6e30MacHOCTL.

®dU3NYECKUI UM NOTUYECKMI OCTYN NPEeAOCTaBSAETCs NOCTaBlUMKaM (pa3paboTumkaM), No Mepe HeobXoAMMOCTH,
TONbKO ANst NOAAEPXKKM MPOrpaMMHOro obecrneyeHmst Npu HaamymMmn paspeLLleHunst pykoBoACTBa. MNpu 3ToM AencTus
nocraeLmka (pa3paboTyumka) KOHTPONMPYHOTCS.

12.4.2. 3awmTa TeCToBbIX AaHHbIX

[laHHblEe TECTMPOBaHUA 3aLUMLLAKOTCS U KOHTPOIMPYOTCS. NS OCyLWeCTBEHNS CUCTEMHOMO M MPUEMOYHOTO
TECTUpoBaHUs TPebytoTCs CyLLeCTBEHHbIE 06bEMbI TECTOBbLIX A@HHbIX, KOTOPbIE MAaKCMMarbHO NPUBAVKEHBI K
OMepaLMOHHbIM JaHHbIM. He ncnonb3ytoTcst 6a3bl AaHHBIX, HAXOASLUMXCS B MPOMbILLIEHHOW SKCMyaTaumm 1
cozepxalume nuyHyto nHgopmaumio. Ecnm Takas uHcbopmMaums Tpebyetcs Ans TeCTUpoBaHus, TO nepes
UCMONb30BaHMEM yaanseTcs nuyHas nHdopmaums (aenepcoHnduumpyetcst). [ns 3awmTbl OnepaLMOHHbIX AaHHbIX,
KOrzia OHW UCMOSb3YIOTCS ANs Lieneli TECTUPOBAHWSI, MPUMEHSIIOTCS CriealytoLLye MEPONPUSTUS MO 06ecneyeHmnto
MHOPMaLIMOHHO He30nacHoCTK:

e  rpoueaypbl KOHTPOSS AOCTYNa, MPUMEHSsIEMblE AN NPUKIAAHbIX CUCTEM, HAXOASLLMXCS B MPOMBbILLIIEHHON
3KCM/yaTaumu, CeayeT Takoke NPUMEHSITb U K NMPUKIaAHbIM CUCTEMaM B Cpefie TECTMPOBAHWS;

e  py KaXIOM KOMMpOBaHUM ornepaLmoHHON nHbopMaLmm Anst NpUKIaaHON CUCTEMbl TECTUPOBAHMS
npeaycMaTpuBaTh aBTOPM3aLMIO 3TUX AEUCTBUN;

e  l0C/e TOro, Kak TeCTMpOBaHWE 3aBepLLEHO, OMEPALMOHHYI0 MHMOPMaLUMIo CieayeT HeMeANEHHO YAanuTb 13
NPVKSIaAHOW CUCTEMbI Cpefbl TECTUPOBaHMS;

e  KOMUPOBAHWE 1 UCMOJSIb30BaHUE OMEePaLMOHHON MHOPMaLMK HEOBXOANMO PErnCTpUPOBaTL B XYypHase
ayauTa.

12.4.3. KoHTponb gocTtyna kK 6MbnmoTekamMm MCXOAHbIX TEKCTOB NporpaMmm

[Nnsi CHUKEHUSA pUCKa UCKAXKEHWS KOMMbIOTEPHbLIX NpOorpamMM obecneymBaeTcst CTpOFVIl‘;i KOHTPOJIb A0CTYyNa K
61bnmMoTeKkaM UCXOAHbIX TEKCTOB nporpamM, Ans 4yero.



MO BO3MOXHOCTW, UCXOZHbIE BUBNMOTEKM NPOrpaMM CreslyeT XpaHUTb OTAENbHO OT MPUSIOXKEHUH,
HaXOASLUMXCS B MPOMBILLIEHHON 3KCryaTaumu;

Ha3HavaTb crneuuanvcTa — bubnmoTekaps NporpamMm Ansi KaXKaoro NpunoXxeHus;

nepcoHany NoaAepXXKN MHHOPMALIMOHHbLIX TEXHOMOMMI He creslyeT NpefoCTaBNsTb HEOrpaHUYEHHbIN
[OCTYN K UCXOAHbIM 61bnmoTekam nporpamm;

nporpaMMmbl, HaxoasLIMecs B npouecce pa3paboTky Uam TekyLero o6cyXXmBaHus, He CneayeT XpaHuTb B
6MBMOTEKAX C UCXOAHBIMM TEKCTAMM MPOrpaMM, HAXOASALIMXCS B MPOMBILLIIEHHOM 3KCNyaTaumm;
06HoBNEeHNe 6nbnmoTek n obecneyeHme NPorpaMMMCTOB UCXOAHbIMM TEKCTaMU CredyeT OCyLWeCTBASTb
TO/IbKO Ha3HAYEHHOMY CreuManvcTy — 6ubnnoTekapro nocne aBTopu3auum, NonyYeHHOM OT MeHeKepa,
OTBEYaloLLEero 3a NoAAEPXKY KOHKPETHOIO NMPUIOXKeEHUS;

NCTUHIM NPOrpaMM CneayeT XpaHuTb B 6e30macHOM MecTe;

CneayeTt BECTW XypHan ayauta Ans BCeX A0CTYMNOB K UCXOAHbIM 6ubnunotekam;

CTapble BEPCUM UCXOAHBIX TEKCTOB HEO6XOAMMO apXVBUPOBaTb C YKa3aHUEM TOYHbIX AaT U BpeMeHU, Koraa
OHW HaxoAWNMCb B NMPOMBbILLNIEHHONM 3KCrTyaTaumm, BMECTE CO BCEM MPOrpaMMHbIM obecrneyeHnem
NOAAEPXKKM, YNPABEHNS 3a4aHNSMK, ONpeaeneHnsMy AaHHbIX U npoleaypamu;

NoAAEPXKKY M KOMMPOBaHWe UCXOAHbIX B1ubnuoTek cnegyet NpoBoAWTb MOA CTPOrMM KOHTPOJIEM C LieSbIo
npeaoTBpaLleHNs BHECEHWS] HEAaBTOPW30BaHHBIX 3MEHEHMWIA.

12.5. Be3onacHOCTb B npoueccax pa3paboTku u noaaepKKu

Lenb: nopaepxxaHue 6e30nacHocTH NpUKNagHbiX CUCTEM U VIHCI)OpMaUMVI.

COpr,U,HVIKVI, OTBETCTBEHHbIE 3a NPUKaaHble CUCTEMbI, AOJIKHbI 6bITb OTBETCTBEHHBIMM M 3a 6€30MacHOCTb cpenbl
NPOEKTUPOBAHNSA WU NoaaepXkU. OHW JOMKHbI NPOBOAWTL aHaNu3 BCEX NPenoXXeHHbIX N3MEHEHWIN CUCTEMbI U
NCKJTIOYaTb BO3MOXXHOCTb KOMMPOMETaLnmn 6€30MacHOCTM KaK CUCTEMBbI, TaK U cpenbl I'IpOMbILIJJ'IeHHOI‘;I SKCryaTauun.

12.5.1. Npoueaypbl KOHTPONA U3MEHEeHUN

Y106bI CBECTU K MWHUMYMY NOBpPEXAEHUA MH(.bOpMaLI,VIOHHbIX CUCTEM:

CTPOro KOHTPONMPYETCS BHEAPEHME U3MEHEHMI — CTPOrO NPUAEPXMBAOTCS (POPManM30BaHHbIX Npoueayp
obecneyeHunst MHGOPMaLIMOHHON 6e30MacHOCTY;

OCYLLECTB/ISIETCS KOHTPOSIb HaZl BO3MOXHOM KOMMpPOMETaLMei caMux npoueayp;

nporpaMMncTaM, OTBEYaOLMM 3a NOAAEPXKKY, NPefOCTaBASETCS AOCTYN TOMbKO K TEM YacTsSM CUCTEMbI,
KOTOpble HeObX0ANMbI ANst UX paboThbl;

obecrneuvBaeTcst hopManmsaLmio U 0406peHre COOTBETCTBYHOLMM PYKOBOACTBOM BCEX M3MEHEHWIA.

VI3MeHeHs1 B MPUKIaAHOM NPOrpaMMHOM 06ecreyeHn MOryT MOBAMSATL HAa UHAOPMALIMOHHYIO 6€30MacHOCTb. TaM,
rze 3To BO3MOXHO, 06beANHSIIOTCS MepbI Mo 06ecneyeHmio MHPOPMaLIMOHHOM 6e30MacHOCTM MUCMOSb3YEMbIX
MPUIOXEHUIA N U3MEHEHWI B MPUKMIAAHbIX NPOrpaMMax. STOT MPOLIECC BKIIKOYAET:

obecrneyeHne NpoTOKONMPOBaHKSI COrflacoBaHHbIX YPOBHEWN aBTOpMU3aLmu;

obecneyeHne yBEpEeHHOCTM B TOM, YTO 3aMpoChl HA U3MEHEHUSI UCXOAAT OT aBTOPU30BaHHbIX
COOTBETCTBYIOLMM 06pa3oM Mosib3oBaTesnen;

aHanus Mep MHMOPMaLMOHHON 6e30NacHOCTM U NpoLleayp, 0becneymBatowmMX LEeNOCTHOCTb UCMONb3YyeMbIX
cuUCTeM;

naeHTUdUKaLmIio BCero NporpaMMHoro obecneyenns, nHdopmaumnm, o6bekToB, 6a3 AaHHbIX U annapaTHbIX
CpeacTs, TPebYIOWMX U3MEHEHWIA;

nonyyeHne chopMannM3oBaHHOro 0A0bpeHUst AeTanbHbIX 3aMpPoCcoB/MPeasIOKEHNIN Ha U3SMEHEHUSI Nepes,
HayanoM paboTbl;

pa3peLLeHnEe BHECEHUSI UBMEHEHWI B NPUKIAZHbIE MPOrPaMMbl aBTOPM30BaHHbLIM M0J1b30BaTENEM [0 MX
HeMnoCpeacTBEHHOW peanusauum;

OCYLLECTB/IEHME MpoLiecca BHeAPEHUS UBMEHEHMI B NPUKIIaAHbIE MPOrPaMMbl C MUHUMATbHLIMM
oTpuLaTeNbHbIMU MOCNEACTBUSMU ANS AEATENbHOCT OpraHM3aumu;

obecrneyeHne 06HOBNEHMSI KOMMIEKTA CUCTEMHOW AOKYMEHTALMM MOC/E 3aBEPLLEHMS KaXAOT0 U3MEHEHUS U
apXMBMPOBaHME UK YTUAM3ALMS CTApoi JOKYMEHTaUmMu;

NMoAAEPXKKY KOHTPOS BEPCUI At BCEX OBHOBNEHMI NPOrpaMMHOro obecneyeHus;

PErMcTpaumio B XXypHanax ayauTa BCEX 3anpoCoB Ha U3MEHEHWE;



o KOppeKUnto 3KCI'IJ'IyaTaL|,VIOHHOl‘/II OOKYMEHTaUMM 1N Nonb30BaTeNbCKUX NMpoueayp B COOTBETCTBUK C
BHECEHHbLIMU U3MEHEHUAMMU;

o ocyuwlecTsneHmne npouecca BHeApPeEHUA M3MEHEHMWI B COrNlacoBaHHOE Bpems 6e3 HapyLweHUa 3aTparnBaeMbiX
npoueccos.

Vcnonb3yeTtcs cpena, B KOTOPOW MOSIb30BATENN TECTUPYIOT HOBOE NpOorpaMMHOe obecrneyeHne 1 KoTopasi OTAeNeHa
OT cpefbl pa3paboTkM W cpeabl MPOMBILIMIEHHON SKCrTyaTaumu. Mpu 3ToM 06ecrneYnBaeTCcsl BO3MOXHOCTb KOHTPO/S
HOBOI'O NMPOrpaMMHOI0 o6ecneyeHnst U AOMOMHUTENbHAS 3aLLMTa OMNepaLoHHON MHOPMaLMK, UCMOJb3yeMoi B
rpoLecce TeCTUPOBAHWSI.

12.5.2. TexHNY4ECKMIA aHANMU3 U3MEeHEeHN B onepauMoHHbIX CUCTeMax

Meproanyeckn Bo3HMKAET HeOHX0AMMOCTb BHECTU U3MEHEHNS B OMEpaLMOHHbIE CUCTEMbI, HAaNpUMep, YCTaHOBUTb
MOCNELHION NMOAAEPKMBAEMYIO BEPCMIO NMPOrpaMMHOro obecneyeHus. B aTmx ciyyasix NpoBOAMTCS aHaIns 1
TEeCTUPYIOTCS NPUKIAAHbIE CUCTEMBI C Lienbio obecneyeHmnst yBepeHHOCTH B TOM, YTO He OKa3blBaeTCs HUKaKoro
HebnaronpusTHOro BO3AENCTBUS Ha UX (PYHKLMOHUPOBAHKUE 1 6e30MacHOCTb. STOT NPOLIECC YYUTLIBAET:

e  aHanu3 CPeACTB KOHTPOJIS NPUMOXEHMIA U MpoLeayp LeIoCTHOCTH, YToBbl 0becrneunBaTb YBEPEHHOCTb B
TOM, YTO OHM He 6blfIM CKOMMPOMETUPOBaHbI U3MEHEHWSIMU B ONEPALIMOHHONM CUCTEME;

e obecrneyeHne yBEPEHHOCTM B TOM, YTO €XKErofHbIi NniaH NoAAep Ky 1 BIOIXKET NpesycMaTPUBAET aHanus3 1
TECTUPOBaHUE CUCTEM, KOTOPble HEOBXO0AMMO OCYLLECTBISTb NPU U3MEHEHUSIX B OMEPALIMOHHON CUCTEME;

e obecrneyeHne CBOEBPEMEHHOrO MOCTYMEHUS YBEAOMIIEHWUI 06 U3MEHEHWSIX B ONEPAaLMOHHON cucTeme Ans
BO3MOXHOCTW MPOBEAEHUSI COOTBETCTBYHIOLLENO aHaIN3a UX BAUSIHUS Ha UH(OPMaLMOHHYH0 6€30MacHOCTb
nepes YCTaHOBKOW M3MEHEHWI B OnepaLyoHHYo CUCTeMy;

®  KOHTPOJ/Ib OKYMEHTMPOBaHWS COOTBETCTBYIOLMX U3MEHEHWI B NiaHax 06ecneyeHmnst HenpepbiBHOCTH
[EesTeNbHOCTY OpraHn3aLmm.

12.5.3. OrpaHn4YeHUA Ha BHECEeHUe N3MeHeHUN B NakeTbl NporpamMmm

MoauduKaumii NakeToB NporpaMm cneayeT usberatb. HackonbKo 3TO BO3MOXHO UM AOMYCTUMO C NMPaKTUYECKON TOYKU
3pEeHUsi, MOCTaB/IsIEMblE MOCTaBLUMKOM MaKeTbl MPOrpaMM CreAyeT UCMosib30BaTh 6€3 BHECEHNS M3MEHEHUI. TaM, rae
BCe-Taku HeObX0AMMO BHOCUTb U3MEHEHMSI B NaKeT NpPOrpaMM, CieayeT yunTbIBaTh:

PUCK KOMMPOMETaLMM BCTPOEHHbIX CPEACTB KOHTPOSIS U NpoLiecca o6ecrneyeHns LenoCTHOCTY;
HEOBXOAMMOCTb MONYYEHWS COrNacKs MOCTaBLLMKa;

e  BO3MOXHOCTb MOSyYeHUs TPEBYEMbIX M3MEHEHMIA OT MOCTABLUMKA B BUAE CTAHAAPTHOrO O6HOBMEHMS
nporpamm;

e  Heob6XoAMMOCTb pa3paboTKM AOMONHUTENbHLIX MEpP NOAAEPXKKM NPOrpaMMHOro 06ecreyeHus, ecnm
OpraHu3aums B pesysibTaTe BHECEHHbIX U3MEHEHWI CTaHET OTBETCTBEHHOM 3a byAyllee CONpOBOXAEHWE
MpOrpaMMHOro obecrneyeHus.

B cnyyae cylecTBeHHbIX U3MEHEHWIN OpUrMHAIbHOE NpPOorpaMMHOe 0becrneyeHne COXPaHSeTCs, a U3MEHeHUs
BHOCSITCSl B YETKO MAEHTUMULMPOBAHHYIO KOMUWIO. BCce n3mMeHeHns NonMHOCTBIO TECTUPYIOTCS U JOKYMEHTUPYIOTCS
TakuM 06pasoM, YToBbl MX MOXHO 6blfI0 MOBTOPHO MCMOJb30BaTh, NMpy HeobxoaAMMOCTH, Anst ByayLmx 06HOBNEHWIA
nporpaMMHoro obecneyeHus.

12.5.4. CKpbITbl€ KaHanbl yTEYKN JAHHbIX U KTPOSIHCKME» NPOrpaMmmbl

PackpbITvie MHOPMaLMK Yepes3 CKPbITbIE KaHaslbl MOXET MPOMCXOAUTb KOCBEHHBIMM U HEABTOPU30BaHHbLIMM
crnocobamu. STOT NpoLecc MOXET 6bITb pe3yNbTaToOM aKTUBaLMKU U3MEHEHWUI NapaMeTPOoB OCTYMNa Kak K
3aLUMLLEHHbIM, TaK U K He3aLUMLLEHHbIM 3/1eMeHTaM MHMOPMaLMOHHON CUCTEMBI, MW NOCPEACTBOM BJIOXEHUS!
MHOPMaLMKM B MOTOK faHHbIX. «TPOSIHCKME» MPOrpaMMbl NpeAHasHayeHbl A5 Toro, Ytobbl BO3AENCTBOBAThL Ha
CUCTEMY HEABTOPU30BAHHBIM U HE3aMeTHbIM CrIOCO60M, MPU 3TOM AaHHOE BO3AEMCTBME OCYLLECTBISETCS Kak Ha
noslyyaTens AaHHbIX, Tak U Ha MoJib30BaTesNs NporpaMmbl. CKpbITble KaHasbl yTEUKU U «TPOSIHCKUE» MPOrpaMMbl
PEeAKO BO3HMKAIOT C/ly4alHo. TaM, re CKpbITble KaHasbl UM «TPOSIHCKME®» MPOrpaMMbl SIBNISIKOTCS NpobieMoi,
NPUMEHSIOTCS ClefytoLme MeponpusTUs No obecrnedeHnto MHPOpMaLMOHHON 6e30MacHoCTu:

e 3aKyrKy NporpaMMHoro o6ecrneyeHns OCyLEeCTBATb TONbKO Y JOBEPEHHOrO UCTOUHMKA;
e 10 BO3MOXHOCTU 3aKynaTb NporpamMMbl B BUAE NCXOAHBIX TEKCTOB C LIENbIO UX MPOBEPKMY;



®  K1CMonb30BaTb NPOrpaMMHoe obecneyeHne, NpoLesllee OLEHKY Ha COOTBETCTBME TpeboBaHUAM
MHbOPMALIMOHHOM 6e30MacHoCTK;

®  OCYLLECTBASTb NPOBEPKY UCXOAHBIX TEKCTOB MPOrpaMM nepes Ux 3KCryaTauMoHHbIM NMPUMEHEHMEM;
OCYLLECTBNATb KOHTPOJIb A0CTYNa K YCTaHOB/IEHHbLIM MNporpamMMamM n nx MO,CI,VI(DVIKaLl,VIﬂM;
MCnosb30BaHWE NMPOBEPEHHbLIX COTPYAHUKOB A5 paﬁOTbI C Kn4yeBbIMU CUCTEMaMMN.

12.5.5. Pa3paboTka nporpaMMHOro obecne4yeHus ¢ NnpuBrie4yeHNEeM CTOPOHHUX OpraHM3auum

B cnyyasix, koraa ans paspaboTky MpOrpaMMHOro 06ecreyeHms NPUBIEKAETCS CTOPOHHSISt OpraH13aums,
MPUMEHSIIOTCA CieAytoLme Mepbl obecreyeHuns MHhOopMaLMOHHON 6e30MacHOCTY:

e  KOHTPOJ/Ib Ha/IMUMS SIMLEH3NOHHBIX COrMALLEHNI 1 ONpeaeneHHOCTM B BOMpocax CO6CTBEHHOCTY Ha
nporpamMMbl U COB/IOAEHMS NPaB MHTENNEKTYaNbHOM COBCTBEHHOCTH;

e  CepTUdUKaLMIO KaYecTBa M NPaBUIbHOCTM BbIMOJSTHEHHBIX PaboT;

e  3aK/oYeHMe cornalleHuns, NpesycMaTpMBatOLLMX AENOHMPOBAHME UCXOAHOTO TEKCTa Ha Cyyait
HEBO3MOXXHOCTM TPETLEN CTOPOHbI BbINOJHSATL CBOM 0653aTe/NbCTBa;

e ofecrneyeHve NpaB AOCTyNa A5 ayauTa C Lenbio NPOBEPKM KauyecTBa M TOYHOCTM BbINOSHEHHOM paboThi;

e  [JOKyMEHTMpOBaHWe TpeboBaHWi K Ka4yecTBy NporpaMM B AOrOBOPHOW hopMe;

e  TEeCTWpOBaHMWe nepes yCTaHOBKOWM MporpamMM Ha NpeaMeT 06Hapy»XeHUst «TPOSIHCKOrO KOHS». YnpaBneHue
HEenpepbIBHOCTbIO PaboTbl

12.6. Bonpochbl ynpaBneHuUs HenpepbIBHOCTbLIO PaboThl

Lenb: I'IpOTVIBO,EI,EI\/'ICTBVIe npepbIBaHUAM AeATENbHOCTMN OpraHn3auun 1 3allTa KpUTUYeCKnX rnpoLeccoB OoT
I'IOCJ'IE,EI,CTBVIIZ npn 3Ha4YUTESNIbHbIX cbosax unu beacrTensx.

ObecneynBaeTcs ynpas/ieHne HeMPepbIBHOCTHIO MPoLecca C LeSblo MAHUMK3aLMM OTpULaTENbHbIX NMOCNEeACTBUM,
BbI3BaHHbIX 6EACTBUSIMU U HapyLUEHWSIMU 6e30MacHOCTM (KOTOpblE MOTYT BbITb pe3y/IbTaTOM NPUPOAHLIX 6eacTBUl,
HecyacTHbIX ClyYaeB, 0TKa30B 060pyA0BaHUS U NpefHaMepeHHbIX AeNCTBWI), A0 NPUEMIEMOrO YPOBHS C MOMOLLbIO
KOMOBWHMPOBaHUS MPOUIAKTUYECKMX 1 BOCCTAHOBUTENBbHBIX MEPOMPUSTUIA MO YNPaBeHUo MHPOPMALMOHHOM
6e30nacHoCTbIO.

MocneacTtaust oT 6eACTBUIA, HAapyLLeHUi 6e30MacHOCTM M OTKa30B B 06C/TY>XMBAHUN HEOGXOAMMO aHaNM3MpPoBaTh.
Pa3pabaTbiBaloTCs M BHEAPAKOTCS MiaHbl obecneveHns HenpepbIBHOCTM paboThl C Liefiblo BOCCTAHOB/IEHUS MPOLIECCOB
B TeyeHue TpebyemMoro BpeMeHu Npu ux HapyLLueHnW. Takne nnaHbl NOAAEPXKMBAIOTCS U NMPUMEHSIIOTCS Ha MpakTuKe,
YTOObI OHM CTafIM COCTABHOW YACTbIO BCEX MPOLIECCOB YNPaBIeHUS.

YnpaBreHve HeNnpepbiBHOCTbIO PaboTbl BKIIOYAET MEPONPUSITUS MO YNpPaBieHnio MHAOPMaLMOHHON 6€30MacHOCTbO
AN aeHTUDUKALUM U YMEHbLLEHUSI PUCKOB, OrPpaHWUYeHWs NMOCNEACTBUIN paspyLUMTENbHbIX MHUMAEHTOB U
obecneyeHns: CBOEBPEMEHHOMO BO30OHOBNEHUS1 Hanboee CyLLeCTBEHHbIX OnepaLuii 1 NpoLLeccoB.

12.6.1. NMpouecc ynpaBneHusi HeNnpepbIBHOCTLIO PaboThbl

Pa3pabaTbiBaeTCs yrnpaBnsieMblii NPOLECC Pa3BUTUS U NOAAEPXKAHUS HEMPEPLIBHOCTY PaboTbl ANs BCeW
opraHv3aumn. 3TOT NPoLEeCC 06BEAMHSIET KNOUYEBbLIE 3N1EMEHTbI YNPaBeHWsl HENPEPLIBHOCTbIO paboTbl:

®  OHMMaHMEe PUCKOB, C KOTOPbIMU CTaNKMBAETCS OpraHn3aLmsl, C TOYKM 3peHUSI BEPOSITHOCTU BO3HUKHOBEHMSI
1 MOCNeACTBUIA, BKIOYas UAeHTUdMKALNUIO 1 onpeaeneHne NpUOPUTETOB KPUTUUYECKMX MPOLIECCOB;

e  [OHMMaHMe BO3MOXHbIX MOCMEACTBUIA HapyLLEHMs] pabounx NPOLIECCOB B C/lydae HE3HAUUTENbHbIX UK
CYLLECTBEHHbIX MHLUMAEHTOB, MOTEHLMANIBHO YIPOXaIOLWMX XKU3HEAEATENbHOCT OpraHM3aLmm, a Takxke
Bblbopa cpeacTB 1 cnocoboB 06paboTky MHDOPMaLMKM, KOTOpbIE COOTBETCTBOBaNM Obl LIeNsIM OpraHm3aumm;

e OpraHu3auMIo OMNTMManNbHOro CTPAxoBaHUS pe3ynbTaToB 06paboTkn MHGMOPMaLIMK, KOTOPOE AO0MKHO 6bITb
YyacTblo npouecca obecneveHnst HenmpepbiBHOCTY NPOLLECCa;

e hopMynMpoBaHME N AOKYMEHTUPOBAHME CTPATErMM HEMPEPLIBHOCTM NpoLIecca B COOTBETCTBUM C
COr/lacoBaHHbIMM LIENSIMU U MpUopUTETaMU;

e  (hopmMynunpoBaHue 1 JOKYMEHTMPOBaHNE MNaHOB obecneyeHnst HeMpepbIBHOCTM NpoLecca B COOTBETCTBUM C
COr/MlacoBaHHON cTpaTerunen;

e  perynspHoe TecT¥poBaHUEe 1 0BHOBMIEHWE MIAHOB Pa3BUTUS MHHOPMALIMOHHBIX TEXHOOMMN 1
CYLLECTBYIOLMX MPOLECCOB;



e obecrneyeHne OpraHMYHOro BKIIOUEHMS B NMPOLIECCHI U CTPYKTYPY OpraHM3aLmm naaHoB yrnpasieHus
HEMNpepbIBHOCTbIO NMPOLIECCOB OpraHu13aLmi.

12.6.2. HenpepbIBHOCTb NPOLIECCOB OpraHM3aumm n aHanua nocnencTeum

MnaHMpoBaHWe HeNpPepbIBHOCTM NPOLIECCOB OpraHU3aLMm HAUMHAETCs C UAEHTUMUKaLUMU COBbITUM, KOTOpPblE MOTYT
6bITb NPUYMHON MpepbIBaHUS MPOLIECCOB, HAaNpUMep 0Tkas 060pyAoBaHUs, HaBOAHEHWE UK noxap. MnaHuposaHue
COMPOBOX/AAETCS OLIEHKON PUCKOB C LIeNbto onpeaeneHns NocneacTBuid 3Tux npepbiBaHui (Kak C TOUKU 3peHus
MacLiTaba NoBpexaeHus, Tak U Nepuoaa BOCCTaHOBIEHNS). OLEHKa PUCKOB OCYLLECTBASIETCS Mpy
HernocpeacTBEHHOM y4acTuM BflaAenbLEB PecypcoB M y4aCTHUKOB npoueccoB. OueHKa pucka pacrnpoCcTpaHsieTcs Ha
BCEe NPOLIECChl U He OrpaHNYMBAETCS TONbKO CPeAcTBaMy 06paboTkv MHpopMaumm.

B 3aBMCMMOCTM OT pe3ynbTaToOB OLIEHKM PUCKOB pa3pabaTbiBaeTcst cTpaTerust Ans onpeaeneHms obLiero noaxoaa K
obecrneyeHunto HenpepbIBHOCTU paboThl. Pa3paboTaHHbIi NnaH yTBEPXXAAETCs KOMUCCHEN NO UH(DOPMaLIMOHHOM
6e3onacHoCTn.

12.6.3. PaspaboTka 1 BHegpeHve NnaHoB obecrneyeHns HENPepbIBHOCTU OEATENbHOCTY OpraHu3aLmm

Pa3pabaTbiBaloTCsA MaHbl MO NMOAAEPIKKE UM BOCCTAHOBIEHUIO MPOLIECCOB OpraH13aLumn B TpebyeMble nepuofs
BPEMEHV MOC/e NPEPbIBAaHMS UM 0TKa3a KPUTUYECKMX MPOLIECCOB OpraHu3aumu. MnaH obecneyeHns HenpepbIBHOCTM
paboTbl NpeaycMaTpUBaET ClEAyIOLLME MEPONPUATHS MO obecredeHmnio MHhOoPMaLMOHHOM 6e30MacHoCTM:

e  onpeaeneHne 1 cornacoBaHune BCex 0653aHHOCTEN AOMKHOCTHBIX UL, M NMPOLEeayp Ha Ciydai
ype3BblYalHbIX CUTYaLNIA;

e  BHeApeHWe B Cllyyae Ype3BblualiHbIX CUTyaLuii npoLeayp, 06ecrneYnBatoLLmMx BO3MOXXHOCTb BOCCTAHOB/IEHNS
MpOLIECCOB OpraHM3aLUmn B TedeHue TpebyeMoro BpeMeHn. Ocoboe BHUMaHWe CrefyeT yaensTb OLeHKe
3aBMCMMOCTM OpraHM3auuM OT BHELUHUX haKTOPOB M CYLLECTBYIOLMX KOHTPAKTOB;
[IOKYMEHTMPOBaHME COrMiacoBaHHbIX NPOLIEAYP W MPOLIECCOB;
COOTBETCTBYlOLLEE 06yYeHNE COTPYAHWNKOB AENCTBUSIM NMPU BO3HUKHOBEHMM YpE3BblYalHbIX CUTYaLWH,
BK/TH0Yast KPU3UCHOE YrpaB/eHUE;

e  TECTMpOBaHMWE U O6HOB/IEHME MJTAHOB 06ECNEUYEHUs HEMPEPLIBHOCTY AESTENIbHOCTU OpraHn3aLmu.

MnaH obecrnieyeHns: HempepbIBHOCTM COOTBETCTBYET TPeBYEMbIM LIeSIiM OpraHn3aumnm, HanpuMep BOCCTaHOBIIEHIO
onpeneneHHbIX CEPBICOB 3a NPUEMSIEMbIV POMEXYTOK BPEMEHM. YUUTBLIBAIOTCS MOTPEGHOCTY B HEOGXOANMBIX A1
3TOr0 CEepBMCa PECYPCOB, BKIOUAsH YKOMIIIEKTOBAHWE NMEPCOHANIOM, allbTEPHATUBHBIMK PECYpCcaMm [fs CPEACTB
06paboTKM UH(OPMaLIMK, @ TaKKe Mepbl MO NEPEXOAY Ha aBapUHbIN peXxuM paboTbl Anst 3TUX CPEACTB.

12.6.4. CTpyKTypa nnaHoB obecnevyeHusi HeNpepbIBHOCTU AEATENBHOCTM OpraHu3aumm

MoanepXxvBaeTcs eanHas CTPYKTypa niaHoB obecneyeHnst HENpPepLIBHOCTM B LiENsX 06ecrneyeHus
HENpPOTVMBOPEUYMBOCTM BCEX MIAHOB U OMPeAeNieHnsi NPUOPUTETOB ANt TECTUPOBAHMS U 06Cy)XMBaHUS CPEACTB U
cucTeM 06paboTky MHGopMaumMy. Kaxkablid ninaH obecreyeHmnst HempepbiBHOCTU NMPOLIECCOB OpraHn3aLmmn YeTKO
onpeensn ycrnoBusl ero peannsaumnu, a Takxke AOMHKHOCTHbIX NNL, OTBETCTBEHHbIX 3@ BbIMOMHEHWE KaXKaoro ero
nyHKkTa. Mpu BbIIBNEHUM HOBbIX TPEOOBAHMI BHOCATCS COOTBETCTBYIOLLME KOPPEKTUPOBKU B NMPOLIeAypbl Ha Cryyaii
Upe3BblYalHbIX CUTYaLMiA.

B CTpyKType nnaHoB 06ecreyeHus HenpepbiBHOCTM MPOLIECCOB OpraHM3aLmMn NpeaycMaTpuBaeTCs CrieaytoLee:

e YC/IOBUSA peanvsaumny NiaHoB, KOTOPbIE OMNpeaensitoT NopSaAOK AENCTBUIN OMKHOCTHBIX SUL, KOTOPOMY
HeobxoamMo cnefoBaTh (Kak OLEHMBATb CUTYaLMIO, KTO JO/HKEH MPpUHUMATL yYacTue, u T. 4.) nepea
BBeAEeHUEM B AeﬁCTBVIe Ka)Xaoro nyHKTa njaHa,

e  ripoueaypbl Ha ClyYali YpesBblYaiHbIX CUTyaLmid, KOTOpbIE AO/MKHbI 6bITb MPEANPUHSITLI MOCTE MHUMAEHTA,
noABepratoLLero onacHOCTM MPOLIECCOB OPraHM3aLmMmn U/Mm YenoBeyecKyro Xn3Hb. Heobxoanmo, 4Tobsl
OHM BKJIOYANM TaKKe Mepbl MO YNpPaBeHUIO CBA3SIMU C 06LLEeCTBEHHOCTbIO U 3ddeKTNBHOE
B3aVMOAENCTBME C COOTBETCTBYIOLLMMI FOCYAAPCTBEHHBIMM OpraHaMu, HanpuMep ¢ NosIMUMEN, NoxXapHoW
OXpaHOW U MECTHbIMI OpraHaMu BNacTu;

e  rpoueaypbl Nepexoaa Ha aBapuiiHbIN peXxM paboTbl, KOTOPbIE OMUCHIBAOT HEOOXOAMMbIE AENCTBUS MO
nepeHOCy BaXKHbIX MPOLECCOB MM CEPBUCOB NMOALEPXKKN B a/lbTEPHATMBHOE BPEMEHHOE MECTO pa3MeLleHus
M N0 BOCCTAHOBJIEHMIO MPOLECCOB B TpebyeMble Nepuoabl BpeEMEHH;



e  poueaypbl BO306HOB/EHNS paboTbl, KOTOPbIE OMUCHIBAOT HEOBXOANMbIE AENCTBUS AN BO3BPALLEHUS K
HOPMaslbHOMY PEXMMY BeAEHMS MPOLIECCOB OpraHM3aLmm;

e  rpadvk NoAAepXKKU NnaHa, KOTOpbIi ONPeAensieT CPOKM U METOAbl TECTUPOBAHUS, @ TaKXe OnucaHue
npouecca Nnoaaep>XKu niaHa;

e MeponpuaTUs Mo 06yYeHUIo NepcoHana, KoTopble HanpaB/eHbl Ha MOHYMaHKEe NPOLECCOB 0becneyeHus
HEMNpEepbIBHOCTM COTPYAHMKAMM, U NOAAEPKAHME MNOCTOSAHHOM 3thhEKTUBHOCTM 3TUX NPOLIECCOB;

e 06513aHHOCTM JOSHKHOCTHBIX /L, OTBETCTBEHHbIX 33 BbIMOSIHEHWE KAXXAOro NyHKTa naHa. Mpu
HEOBXOAMMOCTM A0SKHbI 6bITb YKa3aHbl a/lbTEPHATUBHbIE OTBETCTBEHHbIE.

3a KaXabli MaH OTBEYaEeT KOHKPETHbIV PyKOBOAWTENb (COTPYAHMK). Ype3BblualiHbie Mepbl, NaHbl Mo nepexoay Ha
aBapUHbIN PEXUM py4HO 06paboTku, MiaHbl Mo BO306HOBEHUIO paboThl ClIeayeT BIoUYaTh B cepy
OTBETCTBEHHOCTY BJlAZlENbLEB COOTBETCTBYIOLWMX PECYPCOB MM YYACTHUKOB 3aTparMBaeMbix MPoOLECCOB. 3a Mepbl Mo
nepexoay Ha aBapuiiHbIi peXXnM paboTbl C UCMOb30BaHMEM afibTEPHATUBHBIX TEXHUYECKMX CPEACTB, TaKMX Kak
cpeacTBa 06paboTkM MHGOPMaLIMK U CBSI3U, OTBETCTBEHHOCTb HECYT MOCTAaBLUMKM YCAYT.

12.6.5. TecTnpoBaHue, nogaepxka v nepecmoTp nNnaHoB no obecnevyeHnto HenpepbLIBHOCTU
[eATenbHOCTU opraHuMsaLmu

TecTupoBaHue nnaHoB

MnaHbl Mo 06ecrneyeHnto HeNpPepPbLIBHOCTM MOTYT OKa3aTbCst HECOCTOSITENbHBIMI NMPU TECTUPOBAHUN M3-3a
HenpaBWbHbIX NPEeANOCHIIOK Pa3paboTKu, HEAOCMOTPY WK BCIEACTBUME U3MEHEHWN, CBS3aHHbIX C 3aMeHOM
060pyaoBaHUsa nnm nepcoHana. MosToMy niaHbl perynspHO TECTUPYIOTCS Anst 06ecrneyeHus yBepeHHOCTU B KX
aKTyanbHOCTU U 3DEKTUBHOCTU. Takmne TeCTbl HEOBXOAMMBI TakxkKe N5 0becneyeHns 3HaHUst CBOMX 0Bsi3aHHOCTEN
BCEMW YSIeHaMM KOMaHAbl BOCCTAHOBMEHUSI U APYrMM NEPCOHANIOM, UMEOLLMM K 3TOMY OTHOLUEHME,

B rpachKe TECTUPOBaAHUA niaHa no obecneyeHunio HEMPEPbLIBHOCTU YKa3bIBAETCA, KaK U KOraa cneayeT npoBepATb
Kaxxabli NYHKT nnaHa. NepruoanyHoCcTb U METObI TECTUPOBAHWUSA OTAE/NbHbLIX MYHKTOB MNjaHa MoryT 6bITb
pa3nuyHbIMK. [py 3TOM UCMNOML3YIOTCS CeayroLme MeToAbI:

e  TecTMpoBaHWe («MMUTaLMs NPOroHa») pasnuyHblX cueHapues (06cyXkaeHVe Mep No BOCCTAHOB/IEHMIO
[esITeNIbHOCTM OpraHM3aLmn Ha pas3fiMyHbIX NpUMepax NpepbiBaHuii);

e  MoaenupoBaHue (0COBEHHO A/t TPEHMPOBKM NMEPCOHasa Mo BbINOMHEHWIO CBOMX (YHKLIMIA NOCNe MHUMAEHTa
M nepexofa K KpU3MCHOMY YMNpaBfieHuto);

®  TeCcTMpOBaHWE TEXHWYECKOrO BOCCTaHOBNEHUS (0becneyeHne yBepeHHOCTU B 3(hdeKTUBHOM
BOCCTaHOB/1EHVNN UH(OPMALMOHHBIX CUCTEM);

e  poBepKa BOCCTAHOB/IEHUS B aflbTEPHAaTMBHOM MecTe (NPOoLecChl OCYLLECTBASIOTCS NapannesnbHo C
onepaumsMn Nno BOCCTAHOBNEHWIO B YAANIEHHOM aflbTEPHATUBHOM MeCTe);

e  TecTMpOBaHWe CPeACTB M CEPBUCOB-MOCTaBLUMKOB (0becneyeHne yBepeHHOCTH B TOM, YTO
npeaocTaB/ieHHble CTOPOHHMMM OpraHM3aumMsiMmM CEPBUCHI U NPOrpaMMHble MPOAYKTbl YAOBNETBOPSIOT
KOHTPaKTHbIM 06513aTenbCTBaM);

®  «reHepasnbHble peneTuuum» (TeCTMpOBaHWe TOro, YTO OpraHM3aumsi, nepcoHan, obopyaosaHve, cpeacTsa u
NpOLEeCChl MOTYT CNPAaBASTLCS C NPEPbIBAHNSMMN).

Mopaepxka n nepecMoTp niaHoB

MnaHbl Mo 06ecrneyeHmo HenpepbIBHOCTM MOAAEPKMBAIOTCS B aKTyaslbHOM COCTOSIHUM MyTEM MPOBEAEHMS!
perynsipHbIX NePeCMOTPOB 1 OBHOBEHUIA C LIE/bI0 06ECNeUYeHsl YBEPEHHOCTU B MX MOCTOSIHHOMN 3ddekTnBHOCTH. B
paMKax NporpaMMbl pa3BUTUS NMpeayCcMaTpUBaALOTCS COOTBETCTBYIOLME NPoLieAypbl, 06ecrneumBatoLme
HEMPEPLIBHOCTb PaboThl.

e  Ha3HAYalOTCs OTBETCTBEHHbIE 3@ NPOBEAEHUE PEryNAPHbLIX NEPECMOTPOB MaHa no obecrneyeHnio
HEnNpepbLIBHOCTY AEATE/IbHOCTM OpraHu3auum;

e VAEHTUMULIMPOBAHHbLIE U3MEHEHUS B MPOLIECCAX, ELle HE OTPAKEHHbIE B MaHax no obecneyeHnio
HENPEPbLIBHOCTH, YUUTLIBAIOTCS MYyTEM COOTBETCTBYIOLLMX OB6HOBIEHWI NIAHOB;

e (hopManM3oBaHHbI MPOLIECC YMPAB/EHNS U3MEHEHWSAMI 0BECreUNBAET PACChINIKY U BBOA B AEMCTBUE
OBHOB/IEHHBIX M/IAHOB B paMKax MX PerynsipHbIX NepecMoTpoB.



MpuMepbl CUTyauuii, KOTopble Morn 6bl NoTpeboBaTb OBHOBIEHUS MIAHOB, BK/OYAOT NPUOBpeTEHNE HOBOrO
060pyn0BaHNs UM 06HOBNEHME OMEPALIMOHHBIX CUCTEM, @ TaKXKE U3MEHEHWS, CBA3aHHbIE C:

nepcoHanom;
afpecaMun unn HomMepamu TenedoHoB;

cTpaTerven opraHmsauum;

MEeCTOMOJIOXKEHMEM, CpeACTBaMMn U pecypcamu;
3aKOHOAATENbCTBOM;

noapsiAYMKaMm, NOCTaBLLMKaMM U OCHOBHbBIMU KIMEHTaMu;
npoueccamu (Kak HOBbIMU, TaK U U3bATLIMK);

puckamu (onepaumMoHHbIMU U DUHAHCOBLIMM).

13. COOTBETCTBUE TPEBOBAHUSAM
13.1. CooTBeTCTBME TPEOOBaHUAM 3aKOHOAATENbLCTBA

Llenb: npegoTtepalleHune ftobbiX HapyLEHU HOPM YrOJIOBHOIO W IMPaXXAaHCKOro NnpaBa, 0653aTeNbHbIX NpeanucaHuii
N perynmpyowmx TpeboBaHmuii UM JOroBOPHbIX 06S13aTENbCTB, @ Takxke TpeboBaHMii 6e30MacHOCTY.

MpoeKTMpoBaHME 1 PYHKLUMOHNPOBAHME UH(OPMALIMOHHBIX CUCTEM, UX UCMOJb30BaHUE U YrpaBieHNe UMK MOryT
6bITb NPeAMeTOM 06513aTeNbHbIX NPEANUCaHniA, PerynmpytoLLmx TpeboBaHuii, a Takxe TpeboBaHuii 6e30MacHOCTU B
JIOrOBOPHbIX 0653aTe/IbCTBaX.

CrnepyeT KOHCYNbTUPOBATLCS C FOPUCTaMU OpraHM3aLmmn UK C NPaKTUKYIOLMMU IOPUCTaMK, UMEIOLLIMMIA
COOTBETCTBYIOLLYIO KBAM(MDUKALMIO, B OTHOLIEHWUN KOHKPETHBIX HopuAMYEeCcKnX BonpocoB. CreayeT UMETb B BUAY, YTO
3aKoHOoAATESbHbIE TPEOOBAHUSA B OTHOLWIEHWUN MHDOPMALIMKU, CO3AAHHON B OAHOMN CTPaHE U NepeaaHHoNn B Apyryto
CTpaHy (HanpuMep, UH(OPMALIMOHHBIN MOTOK, NepeAaBaeMblii 3a rpaHuLYy rocyAapcTBa), Pa3nnyatoTcs B pasHbiX
CTpaHax.

13.1.1. OnpepeneHne NPpMMEeHUMOro 3akoHoaAaTenbCTBa

Bce npumeHsieMble HOpPMbI 3aKOHOAATENbCTBA, 0653aTenbHble NPeAnMcaHns, perynmpytoLme TpeboBaHus 1
[IOrOBOpHble 00513aTeNbCTBa, YETKO ONPEAENsoTC W JOKYMEHTUPYIOTCS NS KaXAoh MH(OPMaLIMOHHOW CUCTEMBI.
KOHKpeTHble MeEponpusTUS Mo obecrneyeHnto MHPOPMaLMOHHOM 6e30MacHOCTM Y UHAMBMAYaTIbHbIE 06513aHHOCTU
[OHKHOCTHBIX NIUL, MO BbIMOMHEHMIO 3TUX TpeboBaHUI COOTBETCTBYIOLMM 06pa30oM onpeaensitoTcs 1
[LOKYMEHTUPYIOTCS.

13.1.2. lNpaBa nHTennekTyansHon co6CTBEHHOCTH
ABTOpCKOE npaBo

BHeapsaoTcs npoLeaypbl, 06ecreurBaoLLne COOTBETCTBME 3aKOHOAATENbHBIM OrPaHUYEHMSIM Ha UCMOJb30BaHue
MaTepuasa, B OTHOLLIEHWM KOTOPOro MOTYT CyLLECTBOBATb NpPaBa Ha MHTENEKTYalbHYO0 CO6CTBEHHOCTb, Takue Kak
aBTOPCKOE MpaBo, NpaBa Ha NPOEKT, TOProBble Mapku. HapylueHne aBTOPCKOro NnpaBa MOXET MPUBECTU K CyAe6HbIM
rpoLieccam, NpeanoaraoLM BO3MOXHOCTb YrO/IOBHOW OTBETCTBEHHOCTU.

3akoHoAaTeNbHble, PerynmpytoLve U 4oroBopHble TpeboBaHWsi MOTyT BBOAWUTL OFpaHUYeHUst Ha KOMMPOBaHWe
MaTepuasnoB, SIBMSIOLLMXCS MPEAMETOM COBCTBEHHOCTU. B 4aCTHOCTH, 3TU OrpaHMYEHUst MOTyT COAEPXaTb
TpeboBaHUs K UCMOJIb30BAHMIO TOJIbKO TEX MaTepuasnos, KOTOpbIE UK pa3paboTaHbl OpraHu3aumen, um
NULEH3MPOBaHbI, UN NPEAOCTaBNSIOTCS Pa3paboTuMKOM AJis OpraHM3aLmu.

ABTOpCKOe NMpaBo Ha nporpamMmmHoe oGecneyeHue

[porpaMMHble MpoAyKTbl, ABAAIOWMECH NPEAMETOM Ybel-To COGCTBeHHOCTM, NOCTaBNAKTCA B paMKax
JIMUEH3MOHHOI0O cornalleHns, KoTopoe orpaHn4nBaeT UCNosib30BaHWE NPOAYKTOB onpeaesieHHbIMU KOMMbOTEPAMH, a
TaKXXE MOXET OrpaHn4MBaTb KOMMpoBaHUE NX C LIENbIO CO34aHUA PE3EPBHbIX KomuiA. B 3Tnx cnydasx ansa
obecneyeHus MHd)OpMaLl,MOHHOl\;I 6e3onacHoCcTH npeaycMaTpuBaeTCca NpuMeHeEHNE crieayroLwnx MepOﬂpMHTMVI:



e  CTporoe crefoBaHue TpeboBaHWsIM aBTOPCKOro MpaBa Ha NporpaMMHoe obecreveHre, KOTopoe onpeaensiet
3aKOHHOE MCMOb30BaHME MPOrPaMMHbIX U MHHDOPMALMOHHBIX NMPOAYKTOB;

e  onpeaeneHne nopsiaka v npaeui NPpUOGPETEHUsS MPOrpaMMHbIX NMPOAYKTOB;

e obecrneyeHne 0CBEAOMNIEHHOCTU COTPYAHMKOB MO BOMPOCaM aBTOPCKOro NnpaBa Ha NporpaMMHoe
obecneveHne NPUHATBIX NMpaBu B OTHOLUEHMM 3aKYMOK, a TakXXe yBeAOM/IEHNE O NMPUMEHEHUU
ANCUMMIIMHAPHBIX CAHKLUMIA K HapyLUMTENsM;

e  Be/eHNe COOTBETCTBYIOLMX PETMCTPOB aKTUBOB;

o BeaeHne I'IOﬂTBep)K‘D,eHVIl‘;I 1 OOKa3aTes/1bCTB COBCTBEHHOCTU Ha NNLEH3UN, ﬂVICTpVIGYTVIBHbIe ANCKH,
pyKoBOACTBA U T.4.;

o KOHTPOJ1b 3a COGJ‘IIOﬂeHVIeM OrpaHMHeHMVI MaKCMMaJibHOro 4Ymncrna paspelleHHbIX nosnb3oBaTenemn
NpOrpamMMHbIMU MPOAYKTaMU;

e  perynsipHble NPOBEPKN NPUMEHEHNS TOMbKO aBTOPM30BaHHOI0 NPOrpaMMHOro obecrneyeHuns n
JIMLEH3MPOBAHHbIX NPOAYKTOB;

o peannsauusa nosIMTUKK no obecrneyeHnto BbINoHEHS ycnosvu7| COOTBETCTBYOLWMX NTULLEH3NOHHbIX
cornalueHuit;

BbIMOJSIHEHME NPaBU YTUAM3aLUMM UIX Nepefayy NpPorpaMMHOro obecneyveHns B Apyrve opraHv3sauumu;
OpraHu3aums perynisipHoro ayauTa;
e  cobntofieHne YCIoBUIA NMOJTyYeHUst U3 06LLEeAOCTYMHbIX CETEN NPOrpaMMHOro obecneyeHms U MHhopMaLmu.

13.1.3. 3awmTa y4yeTHbIX 3anucen opraHM3auum

Ba)kHble AaHHble opraHM3aLmmn Heo6X0AMMO 3aluMLLaTb OT YTpaThl, paspylueHus 1 danbcudrkaumm. B oTHoweHUn
HEKOTOPbIX AaHHbIX TpebyeTcs obecrneveHne 6e30MacHOCTU XPAHEHWSI C LIEMbLO BbIMO/IHEHWUS 3aKOHOAATESbHbBIX UK
perynupytoLmx TpeboBaHuUi, a Takxe NoAAEP>KKM BaXKHbIX MPOLLeCccoB. Mepros BpeEMEHWU XpaHEHUS U COAepXKaHue
[aHHbIX YCTaHaB/IMBAlOTCS B COOTBETCTBUM C rOCYAAPCTBEHHBIMM 3aKOHaMM UK PEryMpYIOLLMY TPeGOBaHUSMU.

[JaHHble knaccnduumpyoTcs No Tunam, Hanpumep, byxrantepckue 3anucu, 3anucy 6as AaHHbIX, XXypHarsbl
TpaH3aKUWi, >XypHarbl ayauTa 1 onepauvoHHbIX NpoLeayp, Kaxabli C yKkazaHMeM NepuoAoB XpaHEeHWs U TUMOB
HOCUTENEN XPaHUMBbIX AaHHbIX (bymMara, MUKPOUIbM, MarHUTHbIE UK ONTUYECKUe HocuTenw). JTobble
KpunTorpauyeckme K4m, CBa3aHHble C 3aln@poBaHHbIMU apX1BaMn UK UMMOPOBLIMU NOANUCAMM, XPaHATCS
6e30nacHbIM cnocoboM 1 NPeaoCTaBnAsoT K HAM, NpU HEOH6X0AMMOCTU, AOCTYMN TO/IbKO aBTOPM30BaHHbLIM NLAM.

YUnTbIBAETCH BO3MOXHOCTb CHVXKEHWUS KavyecTBa HOCMTEJ'IEVI, NCNONb3yeEMbIX ANA XPaHEHUA AaHHbIX, OCYLECTBNATb
npoueaypbl NO0 XpaHEHUIO U yX04y 3a HOCUTENAMU AaHHbIX B COOTBETCTBMM C pEKOMEHAAUNAMN U3rOTOBUTENS.

Mpy UCNONB30BaHWUK 3NEKTPOHHBLIX HOCUTENEN [aHHbIX CieAyeT NPUMEHSTb NpoLeaypbl MPOBEPKU BO3MOXHOCTH
[OCTyNa K JaHHbIM (HanpuMep, YATAeMOCTb Kak CaMUX HOCUTENeW, Tak U hopMaTa AaHHbIX) B TEYEHME Neproaa ux
XpaHeHUs C Lienbio 3alUmThl OT NOTEPU BCIEACTBUE BYAYLUMX U3MEHEHWI B MH(OPMALIMOHHBIX TEXHOMOMUSIX.

CucteMbl XxpaHeHUs AaHHbIX BbIGUparoTCs Takum 06pasoM, 4Tobbl TpebyeMble AaHHble MOTrM 6biTb U3BEYEHbI
crnocoboM, npuemMnembIM Ans cyaa, AENCTBYIOLLEro No HOpMaM rpaXxaaHCKoro Mnmn oblero npaea, HanpuMep,
BO3MOXHOCTb BbIBOZIA BCEX HEOOXOAMMbIX 3arMcel B MPUEMSIEMbIV NMEPUOL BPEMEHW U B MPUEMSIEMOM (opMaTe.

CucTeMa XpaHeHust 06ecrneumBaeT YeTKyo UAEHTUMOMUKALMIO AaHHbIX, @ TaKXKE Nepuof UX XpaHeHUs, YCTaHOBNEHHbIX
3aKOHOM WJIN PErynnpyoWmnMi TpeboBaHNAMM. Ta CUCTEMA NPEAOCTaBSET BO3MOXKHOCTM MO YHUUTOXEHUIO AaHHbIX
rMocsie Toro Nneproaa, Koraa y opraHvsaummn oTnageT noTpebHOCTb B MX XPaHEHUM.

C uenbto BbINOMHEHNS AaHHbIX 0693aTeNbCTB opraHmsauuu:

pa3paboTaTb PyKOBOACTBO B OTHOLLEHMWU CPOKOB, NMOpsiAaKa XPaHEHUS U yTUIM3aumm nHbopmMaumu;
COCTaBUTb rpacuK XpaHeHUst Hanbonee BaXKHbIX AAHHbIX;

BECTW OMWUCb UCTOYHMKOB KIOYEBOW MHOpMaLK;

BHEAPUTb COOTBETCTBYIOLLME MEPbI AJIS 3aLUMUTbI BaXKHON MHMOPMaLMK OT NMOTEPU, PaspyLLEHUS U
danbcmdmkaummn.

13.1.4. 3awmTa AaHHbIX U KOH(UAEHUMANbHOCTL NepPCOHaNbHON MHhopMaLm

B psfe cTpaH BBeAeHbl HOpMbl 3aKOHOAATE/bCTBA, B KOTOPbIX YCTAHOB/IEHbI OrPaHUYEHNSI B OTHOLLEHUM 06PaboTKM 1
nepeaaqm nepcoHasbHbIX AaHHbIX (B OCHOBHOM, 3TO KAacaeTcst MHGOPMaLIMK O XMBYLLMX JIIOASX, KOTOPbIE MOTYT 6biTh



UAEHTUMMUMPOBaHBI MO 3TOW MHGOPMaumMmM). Takme orpaHUYeHUst MOryT HanaraTb 0653aHHOCTU Ha TeX, KTO
ocylecTenseT c6op, 06paboTKy M pacrpoCTpaHEHWE JIMYHOW MHGOPMaLIMKM, @ Takxke MOTYT OrpaHUM4MBaTh
BO3MOXHOCTb Mepeaayun 3TUX AaHHbIX B ApYr1e CTpaHbl.

CoOTBETCTBME 3aKOHOAATENLCTBY MO 3alUMTe aHHbIX TpebyeT COOTBETCTBYIOLLEH CTPYKTYpPbl YNpaBieHus
MH(OPMaLIMOHHON 6€30MacHOCTbI0. ITO AOCTUrAETCS Ha3HAYEHWEM [OMHKHOCTHOO NMLA, OTBEYAIOLLEro 3a 3aluuTy
[@HHbIX MyTEM COOTBETCTBYIOLLENO Pa3bsCHEHWSI COTPYAHUKAM W MOMb30BaTeNsiM 06 UX MHAMBUAYaNbHON
OTBETCTBEHHOCTY, @ Takxke 0653aTeNIbHOCTY BbIMOIHEHWSI COOTBETCTBYIOLLMX MEPONPUSTHI MO obecrieyeHmno
MHdOpMaLIMOHHON 6e3omacHoCTW. BnaaenbLbl AaHHbIX 06513aHbI MHGOPMMPOBATL 3TO AOMHKHOCTHOE NULO O NoBbIX
NpeasioXXeHnsiX 0 cnocobax XpaHeHwusi NepcoHanbHOM MHOPMaLMK B CTPYKType dainia AaHHbIX, @ Takke 3HaTb
MPUMEHsiEMblE HOPMbl 3aKOHOAATENNbCTBA B OTHOLIEHWM 3aLUMThI IMYHBIX AaHHbIX.

13.1.5. NpepoTBpaLleHMe HeLeneBoro UCMNosib30BaHNA CpeacTB o6paboTkn nHcopmauum

OnpenensoTcs YpoBHM MOIHOMOYMI NOSb30BaTeNel B OTHOLLEHUM UCMOMNb30BaHUS CPeacTs 06paboTku
MHbopMauum. JTioboe UCNonb30BaHME 3TUX CPEACTB ANS HEMPOM3BOACTBEHHbIX UM HEABTOPU30BaHHbIX Liesiel, 6e3
0[06peHNst PyKOBOACTBA, pacLEHMBAETCS Kak HelleneBoe. Ecnin Takas AesTeNbHOCTb BbISIBIEHa MOHUTOPUHIOM UK
APYrvMmM crocobamu, To Ha 3TO 06paLlaeTcs BHUMaHWE HEMOCPEACTBEHHOIO PYKOBOAUTENSI COTPYAHUKA ANS
NPUHSATUS COOTBETCTBYIOLLMX MEP ANUCLMTNIIMHAPHOrO BO3AEWCTBUS.

3aKOHHOCTb UCMOJIb30BaHMUS MOHWUTOPUHIa 3aBUCUT OT ﬂEVICTBerLLI,EFO B CTpaHe 3aKoHOAAaTeENbCTBa U TDE6YETCFI,
4TObbI COTPYAHUKU 66111 0CcBEAOMNEHBI U Aanu [IOKYMEHTMPOBaHHOE Coriiacue Ha nNpoBeaeHne MoHUTOpKUHra. Mepen
OCyLleCTB/IEHNEM MOHUTOPUHIa HeobxoanMo NoJTy4nTb KOHCY/IbTaUUIO tOpUCTa.

Bo3MOXHbI C/ly4amn MCMosib30BaHUS KOMMbOTEpa [/ HEaBTOPK30BaHHbIX LIeNei C MPECTYMHbIM YMbIC/IOM. Mo3ToMy
BaXXHO, UTOObI BCE MO/1b30BATENN ObIfIM OCBEAOMIIEHbI O YETKMX PaMKax pPaspeLleHHoro UM AocTyna. JTo
[OCTUraeTCsl, HanpuMep, NyTeM 03HaKOMJIEHWS MOJIb30BaTeSEN C NPeAOCTaB/EHHOW UM aBTOpM3aLMEN B MUCbMEHHO
opme nog pocnuch, a opraHM3aummn cineayet 6e3onacHbIM CnocoboM XpaHWUTb KOMUIO 3TOro AoKyMeHTa. COTpyAHMKN
1 NOJb30BaTENN TPETLEN CTOPOHbLI OCBEAOMIAIOTCS O TOM, YTO BO BCEX C/IydasX OHU UMEIOT MPaBOo AO0CTYMa TOMbKO K
TEM AaHHbIM, UCMOb30BaHME KOTOPbIX UM pa3peLLEHO.

Mpyn perncTpaumum AoCTyrna K CUCTEME Ha KPaHe KOMMbIOTEpPa OTPAXKAETCA NpeaynpexaatoLlee CoobLeHNE,
YKa3bIBalOLLIEE, YTO CUCTEMA, BXO/] B KOTOPYIO MOJIb30BATENM MbITAOTCA OCYLIECTBUTb, ABMNSAETCS CUCTEMOW C
OrpaHMYeHHbIM AOCTYMNOM, M YTO HEABTOPW30BaHHbIN AOCTYM K HEl 3anpeLieH. Monb3oBaTenb Ao/KEH NOATBEPANTD
3TO MPOYTEHME M pearnpoBaTh COOTBETCTBYIOLMM 06Pa30M Ha HEro, YTOBbLI MPOAOIKUTL MPOLIECC PErMCTpaLn.

13.1.6. PerynupoBaHue Ucnonb3oBaHus cpeacTts Kpuntorpadum

B HEKOTOPbIX CTPaHax MPUHATLI COMMALLIEHMS, 3aKOHbI, PErYNMUPYtoLLIME TPEBOBAHMSA UK APYrMe UHCTPYMEHTI,
onpeaensiowme MeponpusTUsi No obecrneveHno 6e30NacHOCTY AOCTYNa K KpUNTorpaduyecknm cpeactsam U ux
1CMOb30BaHMI0. Taknue MeponpuaTUs 06bIUHO BKIIOUAIOT:

®  OrpaHMYyeHus UMNOpTa U/UAKN 3KCMOPTa annapaTHbIX U MPOrPaMMHbIX CPEACTB AN BbINOHEHUS
KpunTorpacuyecknx hyHKUMi;

e  OrpaHWYyeHus UMNOpTa U/UAK FKCMOPTa anmnapaTHbIX U MPOrPaMMHbIX CPEACTB, KOTopble pa3paboTaHsbl
Takum 06pa3oM, YTO MMEIOT, KaK AOMOJIHEHWE, KpunTorpaduyeckue dyHKUnK;

e obsA3aTenbHble UM AUCKPELIMOHHBbIE METOAb! AOCTYNa CO CTOPOHbI FOCYAAPCTBa K MHOpMaLmK,
3alWM@POBAHHON C NMOMOLLBIO anmnapaTHbIX UK NMPOrPaMMHbIX CPEACTB A1t 0becrneyeHust
KOHMMAEHUMANbHOCTM ee coaepXXaHusl.

13.1.7. Cbop aokasaTenbcTB
I1paBm1a Ucnosfib3oBaHUA U c60pa AOoKa3aTesibCTB

MIMetoTcs ajeKBaTHble CBUMAETENBbCTBA, YTO6bI MOAAEPKMBATL UCKU UM Mepbl BO3AENCTBUS, HarpaBieHHbIE MPOTMB
(h13MYECKOro ILA UM OpraHM3aLmm, KOTopble HapyLIMAW NpaBuia ynpasneHus UHGHOPMALMOHHOWM 6e30MacHOCTbIO.

Bcsikuin pas, Koraa 3T Mepbl BO3AENCTBUSA ABNSIOTCA NPEAMETOM BHYTPEHHErO AUCLUMITIMHAPHOMO NpoLiecca,
CBMAETENLCTBA OMKCHIBAIOTCA B COOTBETCTBUM C BHYTPEHHWUMU NPOLIeAypaMMu.



Korpa Mepbl BO3AENCTBMS/MCKM 3aTparmBatoT BOMPOCh! Kak rpaXkAaHCKOro, Tak M yrofioBHOMO npasa, Heobxoaumo,
YTOBbI NpeacTaBeHHbIe CBUAETENLCTBA COOTBETCTBOBANN TPeboBaHUSM K COOpY CBUAETENLCTB, U3MTOXKEHHBIMU B
COOTBETCTBYIOLLMX MPaBOBbIX HOPMax MM TpeboBaHMSIM KOHKPETHOrO Cyaa, B KOTOpoM ByAeT paccMaTpuBaThbCst
[aHHbIN BOMPOC. 3TW NpaBusa npeLycMaTpuBatoT:

o A0NyCTUMOCTb CBUAETENbCTB. ﬂeVICTBMTeﬂbHO NI CBMAETENBbCTBA MOIryT UCMOJ/1b30BaTbCA B CyAe UK HET,
BECOMOCTb CBMAETENBCTB: KaYeCTBO W MOJIHOTa CBUAETENbCTB;
a[EeKBaTHOE CBUAETENBCTBO TOTO, YTO 3TU Mepbl KOHTPOSIS (Mpouecc cbopa CBUAETENbCTB) OCYLLECTBASNINC
KOPPEKTHO M MOC/IEA0BATENbHO B TEYEHUE BCErO NMepHoAa, KOraa YCTaHOBIEHHOE CBUMAETENbCTBO
MHUMAOEHTa HapyLleHUs MHhOPMaLMOHHOM 6e30MacHOCTU 6bII0 COXpaHEHO M 06paboTaHO CUCTEMON.

[JonycTumMocTb foKa3aTenbCTB

Y106bI AOCTUNYD NpU3HaHnsa AonyCcTtuMoCTn CBUAETENbCTB, obecneuymBaeTcst YBEPEHHOCTb B TOM, YTO UX
VIHCI)OpMaU,VIOHHbIe CUCTEMbI COOTBETCTBYIOT BCEM HOPpUANYECKNM TDE6OBaHVI9|M M nNpaBuiaM B OTHOLUEHUUN
A0NYyCTUMbIX CBNAETENLCTB.

KauyecTBO M nonHoTa goka3aTenbCTB

YT0bbl JOCTUYL KayecTBa M MOJSIHOTLI CBUAETENBCTB, HEOOX0AMMO Hanuune ybeauTenbHbIX NOATBEPXKAEHWA
CBMAETENLCTB. Takne ybeauTenbHble NMOATBEPXKAEHMS OCTUIAOTCS CreaytoLmM 06pasomM:

e 519 6yMaXKHbIX JOKYMEHTOB: OpuUrMHan XxpaHutcs 6e3onacHbiM cnocoboM 1 (UKCUMPYETCS, KTO HaLlen ero,
rae oH 6bl1 HaliaeH, koraa OH 6bin HalAeH U KTO 3aCBUAETENbCTBOBAS 06HapyeHne. Heobxoammo, YTobbl
ntoboe nccnegoBaHne NOATBEPANIIO, YTO OPUIMHAMbI HUKTO HE MbITancs UCKasuTb;

e a1 MHbOPMaLMK Ha KOMIBIOTEPHBIX HOCUTENSIX: KOMUK MH(OPMaLMK, Ans MobbiX CMEHHBLIX HOCUTENEN
nHbOPMaLMK, AN XKECTKMUX AMCKOB UM U3 OCHOBHOW NaMsiTU KOMMblOTEpa, CNeAYET BbIMOSHATb TakuM
06pa3oM, YTobbl 06ecneunTb MX AOCTYMHOCTb. XKypHan Bcex AeNCTBUN, BbIMOHEHHbLIX B TEUEHME npoLiecca
KOMMpoBaHus, HeobxoAMMO COXPaHsATb, @ CaM NPOLLECC KOMMPOBaHUS HEO6XOAMMO AOKYMeHTMpoBaTb. OaHyY
KOMNuIo HocuTenein MHdopMaumn 1 XXypHan cnegyeT XpaHuTb 6€30MacHbIM CnocoboM.

Korfa MHUMAEHT 06Hapy>XMBAETCS BIEPBbIE, HE OYEBUAHO, YTO OH MOXET MPUBECTU K BO3MOXKHbBIM CyAE6HbIM
pasbuparenbcTeam. MosTOMy, CyLECTBYET OMAcHOCTb, YTO HEOGXOAMMOE MoKa3aHue ByAeT ClyyaiiHo paspyLeHo
npeXxae, YeM 0CO3HaHa CepbEe3HOCTb MHUMAEHTA. LienecoobpasHo Ha CaMOM paHHEM 3Tare MpUBMEKaTb HOPUCTa Un
MUAMLMIO B IIOBOM Clydae NpeanosiaraeMbix Cyae6HbIX Pa3byupaTebCTB W MosyYaTh KOHCY/IbTaLMio OTHOCUTENBHO
TpebyeMbix CBUAETENLCTB.

13.2. NepecmoTp NONUTUKM 6e30NaCHOCTU U TEXHUYECKOe COOTBETCTBME TpeboBaHUAM
6e3onacHocTH

Llenb: obecneveHne cOOTBETCTBUSI CUCTEM MONUTMKE 6e30nacHoOCTH OopraHmsauuu n CtaHaapTaM.
BezonacHocTb VIHq)OpMaLI,VIOHHbIX CUCTEM pErynapHoO aHann3npyeTcs 1 oueHNBaeTCA.

Takol aHanus (NepecMoTp) OCYLLECTBIISETC B OTHOLIEHUM COOTBETCTBYIOLLMX MOMUTUK 6€30MacHoCTH, a
nporpaMMHble cpeacTBa U MHGOPMALIMOHHBIE CUCTEMBI NMOABEPratoTCs ayauTY Ha NpeaMeT COOTBETCTBUS 3TUM
NOSINTHKAM.

13.2.1. CooTBeTCTBME NONUTUKE OE30NacHOCTU

ObecneunBaeTcs NpaBuIbHOE BbINOHEHWE BCeX npoueayp 6e30nacHOCTM B npeaenax Ux 30Hbl OTBETCTBEHHOCTM.
Kpome TOro, Bce cdepbl AeATENbHOCTM OpraH13aLUmn NoABEPraloTcs perynspHoMy nepecmMoTpy Ans obecnedveHms
TpeboBaHuii Mo obecneyeHmno MHhopMaLMOHHOW 6e30nacHOCTU. Mpu 3ToM, KpoMe (DYHKLMOHUPOBaHMS
MH(MOPMALIMOHHBIX CUCTEM, aHaNM3y NOABEPraeTcs TakxkKe AesaTeNbHOCTb:

e  [OCTaBLIMKOB CUCTEM;
e  BfagenbLUeB MHAOOPMALIMKN U UHPOPMALIMOHHBIX aKTUBOB;
e  ofb30BaTenekn;



e  DYKOBOACTBA.

BnaaenbLaM MHhOPMaLMOHHBIX CUCTEM MPOBOASITCS PErysipHblE MOHUTOPUHIM UX CUCTEM Ha COOTBETCTBUE
NPUHSATBIM NOAUTUKAM 6e30MacHOCTM 1 NobbIM ApyruM TpeboBaHUaM 6e30nacHOCTU.

13.2.2. lNpoBepKa TEXHUYECKOrO COOTBETCTBUS TpeboBaHNsiM 6e30nacHOCTM

MpoBepKa TEXHNYECKOr0 COOTBETCTBUS BK/THOYAET UCTbITaHWUS OMepaLMOHHbIX CUCTEM ANt 0becneyeHnst yBEPEHHOCTU
B TOM, YTO MeporpusiTusi No obecreveHnio MHhOPMaLMOHHON 6e30MacHOCTY (hyHKLMOHMPOBaHWS annapaTHbIX 1
NporpamMMHbIX CpeacTB 6bln BHeAPEHb! MPaBUIbHO. DTOT TN MPOBEPKM COOTBETCTBUS TpebyeT TEXHUYECKON
noMmoLM cneumanvcta. [laHHas NpoBepKka OCYLUECTBSETCS BPYYHYIO (MPW MOMOLLM COOTBETCTBYHOLLMX
WHCTPYMEHTasbHbIX M NMPOrPaMMHbIX CPELCTB, Npy HEOBXOAMMOCTH) OMbITHOMY CUCTEMHOMY UHXXEHEPY WU C
MOMOLLbIO aBTOMATV3MPOBAHHOIO MakeTa NpPorpaMM, KOTOPbIN FreHepUpYeT TEXHUYECKMIA OTUET AN Nocneaytowero
aHanu3a TEXHUYECKUM CreLuanucTom.

MpoBepka COOTBETCTBUSI TakXKe BK/IOYAET TECTUPOBAHUE Ha HanMyme MoMbITOK HeCaHKLIMOHUMPOBAHHOMO AOCTYNa K
cucTeMe (MPOHUKHOBEHME), KOTOPOE BbIMOJHSIETCS HE3aBUCUMBIMUM 3KCNEPTaMu, CreumnanbHO NpUriaweHHbIMU Mo
KOHTpaKTy Ans 3Toro. [laHHOe TeCTUpoBaHME MOXET 6biTb MOME3HbIM ANt O6HaPY>XEHUs YA3BUMOCTEN B CUCTEME U
Ans npoBepkn 3chdeKTUBHOCTH Mep 6e30MacHOCTV Npy NpeaoTBpaLLeHM HEaBTOPM30BaHHOMO JOCTYMNa BCNEACTBUE
3TUX ya3BMMoCTeN. Ocobyto OCTOPOXXHOCTb CIeAYET NPOSIBNSATL B C/lyyasiX, KOraa TeCT Ha NPOHUKHOBEHWE MOXET
NpYBECTU K KOMMNpoMeTauum 6e30MacHOCTU CUCTEMbI U HEMpeaHaMePEHHOMY UCMOJb30BaHUIO APYTUX YSI3BUMOCTEN.

JTtobas npoBepka TEXHUYECKOrO COOTBETCTBHS BbINOSHSIETCS TONIbKO KOMMNETEHTHLIMUW, aBTOPU30BaHHLIMU JIMLIAMM
nmbo noa ux HabnioaeHUeM.

13.3. Mepbl 6e3onacHoOCTM Npu NpoBeAeHUU ayauTa

Llenb: makcuMmzaums spheKTUBHOCTM Y MUHMMM3ALMS BIMSIHUSE HA MHOPMALIMOHHYO 6e30MacHOCTb B NpoLiecce
ayauTa CUCTEMBI.

MpesycMaTp1BaloTCs MEPONPUATUS MO 06ecreyeHnto MHAPOPMALIMOHHON 6€30MacHOCTU ONepPaLIMOHHON Cpeabl 1
MHCTPYMEHTa/IbHbIX CPEACTB ayauTa B MPOLIECCE NPOBEAEHMS ayaMTa CUCTEM.

3awmTa Takke TpebyeTcs Ans NOAAEPXKaHWS LLeIOCTHOCTY UH(DOPMALIMOHHOW CUCTEMbI M NpeaoTBpaLleHus
HenpaBWIbLHOIO MCMOJb30BaHWS! MHCTPYMEHTasIbHbIX CPEACTB ayauTa.

13.3.1. MeponpusaTus no o6ecneyeHnto MHpOpPMaLMOHHON 6Ge30NacHOCTM NpU NpoBeAeHUN
ayauTa cuctem

TpeboBaHus 1 AEUCTBUS ayauTa, BKIHOYAOLME NPOBEPKY OMEPALMOHHBIX CUCTEM, TLIATENbHO MIAHUPYHOTCS 1
COrNacoBbIBAKOTCS, YTOObI CBECTU K MUHUMYMY PUCK A5 MPOLIECCOB. YUMTLIBAETCS ClefytoLlee:

e TpeboBaHus ayamTa HeO6XOAMMO COrnacoBaTh C COOTBETCTBYIOLMM PYKOBOACTBOM;
o6beM paboT No npoBepkam creayeT CorlacoBbiBaTh U KOHTPONMPOBaTb;
npv NpPOBeAEHUM MPOBEPOK HEO6XOAMMO MCMOMb30BaTb AOCTYN TOMbKO A1 YTEHMS K MPOrpaMMHOMY
obecneyeHunto n AaHHbIM;

e  Jpyrve Bubl AOCTYNa MOryT 6biTb Pa3peLleHbl TOSIbKO B OTHOLLEHWW U30/IMPOBaHHBIX KOMui daiinos
CUCTEMbI, KOTOpble HEO6X0AMMO YAANATb MO 3aBEPLUEHNIO ayanTa;

e  HeobxoanMo YeTKOo naeHTUdMUMpoBaTb U obecneunBaTb AOCTYMHOCTb HEOOXOANMbBIX peCYpCoB
MH(OPMALIMOHHBIX CUCTEM AN BbIMOMHEHNS MPOBEPOK;

e  TpeboBaHUS B OTHOLIEHUM CMELMANBHOW WX JOMOMHUTENBHOW 06paboTKM AaHHbIX CneayeT
naeHTUdUUMPOBaTh M COrNacoBbIBaTh;

e  BeCb AOCTYN AO/MKEH NOABEPraTbCs MOHUTOPWHIY M PEMMCTPUPOBATLCS C LIeNbio obecneveHns
NPOTOKONIMPOBAHUS ANt MOCNEAYHOWMX CCbITOK;

e  BCe npoueaypsl, TpeboBaHusl 1 0683aHHOCTM ayauTa cneayeT JOKYMEHTMPOBATb.

13.3.2. 3awuTa NHCTpyMEHTanbHbIX CPEACTB ayanTa CUCTEM



[JoCTyn K MHCTpYMEHTa/NbHbIM CPeACcTBaM ayamuTa CUCTEM, TO €CTb NPOrpaMMHOMY obecredeHnio unu daiinam
[aHHbIX, 3aLLMLLAETCS, YTO6bI NPEeA0TBPATUTL NI060E BO3MOXKHOE MX HEMPABUIIbHOE MUCMOMb30BaHUE MUK
KOMMpoMeTaumio. Takue MHCTPYMEHTasbHbIE CPeACTBa OTAENSAIOTCS OT CUCTEM pa3paboTKM U CUCTEM OMEPALIMOHHON
Cpebl, @ TAKXKE He XPaHSATCS 3TU CPEACTBA B 6GUBIMOTEKAX MArHUTHBIX NIEHT MMM MOMb30BaTENbCKUX 061acTaX, ecsin
He obecrieyeH COOTBETCTBYIOLMIA YPOBEHb AOMOSIHUTENIBHON 3aLUUTHI.



